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1. REBME
1.1, FREBE

Tor R TT 7 EBAL TWANEIMNIL, Tor @ Exit /—RD IP TRLANE I ET =75
ETHLREE DA BT FTHET, Tor #%H T Open Proxy #f#5ZLC, Tor ® Exit /—R® IP 7
R ARG —  MAlDOT 71T S IR T IEDN AT REDNE DDA LT,

Mime LT, 2O HEILL ST, = MANZ Tor 2> TWANEIN BRI T HIENTET,

AEEIE

Tor I3t 4 . SO H HDORWHESI-EFROHRRE TELT A2 ~EALTHR S TEDHL
N, FT(EHFMESIDOIFAT A7 L) E A SR T DO ERE DT TAN —E{f#ET HI20
IZEGNTZH DT, JLRE N AR T T2 DY — /L TlEen,

WMIRTZN, RSLEONF BT HZLITREE LT 5,

ALEONEN, Sin B HEEDNHEEIN TS AN &2 OIS TR, B AMIZEZENTH
%o

3. FRIHER

FEREIRAEL TG R, FRICPEE LR DI FI 370, FHFRETHLZ AR LT,

Fo MERR LY — i, T ZORGEE B IEL THERRES =D Tlidek . H<E TRy T —7
B EITOTZDITER L T=b D2 duEL T,

B%IC,b)—ERLT, (2 EEFE] THRRL TWAN, K LEONFLEMTHZLITMEET
HD,
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3.1. KRFFERE

3.1-10 392, 15 E2SOCKS~#Rk Al e/ 7 v s T AaERR L, 25 Torzf% ML, Open
Proxyzifk L, Webt— (7747 L hDIPT KL A% F R T HCCGD~T 7 BATHEVHIRR KA
E%,

P HTTES
TaDIFIES

JOF L TR

31-1: BB Proxy &5 TRV S LERBAEALT, Torxy FI—9A~AAY,
Z D Open Proxy M5 Y —/I N7 U 2RXF %

et et — N www.example.com

SOCKS #—% 192.0.2.5

Open Proxy Serverl | XXX XX XX. XX

Open Proxy Server2 | 2Z22.2272.772.Z2Z
312 REATHAW=Y—/1 DT FL R

SOCKS H—/8\[&, Tor~ADAY A LB H—INThHD
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3.2. RiE 1

'SOCKS #—~3|—I[Tor|—Open Proxy Serverl |—[Hstt— N | LWV TE L THT,
FRICRIES < Bl LTz, F7, Bfse e h—~ 1213, TOpen Proxy Serverl |7HD i
DINTHRZ DT EBRERR LTI,

C:¥tcpRelay>TcpRelay. bat -Verbose -LocalPort 0 —RemotePort 80 —-RemoteHost www. exampl
e. com —proxy socks5://192.0.2.5:9050 —proxy connect://XXX. XX. XX. XX:8080
TcpRelay for JAVA ver 2.0

create by active@window. goukaku. com

~ B~

———————— Configuration Infomation ————
Local is stdin/out
Redirect is 192.0.2.5:9050
Binary mode
Verbose Mode on
Proxy Setting is
socksbh://anonymous@XXX. XX. XX. XX: 8080
connect://anonymous@www. examp | e. com: 80
Thread Interval time is 500 (ms)
No Limit Connection
stdin/stdout => 192.0.2. 4.:1063 > 192. 0. 2. 5:9050
Connected: XXX. XX. XX XX:8080 (socksb)
Connected: www. examp/e. com:-80 (connect)
GET /r_host. asp HTTP/1.0 — F—R— FHLEAHL

HTTP/1.1 200 OK

Connection: close

Date: Thu, 07 Mar 2013 15:26:58 GMT

Server: Microsoft-118/5.2 SP3 rc14 Beta

X-Content-Type-Options: nosniff

X-Powered-By: ASP.NET

Content-Type: text/html; charset=shift_jis

Set—Cookie: ASPSESSIONIDAARBACCT=IDFDJNAAEGLELLAEGOIHJELI; path=/; httponly
Cache—control: private

X-Powered-By: s|SAPILocation 1.0.2.2

<HTML>
<HEAD>
<KTITLE> 7% - DI1EHRS/TITLE>
<LINK REL="SHORTCUT ICON” HREF="/favicon. ico”>
</HEAD>
<BODY>
<UL>
<LI>Your HostName : XXX XX. XX. XXLI>IP Address : XXX XX. XX XXL1>YourBrowser: <TA
BLEBORDER="1"><TR><TD>REMOTE_HOST</TD><TD> XXX. XX. XX. XXX/TD></TR><TR><TD>REMOTE_ADDR<

~ B~
B 3.2-1: & Proxy 57O S LEZRALT, TorRry kIT—U~AY,

Z M1 Open Proxy MY —/I\ANTH LA LR
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C:¥tcpRelay>TcpRelay. bat -verbose —localport 92 -remoteport 8080 -remoteHost XXX. XX.
XX. XX —proxy socksb://192.0.2.5:9050
TcpRelay for JAVA ver 2.0

create by active@window. goukaku. com

~BER~

———————— Configuration Infomation ——————

Local Port = 92

Redirect is 192.0.2.5:9050

Binary mode

Verbose Mode on
Proxy Setting is

socksb://anonymous@XXX. XX. XX. XX:8080

Thread Interval time is 500 (ms)

No Limit Connection
127.0.0.71:1071 => 127.0.0.1:92 => 192.0.2.4:1072 -> 192. 0. 2. 5:9050
Connected: XXX. XX. XX. XX:8080 (socks5)
NyF DaJERTLETH Y/N?y

32-2:®32- 1L LBRET. R2McpTHET S

oa-dobag x|
A Bk MR 0% Y ORE
C FoEURERLLO

DA TI-DOTOF A BB B
C YRFLOTOFVREEFIFTBW

& FHTIOFEEEIH)

@9(&: [ 127001 HbEr | oo

v FATOIORIN Tl % S

sl il [ 121001 o b | 5
FP IoEsEy [127007 AebiE | ey
S06KE A M) [127001 i el ETE
& S0CKS K € S00KS YA
PO LTSRN

localhost, 127001

{8l mazillaore, netnz, 1921681 0/24
i BENOFLEREAM I URLIAYK

| e ) |
[ ok | #etm | anzw |
3.2-3: Web 7 5 Y DProxysk E &K 3.2-2I T 5L 52T 5
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¥) &2 0158 - Mozilla Firefox 0

JFAB RERE F&RN) EEE Juv-4B U-UD ALTH

=0l x|

| & B0 [+]

e 0w example com/r_hostasp ¢

-.l - Gioogle

Pl #

® Your HostMame @ 200000000
o [P Address : OO0

o YourBrowser : Mozila/5.0 (Windows NT 5.1; re:19.0) Gecko/20100101 Firefox/19.0

[REMOTE HOST POOOGOOO0C

[REMOTE_ADDR POOOGOOO0

|H'I_I'P_USER_AQENT |Mozi||a/5.0 (Windows NT 5.1; rv19.0) Gecke/20100101 Firefox/18.0

[HTTP W1A
IHTTP_FORWARDED_FOR
[HTTP_X_FORWARDED_FOR
[HTTP_REFERER
[HTTP_GLIENT IP
[HTTP_FORWARDED
HTTP_SP HOST

GeolP
|country_code |C M
|country_code3 |C HM

|country_na me |C hina

|region |09

|<:i‘c3.r |)( La

postal_code

[latitude 33 9667015075624
[0 P | PP p—,

X 3.2-4: X 3.2-3DFER

[Tor] — TOpen Proxy Serverl| #BHETERT S LN TEL:

3.3. #R3E 2 (Open Proxy B R 2 ZERIZFRET D)

SOCKS #—73]—[Tor|—IOpen Proxy Serverl|—[Open Proxy Server2|— [z sc—

N JEVDNIETHEEREL THT,

FRICRIEL 22 BER ISk LT, F72. BEfe St — 32X, [Open Proxy Server2 | 6Dz

DIDNTRRDHIELHERLTIZ,
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C:¥tcpRelay>TcpRelay. bat -verbose —localport 0 -remoteport 80 -remotehost
777.777.77.17 -proxy socksb://192.0.2.5:9050 —proxy connect://XXX. XX. XX. XX:8080
TepRelay for JAVA ver 2.0

create by active@window. goukaku. com

~ G~

———————— Configuration Infomation ———————
Local is stdin/out
Redirect is 192.0.2.5:9050
Binary mode
Verbose Mode on
Proxy Setting is
socksb://anonymous@XXX. XX. XX. XX:8080
connect://anonymous@Z7ZZ. 777. 77. 7780
Thread Interval time is 500 (ms)
No Limit Connection
stdin/stdout => 192.0.2.4:1144 -> 192. 0. 2. 5:9050
Connected.: XXX. XX. XX. XX 8080 (socks5)
Connected.: ZZZ. ZZZ. ZZ. ZZ-80 (connect)
GET http://www. example. com/r_host. asp HTTP/1.0 — F—R—FHEAD

HTTP/1.0 200 OK

Date: Thu, 07 Mar 2013 15:56:47 GMT

Server: Microsoft-1158/5.2 SP3 rc14 Beta

X-Content-Type-Options: nosniff

X-Powered-By: ASP. NET

Content-Type: text/html; charset=shift_jis

Set-Cookie: ASPSESSI|ONIDAARBACCT=BEFDJNAALABELHLEENNKJFOH; path=/; httponly
Cache-Control: private

X-Powered-By: s|SAPILocation 1.0.2.2

Connection: close

<HTML>
<HEAD>
<TITLE> 75 F- DIEHR</TITLE>
<LINK REL="SHORTCUT ICON” HREF="/favicon. ico”>
</HEAD>
<BODY>
<uL>
<LI>Your HostName : ZZZ 7ZZ. ZZ. ZKL\>\P Address : ZZZ 7ZZZ. ZZ. ZKL|>YourBrowse
r : <LI>ProxyServer : <LI>Your Real IP Address : XXX XX XX XXXTABLE
BORDER="1"><TR>TD>REMOTE_HOSTL/TD><TD> ZZZ. ZZZ. ZZ. ZZ/TD></TR><TR><TD>REMOTE_ADDR

~ B~
B 33-1: B Proxy 457055 LEBELT, Torxy kI—UA~AAY,

Z D1 Open Proxy M5 Y —/I\NT7 U 2RXF %
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C:¥tcpRelay>TcpRelay. bat -verbose —localport 92 -remoteport 80 —remotehost
777.777.71.77 -proxy socks5://192.0.2.5:9050 —proxy connect://XXX. XX. XX. XX:8080
TcpRelay for JAVA ver 2.0

create by active@window. goukaku. com

———————— Configuration Infomation ——————
Local Port = 92
Redirect is 192.0.2.5:9050
Binary mode
Verbose Mode on
Proxy Setting is
socksb://anonymous@XXX. XX. XX. XX:8080
connect://anonymous@Z77. 777.77. 77:80
Thread Interval time is 500 (ms)
No Limit Connection
127.0.0.71:7141 -> 127.0.0.1:92 => 192.0.2. 4:17142 -> 192. 0. 2. 5:9050
Connected: XXX. XX. XX. XX:8080 (socks5)
Connected. ZZZ. ZZZ. ZZ. ZZ 80 (connect)
NYF DaTEETLETN Y/N?y
33-2: M 33-1&£E LBRET. R2/McpTHET S

=lolx|
JFAB RERE F&RN) EEE Juv-4B U-UD ALTH
| % BhEDE [+]

D e sample comsr_host asp c | |_‘l_, Godele }'| &

-

® ‘Your HostMame : ZZZ 7277 272 27 =
o IP Address : 777 777 7777

o YourBrowser : Mozila/5.0 (Windows NT 5.1; ne:19.0) Gecko/20100101 Firefox/19.0

® ProxyServer :

* Your Real [P Address @ 500 08 300 30

[REMOTE HOST lzzzz7772727

[REMOTE_ADDR lzzzz7772227

IHTTP_USER_AGENT IMozilla/5.0 (Windows NT 5.1; rv:19.0) Gecko/20100101 Firefox/19.0
[HTTP WA

[HTTP_FORWARDED_FOR
[HTTP_X_FORWARDED_FOR| [ X000 XX
[HTTP_REFERER

IHTTP_CLIENT.IP

[HTTP_FORWARDED

[HTTP_SP_HOST

GeolP

country_code ||BR
country_coded |BRA
country_name ||Brazil
region
ity

el
postal_code

3.3-3: Web T S5 75 DProxysk E # K 3.3-2[C#E#HidT 5L 5ICL T
BEAY—/I~NTHO A LR, Torl — [Open Proxy Serverl] —
FOpen Proxy Server2] #EHTHERT S EMNTE:

Copyright 2013 NTT Communications Corporation
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4. BRELERAE

NTT a3 2=S—ar ARt
PEEAREE ~ 2 — Ve Fa ) T — e A R
X2V T AR — a8

s AR B

5. B

® 2013403 H 15 H : verl.0 s FIDLARH

6. =FThRD 22 BHURL

http://www.ntt.com/icto/security/data/soc.html

.B%

[Web 7774 ? SOCKS FERPLIZHOVNT
http://www.ntt.com/icto/security/data/soc.html

[Tor D22 47aMdi i 51122V T(DNS Leakage O#LSD) |
http://www.ntt.com/icto/security/data/soc.html

SOCKS

http://ja.wikipedia.org/wiki/SOCKS

SOCKS: A protocol for TCP proxy across firewalls
http://ftp.icm.edu.pl/packages/socks/socks4/SOCKS4.protocol
RFC1928

http://tools.ietf.org/html/rfc1928

RFC1929

http://tools.ietf.org/html/rfc1929

RFC1961

http://tools.ietf.org/html/rfc1961

Tor Project

https://www.torproject.org/

TCP Relay for Java
http://rocketeer.dip.jp/sanaki/free/jfreel1.htm
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8. KLAR—HMZEE9 A& E %
NTT a3a=4—3ar ApkEtth
R A [
~ 3=V RN EXa T AR
X2V T AR —a iy
e-mail: scan@ntt.com

Lk
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