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1. REBME
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Web 7“5%% SOCKS 7 U HRED EHARILOF AL > T Web 7774 D SOCKS 71
%> HHEITIZ. DNS Leakage ORIENH S 2 ENHRSIIZ, £o T I/TAT U RDTTA/N Y —
%T%u%ﬁ”é Tor % Web 7 77 &l CHIH T 5556 WEALE T vd Web 770 &7 IC
Tor Project MOIRIESINTNWD T TANY —REDTDIZTF 2—= 7 Z TS Tor Browser
Bundle ® Web 7774 (Tor Browser)Zfi [ 92 2L & i@ < HESE T2,

EILTH, Wi~ T D Web 7 70 a0 BN H LA (2D IO BIER e a4 10 E T
DY), BARTIC Tor 1230 RS TS polipo(F D E-LIFTIE privoxy 72-572)72E 0
SOCKS ~#zik g7 HTTP 7' 0¥ LA RS E LI L7 86 B 2 B0, BIE CldHElt s
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® [Web 777 H# D SOCKS ELRIIZHOUNTY
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FAEEIE

Tor 137t % . Fiw?® B HORWESN I EZ MR RE TELT AL ~NEL THLHE TEHL
2, F(EFHESIOIFAT AR L) EEE SR T DO ERE DT TA R —E i 5120
IAELN T DT LFRE N H SILEFRE T 72D DY — L TIER N,

MR, RLEONFEEHTHZLITREEET 5,

AICEONEN, St HHEZEDIHEEIN TOD N A ORI TR, BAMIZEZENTH

Do

3. DNS Leakage A5t DEIREIZDULNT

ARILETIL, DNS Leakage (27 H LT\ %23, DNS Leakage MAMZH, Web 7704 ED 7
FTTARAZV T N E NGRS HRERE L H D03, EIOIIASLEORHHIFAIN T2,
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4. WebTS59HDSOCKSEIE IR RIZDLNT

LITaZRoZs
® [Web 777 H# D SOCKS FEZMRIIZDOUNT]
http://www.ntt.com/icto/security/data/soc.html

BERE DFGE TR T HIRD 1ZEA LD Web 77T %1213, DNS Leakage O35> T%
128 TIANY — (RPN ERGGE T HBEA AL TS Web 770 25 DITfERMED &
WRD,

4.1. Tor Browser Bundle 2.3.25-4 O 4
Tor Browser Bundle T, Tor (27 T7A N —{R#EDT=D|I T 2—=0 7S] Web 777

MNEHEN TS, 2D Web 7 77 W (Firefox OIEFEM)Z I LIZLZARAN % IP TRL A
BT DD DA IR H HITHO X072 e o7,

7 WMware Accelerated AMD PGHet Adapter (Microsoft's Packet Scheduler) (ho: shal i 101 =l
File Edit Miew Go GCapture Analyze  Statistics  Telephory  Tools  Internalz  Help

o BEX2Elac+»aTL|EE QQAAN BB %
FiIter:l ﬂ Expreszion.. Clear  Apply

Mo

Protocol

Destination

10 0 2 1 1an D arn o
2 0.327410 B6.59.119.82 Lo 002ed TCP 60 443 > 1055 [ACK] Seqg=1 aAck=587 win=63630
3 0.327439 192.0.2.4 86.59.119.82  TLSwl 640 application Data, Application Data
4 0.613667 86.59.119.82 o200 20 TCP 60 443 > 1055 [ACK] seqg=1 aAck=1173 win=63630
5 0.718341 86.59.119.82 192.0.2.4 TLSW1 640 application Data, Application Data
6 0.719546 192.0.2.4 86.59.119.82  TLSwl 640 application Data, Application Data
7 1.006985 H6.59.119.82 o200 20 TCP 60 443 > 1055 [ACK] Seq=587 Ack=1759 win=636
8 4.444664 86.59.119.82 192.0.2.4 TLSW1 640 application Data, Application Data
94.448190 192.0.2.4 86.59.119.82  TLSwl 640 application Data, Application Data
10 4.735039 86,59.119.82 o200 20 TCP 60 443 > 1055 [ACK] Seq=1173 Ack=2345 win=63
11 7.852048 86.59.119.82 192.0.2.4 TLSWL 640 application Data, Application Data
12 8.038791 192.0.2.4 86.59.1109, 82 TCP 54 1055 > 443 [AcCK] Seq=2345 Ack=1759 win=63
_| 13 R.B05470  RA.59.119. 87 1972.0.2.4 TI =1 f40 annlicarinn nata. annlicarinn naTia _ILI
q »

® Frame 1: 640 bytes on wire (5120 bits), 640 bytes captured (5120 bits)

# Ethernet II, Src: vimware_ea:7a:07 (00:0cC:29:ea:7a:07), Dst: Planexco_dl:33:d7 (00:90:cc:dl:33:d7)
# Internet Protocol version 4, sSrc: 192.0.2.4 (192.0.2.40, Dst: 86.59.119.82 (8A.559.119.82)

® Transmission Control Protocol, Src Port: 1055 (1055), Dst Port: 443 (4430, seqg: 1, ack: 1, Len: 586
# Secure Sockets Layer

0000 00 50 cc dl 35 d7 00 Oc 25 ea 7a OF 08 00 45 00 GBI, YRR EE a
0010 02 72 35 57 40 00 B0 06 33 od cO 00 02 04 36 3b P 1 PP T '

0020 F7 52 04 1f 01 bb 45 55 d4 63 67 £f 3e of 50 18 wR....EU .CO.>. P,

0030 9 98 2b 03 00 00 17 03 01 00 20 5h f9 <6 8d Sh sah e [

0040 32 2¢ 85 38 ea 3e 7a 3e 53 92 ¢C8 as 2Zb c0 8 05 IS T e TP PR
0050 98 71 ed cB 21 a4 37 14 <7 51 ae 17 03 01 02 20 P P o
0060 he 35 14 a4 4f 51 ks 658 7h e5 a0 of eb 4e 3¢ af [ o To PN« T P Y B
0070 56 9d a0 ed le ff ch 25 aa 82 45 45 9h cc e8 c4 W sosasasis % B _:J

@| File: “C¥DOCUME™ ¥systemuser¥local Sett-- | Packets: 2002 Displayed: 2002 Marked: 0 | Profile: Default 4

41-1: 15y by TF v E2ToE=M. BHIZDNSEFZED/ 5y X v TFrESniamho1-
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Gonnection Settings i x|

~Configure Proxies to Access the Internet
Digable Torbutton to chanee these settings.
More information

Mo proxy.
{" Auto-detect proxy settings for this netwark

{ Use svstem proxy settines

&+ Manual proxy confieuration:

HTTF Proxy: |

™ Use this proxy server for all protocals

Bort: I

S5L Proxy: |

Part: I

ETP Prosy: |

Fort: I

&TSOCKS Host: | 127001

Part: | 915D§ -

" SOCKS w4 Go SOCKS VD
Mo Proxy for:

localhost, 127001

Example: mozillagre, netnz, 1921681 0/24
= Butomatic proxy configuration URL:

Reload |

[ o |

Gancel |

Help |

4.1-2 : Tor Browser @ 7O % <M

REE@

BEDTor ENYTUTLENESI212R— FEEH [9150/tcpl [2HE->TWNVS

@ about:confie — Tor Browser

File  Edit Miew Higtory Bookmarks Toolz  Help
|:: about:confie | o |

€& - @~ S | sboutconfie c |Ic," Startpage }_| fr d-
Search: Isocks x

Preference Mame ~ | Status | Type | Value 1 E‘i!
extensions torbutton custom socks_host default ztring

extensions torbutton custom socks_port default integer i}

extensions torbutton custom socks_version default integer 5

extensions torbutton zaved socks_host default ztring

extensions torbutton zaved socks_port default integer 1]

extensions torbutton zaved socks_remote_dns default boolean falze

extensions torbutton zaved socks_version default integer 1]

extensions torbutton socks_host default ztring 127001

extensions torbutton zocks_port default integer 9150

extensions torbutton socks_version default integer 5]

network proxy zocks default =tring 127001

network proxy socks_port default integer 9150

L

network proxy socks_vergion

default
default

integer 5

4.1-3 ; Tor Browser ® SOCKS 7O XL M FMZEEE

I'network.proxy.socks_remote_dns=true] &% >TL\3
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5. SOCKS&Tord L& RifiR iR

5.1. Torz - 72BE DDNSIH LD T 54T FMPT FLADIRE

Tor 1%, 7747 RO IP TRV AZRRGEL . T TAN —ZRET DTN =T [ Ry NI — [ A
T L Toh5, Tor 1% SOCKS #— "L THEIL TV o7z, SOCKS # AW &L T, Tor RvhY
— VMo TBE T 528 TED,

HL., 7747 IR ELEL TD SOCKS HARD versiond D& lEE1T577A4AT RV 7k
v =7 BN DNS IR ZATOME NS DT 77T v IP TR A3, DNS 3 — il
7 ELTHED AREME N HH(DNS Leakage),

F7-. Web 7774 ® SOCKS FEEEDIRINE FEAED Web 7T (DBEE DR ENT

DNS Leakage O K-> TW5, 72&x ., SOCKSv4a X SOCKSv5 23 FEEHES 1Ty \53[:E'/\
Th, Web 77U H 0 B OARIFRZTT> T DL E DR H THD,

5.2. Tor & DNS Leakage

DNS % — K LT, Z7FAT M IP TRUANIRIRL 7L L Th, DNS OfE#L A E L — %I
L. 74T 2 MZ—F T DNS H— N2 L COIRIREZRD S — MAITCEBLL TV D DNS 5
— NFETHERDIFER T D00 TlidZevy, £72. DNS Leakage i > T/ 747 U M RFETHIT
I%. DNS F v a4, ISP IS it Tund DNS $r— 30 AU LD FIRRY
fWEbt, SHIIEA 2 —3y b EICRTET DA DNS #— 3728 DNS Ol A% 5 8
T5E 7RV OREENRTHEIND,

DNSTF—/ 8

Tor uh-2—%

b & U

Tor/—F  Tor/—K Tor/—F

. N
Tor 254 7F7 R

PO“PO(P”VOXV) 9050/tcp/socks

8118/tcp/http proxy

5.2-1:Tor EWAWALEY—/LEDER
954 F 2 hH SOCKSV4A D#HREDIHZE .
DNSH—NIZOSA4F7 U MIIP7 FLANAS & LTHEDARESELH D
ERIZIE. FEAEDWeb TS IVHMNE SBRIMERZEIT>TLEL. DNS Leakage DRERENH D
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Save All Save Selected Copy Select All Find Glear Settings Help Cloze

Bazic Adwvanced

Tor Status K

3

Potentially Dangerous Connection!

One of your applications establiched a connection through Tor to "21016321922480% uzing a protocol that may
leak information about your destination. Pleaze ensure wou configure wour applications to uze anly SOCKS4a or
S0CKSE with remote hosthame resolution.

11:40:38

Potentially Dangerous Gonnection!

One of your applications established & connection through Tor to "210163.219224:807 using a protocol that may
leak. information about your destination. Please ensure you configure your applications to uze only S0CKS4a or
S0CKSE with remote hostname resolution.

11:40:38

Potentially Daneerous Gonnection!
One of your applications established a connection through Tor to "210163.219 224:807 usine a protocol that may|—|
leak, information about your destination. Please ensure you confieure vour applications to use only SOCKS4a or
SOCKSE with remote hosthame resolution.

11:40:52

4]

5.2-2 : DNS Leakage & B 5i#EIE(SOCKSvA, L HIfi#iRFH SOCKSvda, Fi-(E

ARIRRFEH SOCKSVB)E Y T4 T v MMAMSITS &, TorflllcEED I NRIREND
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6. RELGTorDERAE

6.1. Tor Browser’X> RV (Tor Browser)Dff H

Tor Project 2L TV % Web 77038 KL &7 Tor &8 352 L2 R HESE 35,
Tor Browser (213, DNS Leakage LIS DO FEEIZ W TH IR TV,

#2C, Tor Browser Offi fl & 58 HELE 925,

Fiz, &D7zH MS-Windows D IDNS Client] #—E A&AF IEL THEWTH IV b LR,

/2 Download Tor = Windows Tnternet Explarer

mvla https:/ A tarpraject arg /download /download-easy htmlen j 8 |;||£|
| 77ME) REE FTW BRCADE YWD ALIH
QB%:\[CKU & Download Tor | |

HOME » DOWNLOAD

Home About Tar Documentation Press Bt

f

Want Tor to really work? i
& “ou need to change seme of your habitz, as 2ome things wen't work exactly az you are used to. Please read the full list of
warnings for details:

Tor Browser Bundle for Windows w=
Version 2.3.25-4 - Windows 8, 7, Vista, and XP —
BROWSER
Everything you need to safely browse the Internet. This package i

reguires no installation. Just extract it and run. Learn more »

Mot Using Windows? Download for Mac or GNU/Linux . >
(ﬂg} \What's This? English X
2
Looking For Something Else? View All Downloads >
< | _'I—I
[-TmFTEnELE [T T T T T @@=t Cac w0 <

6.1-1: TorProject /& [Tor Browser Bundle] # 4> AO— KL T, BETHETTHD

6.1-2 : TorProject ™ 5 [TorBrowser] 4w A— KL T, ET BT THD

Copyright 2013 NTT Communications Corporation
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I 1ol x|
JrKE REE FRO BREANE =D sl

| &

Q- - 3| Loz D |13 5 X Y |E

FELAD I. Ci¥Tor Browser

= B e
"J App /} Data
| |
"J Docs "J FirefoxPortable
| |
@ Start Tor Browserexe
\ 0ke PECEEET 7

6.1-3: K 6.12%ELTCTERIT4 LY, BT HEITTHD
(BEICES2TIEHIDITAIFEUSBAEYICANTELELSELTREER)
(MS-WindowsIZIL EDUSBHBR FIER L =M ESHDBEENED Z LITEER)

¢ VYidalia Gontrol Panel

=100 x|

Status
Starting

- Vidalia Shartcuts

909
Stop Tor Setup Relaying
@View the Metwork ' Uze a Mew Identity

R, Gandwidth Graph (@) Help €9 aout

_J Mezsage Log K’ Settings m Exit
|| Show this window on startup

—

614 F 6135287 5 & TorDBEN T BGUIAEST S

¢ VYidalia Gontrol Panel (=1

Status
@ Connected to the Tor network!

Widalia Shortouts

@00

Setup Relayine

View the Metwork & Uze a Mew Identity

BB, Eardnidth Graph (@) Help € about

LEJ Messaze Log K Settings m Exit
|| Show this window on startup Hide |

Stop Tor

S®

®6.1-5: ® 6.1-4%%. Torkw k U—/J«d)#ﬁﬁfa‘“%??’é &

Fa——>Y EntFirefoxhNEZHLIZLH B
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'.“J,“ Tor Browser
File  Edit  \iew

Hiztory  Bookmarks Toole  Help

5 Connecting:+- | + |

=0l x|

Gio to a Website

€ > & 5|

x | |mv Startpage )_| fr d-

Connected to check torproject ores=-

6.1-6: M 6.1-5%8., TSANY—REIZTF1—=2F Eh=-HERDFirefoxHEENT 5
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7. BEER TIEFELLLE W TorD A A E

ERRIC T TAN — R HEN VBT B TlX. Tor Browser O N TRSHELESI LA,
LUFOJ{EX, 20138 R T, #ERS ROV HIETHD,

7.1. polipo (SOCKS~HEIXFIEERHTTP 17 ¥ ) OF|H

Tor Browser ZF| ] TZ72W\ 54, LLRID Tor 23 RASivCnbdr—71/L0 HTTP Proxy
— 3D [polipo) DT B HELH D,

72720, e s—2ar Tl Tor 227747 v L TR T 58D Tor Browser LA D /X 5r—
UPREESI TR E | BUERZRTIE TR,

Fio, BT D172 SOCKS ~#5wk Al fE7: HTTP 7 134 — X (polipo (2O T,
Web 7774 SOCKS FEEFI A RFZFHA#) D DNS Leakage (22T, ffL Tl
HEINDAHTEAD,

e
| S {ERFRI0F L OTELA =
k"ﬁm.1 ) GEERE
SecurelSk 120000 i I
FTR(E): [127007 0 EIET]
SocksiGr: | il
WV EATOF0 MR OEY -k ERETR)
ol
B ATHERPELACEI DR EERLGON
T F
200 () BERLTI MRS HTEED,
ok | Eeub |

7.1-1: polipo (& Tor NEENIL TWLE T 2D
8118/tcp] IZHTTPProxy & LTHFELZITL TS

&
® [Web 777%™ SOCKS FEEIRILIZ DN
http://www.ntt.com/icto/security/data/soc.html
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7.2. Google Chrome D1

%23 URL IZHIT D03, 7> T Google Crome X KED DNS VT AN AT HLEA DD
Y CY

TRUAMT Web _—U %3R3 513753, DNS ~R¥E7 TV —% 1T TOD0H LIVR N,
DNS Leakage O FJREM:N T TL A28, Tor 29 ETIEHEVIFELIRNTEAD,

&
o MEXeHHA [ZOMIEELA? >l
http://d.hatena.ne.jp/sonodam/20081104/p1

7.3. Web7 J 7 DSOCKSHERE 21 5
IFEAED Web 7774 (%) T, SOCKS ##EIZi%. DNS Leakage ORFRENE -T2,

(3%) : Firefox DA EAZH LI RAEL Safari Tl&, DNS Leakage IZfERS RN 27273,
BIFNTHY | FEARHE Bl 55 Web 770 +Tor | LW A B DHETT TN\ —1Ri#
TR TTOTER,

5%
® [Web 777 H# D SOCKS EERIIZDOUNTY
http://[www.ntt.com/icto/security/data/soc.html

8. T, TorMF|AIZDILNT

8.1 Tor/— R& L TEDL LT HEDOEER (Exit) L—)
ARIETIL, Tor /—RENLH BT DBEOFEE S ZZET D,

Tor /—RELTSIMT D856, LLTFOEERHL,

® Exit UL — : Tor Ry NI —V D #&ARIK L7 DZ LN EDRNTHINT DR

® Non-Exit Vb — : EEREIZT O AN, Tor /—RELTSINT AR

® Bridge : Tor ~OAY A ZEEHAINTODHIAE MFICHRESILS “Raiiz” A el T
SN 5 HE

EFED Tor /—REL TG HFIEDOH T [Exit Vb — [ IZOWCIIEE TH2MLENH D,

» Exit /—RIZAO(Tor /—F&H FIF TWAILE2—2)D IP 7RV A — MA@
éﬂéo
TR0, NMEHEEM R 8 LITH720  EMIEREN L > L TR W 1L, Exit UL
—ELTEMULARW T N 72 59
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L=
X @[T F m o e

Gieneral Metwork | Sharing Services fppearance Advanced Help

Fun az a client only
@ Relay traffic inside the Tor netinark (non—exit relay)

( Relay traffic for the Tor network (exit relay) ]

Help censored users reach the Tor netwark  What's this?

Bagic Settings | Bandwidth Limits | Exit Palices |

For Interngt connections with fast download spesd but slow upload, please list your upload spesd here.
| 15 Mbps Sl 7)

81-1:Tor/—F& LTEET 55HE. FRTEHEATLWIEEFBRTH S,
FExitnodel 2% A A[EEMEAH Y. ThiE Tor FMIAZICERYRH->TIP7Z FL R

EH—NQICBHT S EEBKRLTLS

i
i Al 200 Y ; 5
r ¥ Yar
< D > B o e
General Metwark Sharing Services Appearance Advanced Help

Fun az a client only

Relay traffic inside the Tor network (nor—exit relay)

(0 Relay traffic for the Tor network (exit relay) ]

Help censored uzers reach the Tor network  What's this?
Bazic Settines ] Bandwidth Limits-_{ Exit Policies )
e ——

Wihat Internet resources should users be able to access
from your relay?

|| Secure Websites (S5L) || Internet Relay Chat (IRC)

.| Retrieve Mail (POF, IMAP) || Misc Other Services

Tor will still block some outeaing mail and file sharing applications by default to reduce spam and other
abuse

< || Websites || Ingtant Messaging (IM) | 0 |

o | X cancel

8.1-2:Tor / —F# Exit/ — F& L CEET 5BE.
&IERR TExit Policies] IZDWTIEARITRE LEIE 5L VS S
BIZIE. Web FZIHRE LIz EWS 2 ETHNIE,
I"Websites" & "Secure Websites (SSL)"] 7ZITF = v o Fhld Ly
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8.2. D (B AFE(L)

PIRTIE, Tor = hr—/L9% Vidalia (213 H ARGE ) SERE FIRE T o 7208, FRRE 3 7<%
STTDRDOD A —Var TIERETDHIENTER,
RTUT 4T WRETR X, BARGEAICH /1L CTHTUIWDRTEAD D,

& Settings i -1o] x|

AT o990 | S 5
= 9] X X
X @ = B o e
General  Metwork  Sharine  Services | Appesrance | Advanced Help
| el
L danzk

[ Deutsch

Enelizh

= ezpafol

[ et
suoti

frangais
L

| magyar nyely

__Italiano

Eokmdl

Palski
Portugugs brasileira
romanE
PyccrMA
svenska

Thai

Turkee

ting Wit
k=

ARl

8.2-1: LLRI® Vidalia 0.2.12/Tor 0.2.1.30 TIXBAREBOHRENARETH 1= 1

¢ Vidalia @3 Fo—J K320 | Jo [ S

R

»
@ Tordw FI-hiziEmELE LA

Vidalia 03— khwk

Stop Tor L= bR

T I-DEFRTED x LCERRIEERTD

B s5ignsy @y EDi-vaEs
Slawb-vns  AuE k4T

10

| BB KRR T TE JEHTITS |

8.2-2 : LRI M Vidalia 0.2.12/Tor 0.2.1.30 Tl& Ezsééoéaibﬁﬁlﬁﬁf&of: 2
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¢ Vidalia [C20YC

Vidalia 0212
Tor 02130
ot 4632

x|

| A H XEE%I

8.2-3 : LLEI®M Vidalia 0.2.12/Tor 0.2.1.30 TIXAAREBDHRENARETH 7= 3

Exnrapckm
catala

tetting

dansk

Deutsch

EAARY L Ka

| Enelizh

ezpanol
Basque
lh
sUomi

| frangaiz

naap

Croatian
magyar nyely
Ihdonesian
Italiano

#320f
Burmeze
Eokmdl

MNeder lands
Palzki
Portugugs
Portugugs brasileira
romana
PyccHHA
Serbian

ol
L B

Services | Appearance | Advanced

=101

svenska oK Cancel
Tirkee a I x
TEHFF

B 8.2-4 : HHFARD Tor TIX TEARFE) AH<HE2TLS
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0. RILEXAE

NTT a3 ==/ —3 3 A4
B~ 2 — VR e )T o AR
TX VT 44— a Y

e R &

10. [BEFE

® 2013403 H 13 A : verl.0 s FIDLARH

11. =FThRD2EURL

http://www.ntt.com/icto/security/data/soc.html

® [Web 777D SOCKS FEERPLIZ DT
http!//www.ntt.com/icto/security/data/soc.html

® SOCKS
http:/ja.wikipedia.org/wiki/SOCKS

® SOCKS: A protocol for TCP proxy across firewalls
http://ftp.icm.edu.pl/packages/socks/socks4/SOCKS4.protocol

® RFC1928
http://tools.ietf.org/html/rfc1928
® RFC1929
http://tools.ietf.org/html/rfc1929
® RFC1961
http://tools.ietf.org/html/rfc1961
® Tor Project
https://www.torproject.org/

ftEwd AR [FOMIAERELA 2 >78h
http://d.hatena.ne.jp/sonodam/20081104/p1
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