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1. REBME
1.1, FREBE

PHP <> CGI Ti%, HTTP Response O~ [F % H /)3 5B%0% Hv T, HTTP Response
@ Status Code Z#/ETHZENTED,

ZO~yHEERE 1T AL TIEL g7 —R(Cr ° L)Z =27 —7 L TV 72N 2d I
R THHTTP ~o X AT xlar | F3Crlf Ao Y= ay |INE4 THH, HTTP
Response Status Code 235 JSINALGAITOWT, ALETITMFIL,

2. HTTP Response D Status Code;5

2.1. PHP

o> Web 77V /r— gy -4 — Tk, KIKOEE X, HTTP Response @ Status Code %
BT 272D DFHDOBIEBI I ESITOD L5723, PHP Ti, header(OB%% T HTTP
Response @ Status Code Z#/E1 5,

2FY, Web7 7V r—aEL T, HTTP Response Status Codel L CI401 Unauthorized |
ZHILTWEE ., X 2.1-10 5512, HTTP Response D~y X 1§ # 4 H 113 DR %% W TIT
Do

<{?php

header (“HTTP/1.1 401 Unauthorized ”);

”
B 2.1-1: PHP Tl&. header BA#{#% AL T Status Code #3E1ET %

ZD X9z, PHP TlZ, Status Code ZH#ET A% L, ~ X 1HREERIET HBE 0L T
AN

DFEY L IEREFIET DB BEL TRV eV T RIETT A8 20 header() B4
BTG Z 558D I ENOIHYLATRE ChHLG G ALE DA ERRA Y 27 a SNDTET
Ti%7e<, HTTP Response @ Status Code % L EXTHILENTEXAHILEZERL TS,
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2.2. CGI

FZ, CGITYH., HTTP Response D Status CodeZ f{ET 52N TEA(1Y 2.2-1),
CGI 77T LN EELT-%4 . HTTP Response Status Code (%1200 OKJ &7,

#! /usr/bin/php
<?php

echo “Status: 401¥n”;
echo “Content-Type: text/html|¥n¥n”;

”
2.2-1: CGI(EEEId PHP =H%)CGI DiFA.

BYINZEITETIC IStatus:] TIREDITEHNT R EICEH T,
Status Code #IEMET H_EMNTES

2.3. ME5572Web~— Y %8 7E 9 % (mod_phpfE H DPHP)

LLFDEH72 Web _X—T %A EL THD

® /U FH|strl) 25T HY, Web 777 LIZERRTD

® /U H|str2) %5217 HY, HTTP Response ~vZ L TH 135

® JUSLFEH|strl HI< DG ENTWEA, Status Code Z#EL T, MNogin.html]~V
FALIVREED

® UL FEHIstrl WZ[<IDBEFENTWEE U AL I7REE LD T, 2O FEE HTTP
Response DRT A ZHEANT 5,
[Status Code=3xx]72D T, HTTP Response DRT 11Z Web 777 EIZFE RS20
720 ARIZ XSS(Ia A A~ A7V T 4 ZIMaFaMED B> T, FBELLAN

PHP Y —2=a—RL, X 2.3-1THh 2D,

<?php
if(lempty ($_GET["str1”]) && lempty ($_GET["str2”1)) {
if (preg_match (“/</”, $_GET["str1”1)) {
header (“Location: ./login. html”) ;
}
header ($_GET["str2”1) ;
echo $_GET["str1”];
}
”

K 2.3-1: PHP(mod_php) CEANI=FATA CHRS YTk
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2.4. ffE5972Web~— T 2B E T 5 (CGI(FFEIZPHP))

[2.3 }fi95 72 Web~<— ¥ 24873 5 (mod_phpf# i OPHP) | L[RIUA#E FH O CGIHER L 7= (1K
2.4-1),

#!/usr/bin/php

<?php

echo “Content-Type: text/html¥n”;

$var = $_SERVER[“QUERY_STRING"];
$splite_var_arr = explode (“&”, $var) ;

for ($i 0‘$i<count($sp|ite var_arr); $i++) {
$value_arr = explode ("=", §splite_var_arr[$i]);
$key = $value_arr[0];

$val = $value_arr[1];
$query_string_value_arr[$key] = $val;

}
echo urldecode ($query_string_value_arr[“str2”]) . “¥n”;
if (preg_match ("/</”, $query_string_value_arr[“str17])) {
echo “Location: ../test/login. html¥n”;

}
echo "¥n”;

$query string value arr[“str2”] =
str_replace(array ("¥r”, "¥n”),””, $query_string_value_arr[“str2”]);
echo urldecode ($query_string_value_arr[“str17]);

”

B 2.4-1:CGlDHZBENERATA AR YT+

2.5. FEFET A MEFR(mod_phpfE A DPHP)

LRI, X 2.3-11 ﬂbfﬁ%%ﬁot#%7?%lf%é

IFWE) REE) FRN) HREADEA) YD) ALTH) x ER v EER
< BRICAD s
BzEn—2 fi i-te - B 0ov S A-LEES
3
R—THERENEL @ >y —Fu k| BEE-RED fa v Rioew -

25-1: 9T XFF Tstrl) 12 XSSHBRAXFIE5Z5
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burp intruder repeater window about

rtarget rproxy rspider rscanner rintruder rrepeater rsequenl:er rdecoder rcomparer roptions ralerts |
intercept roptions | history |

request to hitp:/Awww. example.com:80 [172.20.0.200]

| forward || drop || interceptis on || action

raw rparams rheaders rhex |

GET ftestftestjphp"retr'l=<s>test<fs>}'str2=s—abc“i33+:yz HTTP/ 1.1

Accept; image/gif, image’ |peg, image, ppeg, application/x—ms—application, application/vnd ms—xpsdocument,
application/xaml+xm|, application/x—ms—xbap, application/sx—shockwave—flash, application/vndms—excel,
application/vnd ms—powerpoint, application/msword, */*

Accept—Language: ja

User-Agent: Mozilla/4.0 {compatible; MSIE 8.0; Windows NT 6.0; Trident/4.0; SLCG1; NET CLR 2.0.50727; NET4.0C;
NET CLR 3.5.30729; NET GLR 3.0.30729; InfoPath.2; .NET4.0E)

Accept—Encoding: gzip, deflate

Proxy—Connection: Keep—Alive

Host: www example.com

-

| 0 matches

burp intruder repeater window about

rtarget rprox}' rspider rscannar rintruder rrepeater rsequencer rﬁecoder rcomparer roptions raleﬂs |
intercept | options [ history |

response from hitp:iiwww example.com:80festiest_2 php?stri==s=test=ls=&str2=s-abc%3a+myz [172.20.0.200]

‘ forward ‘ ‘ drop ‘ ‘ interceptis on ‘ ‘ action ‘

raw | headers | hex | xml |

IHTTF/1.1 302 Found
Date: Thu, 31 May 2012 01:14:51 GMT

Server; Apache/2.2.15 (CentQS)
—FPowered-Bv, PHP/5.3.3

Location: ./ login html

s—abc; xyz

Content—Length: 11

Connection: close

Content—Type: text/html, charset=UTF-8

-

L ll=l=]] | 0 matches

253:E2520HTTPLRAKRUR - A wt—
KT 1 B EXSSHREB T HREICGE>TNHA - - -
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Explore |

7AILE) BEE F=V) ﬁi:ib(&] W—ILT) ~ILF(H) '
G BREEAD

'@Login i [ am—bm ~ B 7

| Login

D
Password:

| ~—niEmenEL

25-4:K25-3%2fE LR,
Web 7' 5 o1& Tloginhtml) ~Y & A LY b&hbti=8, XSSIEFHIE LT

.‘ : ﬁ, http://www.example.com/test/test_2.php
I7OUE) BEE) FRN) BREAA) Y—UI) ALIEH) Cx @zm v RER
& BREAD

E=EoR-T [ ] fafsm - B 7—Fu - CX-AERD

o _ ’I'“/f‘ | FEE-—F B
2551 RIZ Tstrl] 2T XSSHBRAXFII#E5Z2 DD,
ZE# Tstr2) [ZI1% HTTP Response Status Code 2 S AT 5 & 3 HEEZE5EZTH5D
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burp intruder repeater window about

target rproxy rspider rscanner rintruder rrepeater rsequencer rdecoder rcomparer roptions |/alerts |
intercept roptions | history |

request to hitpiwww. example. com:80 [172.20.0.200]

‘ forward ‘ ‘ drop ‘ ‘ interceptis on ‘ ‘ action

raw rparams rheaders rhex |

GET ftestf'testhz.phﬂitﬂ=<s>test<f'5>&str2=HTF'f'1.1+200+OK’-ﬂTPJ"1.1

Accept: image/gif, image’ Jpeg, Image. RJpeg, applcation, x-ms—application, application/vnd ms—xpsdocument,
application/xaml+xml, application/x—ms-xbap, application/s—shockwave-flash, application/vndms—excel,
application/wvnd ms—powerpoint, application/msword, */#

Accept—Language: ja

User—Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.0; Trident/4.0; SLCGC1; .NET GLR 2.0.50727; NET4.0C;
NET CLR 3.5.30729; NET CLR 3.0.30729; InfoPath.2; NET4.0E)

Accept-Encoding: gzip, deflate

Proxy—Connection: Keep—Alive

Host: www.example.com

-

| 0 matches

256:®255MHTTPY S TR b - Ayt—2

burp intruder repeater window about
target rproxy rspider |’s-:anr|er rintruder rrepeater rsequencer rcecoder rcomparer roptions ralens |
intercept | options | history |

response from httpdfwww.example com:80festtest 2 php?stri==s=test=/s=&stirZ=HTTP/1.1+200+0K [172.20.0.200]

| forward || drop || interceptis on || action |

raw rheaders rhex rxml |

Date: Thu, 31 May 2012 01:16:34 GMT
(Cent0S)
3.3

Content—Type: text/html; charset=UTF-8

-

[+ ll=]l=]l | 0 matches

2.5-7: B 25-6MHTTPLRARUR « A wt—
RT 1 BAIEXSSHREBR T HREICHE->THY.
& 5IZIEHTTP Response Status Code b REA SN TV
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@ Fp://wwwi.example com Jees Reet 2 PhD7otr] = 2t SEet S e S Bet2 ST TR L L2200 0K - Windows Intaret Explorer MNs—sisi=me

" .‘ | 2| http://www.example.comstest/test_2.php7strl =-<s> teste /s> &str2=HTTP/11+ 200+ OK - ‘
IFIE) BEE) FTR) BRCADEA) Y-II) ~NLIH) ' x @Em v FER
& BRCAD =
| -] http:,ffwww.ex‘ample.mmftest[test_Z.php?... | i m—hn v - Py v B A-NESD 7
A-THERENELE @ s5—Fub | BEE-FER fa v Hion -

25-8: K 25-7%#ZELI=HER
Web 75 9HI(& Tloginhtml] A& A LY bEhT . XSSHEIRT B

2.6. FEFET A MER(CGI(FFEILPHP))

Wi, X 2.4- ]‘L‘(ﬁot‘i%f*%@#?7 F¥XThHD,

77’fib(_) =RE(E) i;r(!) SRICAD(A) W— b(I) L (H) ' x @ZH v @ﬁ#ﬂ

Rk BREAD 9
(@zmoc—> [ farv-sw ~ §o—Fu v Ox-LEss

N—*)ﬁia‘zénib [ | @ 1EH—Fw bk I RET-FEH *"a > H100%
Bg26-1: 7 T U X5 Tstrl] 12 XSS .,it%ﬁﬁﬁjcjﬁu%f}zé
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burp intruder repeater window about

target rproxy rspider rscanner rintruder rrepeater rsequencer rdecoder rcomparer roptions ralens |

intercept roptions | history |

request to hitpiwaww.example com:80 [172.20.0.200]

‘ forward H drop H interceptis on H action

raw rparams rheaders rhex |

GET fcgi—binftestkz.cgijétr‘l=<htm|><s>te5t<f's><f'html)}strZ:x—abc‘iSaﬂyz HTTP/1 1

Accept: image/gif, image/]peg, mage. pipeg, appncation; s—ms—application, application/vnd.ms-xpsdocument,
application/xaml+xml, application/x—ms—xbap, application/x—shockwave—flash, application/vndms—excel,
application/vnd ms—powerpoint, application/msword, */%

Accept—Language: ja

User—Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.0; Trident/4.0; SLCGC1; .NET GLR 2.0.50727; NET4.0C;
NET CLR 3.5.30729; NET CLR 3.0.30729; InfoPath.2; NET4.0E)

Accept-Encoding: gzip, deflate

Proxy—Connection: Keep—Alive

Host: www.example.com

-

| 0 matches

burp intruder repeater window about

target rproxy rspider rscanner rintruder rrepeater rsequencer rdecoder rcomparer roptions ralens |

intercept roptions | history |

response from hitp2dhwww example.com:80icgi-binftest_2 cgi?stri==himl==s=test=is==/html=&str2=x-abc¥%3a+yz [172.20.0.2. .

‘ forward ‘ ‘ drop ‘ ‘ interceptis on ‘ ‘ action ‘

raw rheaders rhex rhtml rrender |

HTTP/1.1 302 Found
Date: | hu, Way U012 03:30:24 GMT
Server: Apache/2.2.15 (Cent0S)

Content-Type: text/html; charset=isc—8859-1

<IDOGCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0/ /EN">

Chtml><head>

{title>302 Found</ /title>

</head><body>

<h1>Found<{/h1>

<p>*The document has moved <a href="_/test/login htm|” *here</a> </ p>

<hrx

Caddress>Apache/2. 216 (Cent0S5) Server at www. example com Port 80</ address?
</ body></html>

-

| = L= | 0 matches
2.6-3:E26-2MHTTPLRARUR - Ayt—2
CCINHBE., M253LBLHY, HTTPLRAKRUVR - RTF A AN EEZTEINTLE-TLS
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o =l

“? Q - | £ | http://woww.example.com/test/login.hitml - |
I71I{E) E\EE) F=N) ‘ﬁi:l'ﬂ(ﬁ) W—IL(I) ~JLIH)
ddEEAn

| & Login ” [ ] frrk—rsm

| Login

ID:
Password:

@ rh—Rubh | REE-F BN
26-4: X 26-3EZMLIHER
WebZ 524 (& Tloginhtml) ~YSF ALY bEh b=, XSSIEHE LGN

I & | hitp:/fwww.example.com/cgi-bin/test_2.cgifstrl = < html> < s> test</s= </html> &str2=status¥3a+200

IrOMF) REE) FRY) BREADR) YT ALTFH) | x @zH v DER
A BRCAD g

e [ ] Lit—hamM - B D—Fo - O A—Ess

@5 —wyh | REE-EER
2.6-5: R Tstri [= XSS RBAXFHE5Z DD,
28 Tstr2) (21X HTTP Response Status Code 2 AT 3£ HEEZE5EZXTHD
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burp intruder repeater window about

(target rproxy rspider rs.-:arunar rintruder rrepeater rsequencer rdecoder rcomparer roptions raleﬂs |

intercept roptions | history |

request to hitp:ihwww. example com:80 [172.20.0.200]

| ‘ forward ‘ ‘ drop ‘ ‘ interceptis on ‘ ‘ action

raw rparams rheaders |/hex |

GET .fcgi—binftest}.cgi'ﬁ. tri=<html><s>test<{/s>< html>&str2=statush3a+200 I-F! TR/1.1

Accept: image/gif, image/|peg, image/ pipeg, application/ x—ms—application, application/vnd ms—xpsdocument,
application/xam+xml, application/x—ms—xbap, application/x—shockwave-flash, application/wvndms—excel,
application/vnd ms—powerpoint, application/msword, */#

Accept—Language: ja

User—Agent: Mozilla/4.0 {(compatible; MSIE 8.0; Windows NT 6.0; Trident/4.0; SLCC1; NET CLR 2.0.50727; NET4.0C;
NET CLR 3.5.30729; NET CLR 3.0.30729; InfoPath.2;, NET4.0E)

Accept—Encoding: gzip, deflate

Proxy—Connection: Keep—Alive

Host: www.example.com

-

| 0 matches

purp intruder repeater window about

rtarget rproxy rspider rscanner rintruder rrepeater rsequencer rﬁecoder rcomparer roptions raleﬂs |

intercept roptions | history |

response from hitp:ihwww example.com:80/cgi-binftest_2 cgi?stri==himl==s=test=ls=</himl=&strZ=status%3a+200 [172.20.0..

‘ forward ‘ ‘ drop ‘ ‘ interceptis on ‘ ‘ action ‘

raw rheaders rhex rhtml rrem}er |

TP/1.1 302 Found
iay 2012 03:32:29 GMT
he ./ ent05)
ocatio test/ login htm|
ontent—Length: 28
Connection: close
Content-Type: text/html; charset=is0o—-8859-1

<IDOCTYPE HTML PUBLIC "/ /IETF//DTD HTML 2.0//EN">

<html><head>

<title>302 Found{/title>

</head><body>

<h1>Found</h1>

<p»The document has moved <a href=". /test/login htm|” *hered/a>.</p»

<hr>

<address>Apache/2.2.15 (Cent0S) Server at www.example.com Port 80</address>
</body> </ html>

-

[+] | 0matches |([il
26-7:E26-6MHTTPLARUR = Ayt—
CGIMIZE. TLocation] ~Nv A {tETIE lStatus Code=200] ~DEEMZ I TELHWVES
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e PERFEA ]

IrILE) EEE) F=N) ‘ﬁi:?\@(ﬁ) W—IWI) ~JLF(H) w @zE v PRER
b BRCAD g

@ Login i [ fam—nam ~ [ 7r—Fi v S A—ILESS

| Login

D
Password:

3 H100% v

' 2.6—8 26 7EZELI-HER
Web TS oHI& Tloginhtmly ~YS ALY h&hbi=, XSSITHEE LA

() W & o jwaw.example com/cgi-bin/test 2.coifEiri=<htmi> <> test- s>/t &str2=statusei3a-203 |
IFAIE) H|EE) FT=(V) BRILCADA) Y—ILT) ~ILTH)
e BRIEAD

(EzEon-z ] fam-sm -~ §o<—Ffu » D *-izm0

@ &%y b | REE—F: B9

269: 65— [SUL] [CXSSHBRAIXFHEE A 0.

ZE# Tstr2] [SIXHTTP Response Status CodeZ# R SAT 5L I LBEXFS A THD
2.6-5L E7% Y TStatus Code=200] LSNDIEL LD K512
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burp intruder repeater window about

target rproxy rspider rscanner rintruder rrepeater rsequencer rdecoder rcomparer roptions |/alerts |

intercept roptions | history |

request to hitpiwww. example. com:80 [172.20.0.200]

‘ forward ‘ ‘ drop ‘ ‘ interceptis on ‘ ‘ action

raw | params rheaders [ hex |

GET Scgi-bin/test_2 cgifstr1=<html><{s>test< s>/ html>&str2=statushIa+203 P/11
Accept: image/gif, |magemﬂmmﬁ-mwm!. tion/vnd ms—xpsdocument,

application/xaml+xml, application/x—ms-x=bap, application/x—shockwave-flash, application/vnd ms—excel,
application/vnd ms—powerpoint, application/msword, */#

Accept—Language: ja

User—Agent: Mozilla/4.0 {(compatible; MSIE 8.0; Windows NT 6.0; Trident/4.0; SLCG1; .NET GLR 2.0.50727; NET4.0C;
NET CLR 3.5.30729; NET CLR 3.0.30729; InfoPath.2; NET4.0E}

Accept-Encoding: gzip, deflate

Proxy—Connection: Keep-Alive

Host: www.example.com

-

| 0 matches

Bg2.6-10 : X 2.6-9DHTTPY S T X b - x‘yt

burp intruder repeater window about

rtarget rproxy rspider rsr.anrr—lr rintruder rrepeater rsequencer rdecoder rcomparer roptions ralens |

intercept roptions | history |

response from hitp:iwww.example com:80/cgi-binftest_2 cgi?stri==html==s=test=/s==/himl=&str2=status%3a+203 [172.20.0 ..

| forward || drop || interceptis on || action |

raw rheaders rhex rhtml rrender |

HTTPH 1 203 Non-Authoritative Information
Ud: 4008 f
r ent0S)

onnection: close
Content—Type: text/html; charset=UTF-8
Content-Length: 24

s html><s>test</s></html>

-

| ©0matches

2.6-11 : B 2.6-10DHTTPL ARV R « A wt—
RT 1 EBRIEXSSH R T HREICEH>TEY.
S 5IZIXHTTP Response Status Code b RS A SN TLVS
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>&str2=status?3a+203 - Windows In

’i'-" Q g http://www.example.comycgi-bintest_2.cgilstrl=<s>test</s> Bstra=statuss3a+203
I7IE) EBEE) Trl) BRICADA) Y-(T) ~ILTH) | x EEE v EER
¢ BRTAD bt

@ http:/fwww.example.com/cgi-bin/test_2.cg... | fhh—Am - a—Fl = EA-NESD

#100% v

S —— @ 1E5—Fy | RET—F: =
- H2612 M2611%RBLLRE

Web 7545 (& Tloginhtml] NS ALY FEhT,
HTTPLRAR U R - RT 4 BEIRESNXSSHFKET S

B -

2.7. X5

Status Code (Z&->Tid, Web 777 73R 9-5 HTTP Response @ Body Téh->Th,
XSS 3t RITAT > TR,

RIEAT BB D~ L BECTED L7 Web 77V r—av aEblenzt,

RIEAT 2B D~y Z R TEHLLTH, ~yFHEHRO ME T2 IZRESED L,

oA TEROBARIZIE, CrLf A2 =7 a RIEN RO B A VWA L,
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2.8. % & (BRERTREM)

ARILETIL, HTTP Response @ Status Code DIHYLIHOWTHFIL TE7228, ST,

®  RIEfTAEN A IEROFTENS(ETNIA BIOT D OIRIET H LN TED,
EVOEHNVETHLZEIEETHLERHD,

ZHuUZ, Status Code DIHY LG EHEIZ A~ X TERITABO T RZIBIL TEHEVDIETHY,
il %1%, TContent-Type ] ~>4 X[ Location | ~> & 72 E D BFLI LD LR FRED [FIRF IAHE T
%, Web 777 % OFFAIZ L > Ti(Status Code DIEYLNH)EA =T ¢ EORIEE D
7259,

Fro, BERMATERT D5,
®  RIETTRE B~y X IERO N O(EIIT A RO DI ERIET 22N TED,
EWVIFAFE BRD, FliRL ThH LMD,

FEREL T ORI ETEE LR WERBLL2WBIR THLLEEIIN ~oZ AT al 121)
TIE72<, Status Code 2NEYINHDEV) AIREMEDL Z[E T MR H D,

FLODEFZIT, FEix[Location | ~»Z O H J1fifiE L, Status Code D JIfLE ., D EVIATIC
Ko TlE, Status Code DY KL T D7 —AbHD | OB AIREMEZ /NS 57249,

3. Status Code=200 LI} TOXSSHIAnAEME L, WebT 55
DERFE

3.1. (IE) THTTP= I —X v — V%R T 5]

Microsoft-Internet Explorer (Zi%, [HTTP =7 — XAyt —T % 5K RT DI EVIRENHY,
KEOLE . BEETHRILR>TND,

ZDOBRENH NG . HTTP Response Status Code 73200 AN D =T —72 8 DA
HTTP Response Body 7327V L TEIRSNDHZEITARN 2D | XSS B HTEIFIA
HThD,

LU, 72> TWDIGE | XSS A5 [T ZENAIREL 2D,
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&8 | EEauga [ 250 | 2row |86 | ol | SEERRE

ELr—=

SRIE

[T (#5&TEAREG LD RS TR SIBETS
=] 3
[T Ctrl+Tab TAIEMNEZZESC. BIROA—SOIETHINE S
7] FTP Za)l4%— F1—%8 33 (Internet Explorer 7+
J| HTTP T3— #» U —i%Ra8FTda )
] Wb 1 FTORERED L FOM{ERET hI T
[F] Wb A= DA PO - L TREAR NEEHIES
[ A 25w d = b2 = FRIERATE (ternet Explorer #4)
[C] Bt FEEhisEs
] H—pF =TS —IEREETh T o
V] Zra— i HDERERS O PR R{ERTE (B ISR T
[ 2807 I5-CrSRmERT IS
. [ 24073 Fm;'."*:wﬁ'ﬁ-f?ﬁﬁ%iﬁ (Tnternet Fxnlorer)
*Internet Explorer OEREZEHIZNED.
[ SHErER TR R

Internet Explorer MERERUoFLET

Ihternet Explorer DEREREVEDIERE Uz F LS. Uy HE)..

IO T I E R R TR SOV R R TEE

ok [ Febn ][ EREA

burp intruder repeater window about

target [ proxy | spider | scanner | intruder | repeater | sequencer | decoder | comparer | options | aleris |

intercept | options | history |

response from hitp:fhwww example com:80festitest 3. php [172.20.0.200]

| forward || drop || interceptis on || action |

raw | headers | hex | himl [ render |

ay 23
Apache/2.2.15 (Cent08)

X-Powered-By: PHP/5.3.3

Content—Length: 122

Connection: close

Content—Type: text/html; charset=UTF-8

<html><head><title>This is a 400 status code.</title></head><body><center>This is a 400 status
code</center></body></html>

-

s

| 0 matches

E31-2: THTTPIS—AvtE—C2BEERTTHI N
B#h7L MS-IE |Z Status Code A% [400] %% 5
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< IR ZER - Windows Internet Explorar ="rof X"
T T
374»(_) BEE) BN BREADQA) Y—ILI) ALTH)  x @zR v EER
S BEEAD gk
(@ HTTP 400 EL < BVER [ ] Bim—am ~ B D0 F v A LESD

|@ Web ~— TR E DN D EHA,

gt OB 3 EE:

s PRLAICADOEEND BB oINS 3.

s USOESUDURESRICE. U0 Ve B ET.
LA

FRLREEANT 3.

HIDA—TICES.

AA DA HCEE L THERERETET.

& HMEE

‘/i:ﬁiTéﬂib?T_ 0 A& —3w | REE—F: T
B 3.1-3: K 3.1- 20)’?*% HTTP Response®@Bodylda T v e LTRIAEN S Z & F 40

| @i | tEauTa | I3 - | DTy | 18 | JodsL | SERERE

L)

aRJE

[ (R TEAFEL LOY FRIEIEEN S EARS LB ETS
E] #5392
[7] Gtr+Tab TRIETNELDFEC. BEROA—SDIETINE S
W] FTF 2% — F1—%5%F3 (hternet Explorer )
HTTP I5— Ao —i%FaB&HT IS )
] Wb o FTTAEEC A FODIEREE I F 5
[¥] Web =il b O )L TIRE AR N EF TS
[T] A5 A= b2 — FE{ERE3 (Internet Explarer #4)
R == o = = i =
[F] H—f Jf—FrRim sl —JREE T
[¥] 23— b HOERENRF I PR EERE S (87 ST
O 27k I5-CEiBsERT IS
- ll?l syl Fm-T—'HwH&’—f?HH%JQ (Tnternet Fynlarerl |
#Internet Explorer IEGECETHZHNE T,
[ SrilERERTIIE SR J

Internet Explorer MERERITFLET -
Internet Explorer (MERTEXRRIEOIARBIIICY HLET, o S

I M E R R SN RS TS

0K | [ Fwosl || @A

l314 RIZTHTTP IS —A v E—CZFBEEBERTT 51 #EEMTS
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burp intruder repeater window about

target | proxy rspider rsr.anruer rintruder rrepeater rsequencer rﬁecoﬂer rcomparer roptions ralerts |
intercept roptions | history |

response from http:iwww. example com:80/testitest_3 php [172.20.0.200]

| forward || drop || interceptis on || action

raw rheaders rhex rhtml rrender |

; M :

Server; Apachef'? 215 (GentOS.u
X-Powered-By; PHP/5.3.3
Content—Length: 122

Cennection: close

Content—Type; text/html; charset=UTF-8

<html><head><title>This iz a 400 status code.< title>< /head><body><center>This is a 400 status
code</center><{/body><{/html>

-

L+ IL=][=] | 0 matches

"R 315 H 3147 REDMS IEI-E 3.1-2& [ LStatus Code [400) 225

77»r;|,[;) BE(E) TRV BRCAA) Y-UD) ALIH) 00 | x @&Zm vEER 00000 |
& BREAD 5%

I@ This is a 400 status code. [ | fpm—Lam ~ B Jo—Fl > @ XA-LESRD

This is a 400 status code

| ~—snEs=nzLr @ 1>9—Fv b | BEE—F: B o~ ®100%
' 3.1-6 : @ 3.1-5M# R, HTTP Response®Bodyma T e LTHEZNS
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3.2. (Opera) A—h VXA VL7 FEEMTT B

Opera |ZIZ, IH—RNFZ AL I NFGMNTT HIEVIRTENRHD, KIROGE, BEE THEE>
W5,

ZOBRENB N2 E . VALV NEREZF U2 Opera 13, BHEIRICUEX AL 757D, VA
AL 7R ER D HTTP Response Body 1377 LTl pZ E1d72<, XSS 2R HLXE 5
ZEIIREECTHLN, BMRhDOE G, BEIICUZ AL IR 28 XSS R BLSEHTEN A FE
L7025,

—mr|gaer oz IRz oxIx—3| pERE |

= A2 —Fw MCEEER TERAVNESE. FOF2 b —ERELTIES
BEES L

A TOFH—/ (..

1 DOEEET P RLABICAAUREECERTBA—SEERULET

[ —/ —ZOBEERR...

— F IATOITIFELAE UTF-8 TZ2O—F93
Cookie @] UIFS—IEETEE
tFauUTr

(@ - russLoremmcTs |

Abl—z [¥] Geolocation HEZENICTS

W=l — H—J I~ DEFEET 16(EE)
Za—hhwh
A

ERORIEE G4(ERE)

| Fezen |

x o
- > D o | http:ffwmv.Example.mmftestf’testj.phpfstrl=<5>test<f5>[§5tr2=abc%36+xyz _..H-"v Google TRE |

test
0 & v & FuITT—bORBHITEELLE « =—(———

Bg32-2: ®231Zw LTES Istrl] 12 <] AWTFO2ERT S
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| burp suite free edition VL4
burp intruder repeater window about

target rproxy rspider rs;anr.er rintruder rrepeater rsequencer rdecoder rcomparer roptions ralerts |
intercept roptions | history |

response from hitp:iwaww. example. com:80festiest 2 php?siri=%3Cs%3Etest%3C/s%3E&str2=aaa%3a+aaa [172.20.0.200]

| forward | | drop | | interceptis on | | action |

raw rheaders rhex xml

HTTP/1.1 302 Found
Date: Thu, 31 May 2012 12:47:29 GMT
Server: Apache/2.2.15 (Cent0S)

X—Powered-H HP/5.3.3

aaa: aaa

Content-Length: 11

Connection: close

Content—-Type: text/html; charset=UTF-&

-

[ [ e

| 0 matches

3.2-3: R 32-2MHTTPLAKRU R = Awt—2

D o= | ® web www.example.com,/test/login.html

Login

D:

Password:

FuIT—POEBRBHTEFUR » =

3.2-4: K 32-3DFER. UFALI LT B
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B P

== A A —Fy FCEBEETERVESE, TOFIH—/(—ERELTIESE
EEES A

A JOF34H—)T—...

1 DOEEEF FLABICAALZESCRETT 3 —ST8RLET

[ H—) (—ROBE#ER...

- W §ATOIPTIFRLAZE UTF-8 TIO—-F93

Cookie U7 S—E8REEES
EEIUTA

(B A rusrLoremmess

AL—= [ Geolocation #EEEEIICTS

W C— H—) - OEFRISEN 16(FE)
Za—phhw
A

B OHE R 64(F=E)

€« 3 D o |

Fuly—OREEFTEELE + ——
X 3.2-6: X 2.3-112Z# Tstrl) 12 <] AWTF7O9 RT3
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. burp suite free edition v1.4.
burp intruder repeater window about

target rproxy rspider rs;anr.er rintruder rrepeater rsequencer rdecoder rcomparer roptions ralerts |
intercept roptions | history |

response from hitp:iwww. example. com:80festfiest 2 php?sir1=%3Cs%3Etest%3C/s%IE&str2=abc%3a+yz [172.20.0.200]

| forward | | drop | | interceptis on | | action |

raw rheaders rhex xml

HTTP/1.1 302 Found
ate: Thu, 012 12:50:04 GMT

Server: Apache/2.2.15 (Cent0S)

A-Powered-Bv PHP /5 3.3

abc. Xyz

Content-Length: 11

Connection: close

Content—-Type: text/html; charset=UTF-&

-

[ [ e

| 0 matches

32-7: R 32-6MHTTPLAKRUR = Awyt—2

k¥ http:/fwww.exampl... x

& 5 D o~ | & web www.example.com,test/test_2.php

&

PuITT—OERHTEELE <«
32-8: K 32-TOHRER., UFAA LY FLIEW=O,

HTTP Response®Status Code %5 L% < TEHXSSHHKIET B
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3.3. (NET Framework) System.Net.HttpWebRequest”7 T A

.NET Framework @ System.Net.HttpWebRequest 77 A1Zi% AllowAutoRedirect 7 =/
T 4DV, Opera DI, VE AL 7N HEIRIZATOMEIDZHIFIT 22N TED,

ezt AllowsutoRedirec et) - Windows hternet Explorer
@T_.__T; = |f: http://medn microzoft com/ja=jp/library Szystem net httpwebrequest allowautaredirect{v=ys 95) j :§ :zf;; x|
| 7B REE FTM BRLANE UMD AL

75 HttpebRequest Allow futaRedirect Z70/4F (Syst.. J i;:h i ] Q*J i "\oh“j(E}'

| United States - English | &F | &

ZOEEE| JEERE C L TEERZN LD T, RBOLEISH2 =

Bing TMSON £#tk D= Sy PR € mr ©mx
MSDN 43 ; .
NET BiZ HttpWebRequest.AllowAutoRedirect msdn
Silverlight j { s
Silverlight @ .NET Framewark 252 375 AT«
System.Met Silverlight | TOMIDLI—a ~ o
HitpWebRequest #352 O S ETFHESN T ERA - ZOEPETHET S

i o ERO AL SHTRITHI E IR EEE T R E T,

Accept FLUIT «

! AutoRedirect ZE T 4 FETTER: Systern et
acIStreamBuf_ferl.ng FRTS FY ‘System.l\let (system.Met.dll F)
! WriteStreamBuffering Z0/ 3T 4

ContentType 03T« 4B

CookieContainer Z T )

HaveResponse 0T « c# | VB .

Headers 20T ¢ Sl

Methad 05T+ public virtual bool AllowAutoRedirect { get; set; }

RequestUri Z03T 4

SupportsCookieContainer 0 F ¢ S5 4B

Userdgent ZFO T«
Bl . system.Boolean
BERGA ARy VAR SO E L O EE C BB CIEESIT true, THLMDRSI

22T ALTY false. EIEEL true 7.
It YA R T IOk
P OREEE LA EE T, 4 ISt -
I N -~ B [ [ =0y -

3.3-1 : System.Net.HttpWebRequest#AllowAutoRedirect 7B /37 4

34. £ ¥

ZOXIIT, Web 7T UHFDREICE > TE, BRARIENEZDLNDIZD, ZDX 7
B/ 5 b Status Code 23 200 LA DI5A ToH - T, HTTP Response Body (22T,
XSS %R (HTML = 22— NLE) 2 5D 7= DI AT o T Z N, Web 7 7V r— 3 v
BIREIZIIRDONHTEA D,
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4.

RELEXRE

NTT 22 =4 — a0 AR+
a—arh—EREFEN T =7 )75

X2V T AN — a2y
ARy Az
(R NE
5. 8%
® Security of HTTPHeader verl.2
http://rocketeer.dip.jp/secProg/HttpSecurity003.pdf
® PHP Manual - header
http://php.net/manual/ja/function.header.php
® CGI 7ul I LU BREI~FDEXS
http://hp.vector.co.jp/authors/VA014833/CGl/header.html
® RFC3875: The Common Gateway Interface (CGI) Version 1.1
http://www .ietf.org/rfc/rfc3875
® System.Net.HttpWebRequest 7' m/37 ¢
http://msdn.microsoft.com/ja-
jp/library/system.net.httpwebrequest.allowautoredirect(v=vs.95)
6. B
® 2012406 A 15 H : verl.0 H DA
=]
7. HFThRD 22 FHURL

http://www.ntt.com/icto/security/data/soc.html
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8. KLAR—FM BT HRIEEE
NTT 23a2=/—a A&t
a—arP—EREE N =T 75
X2 )T AR — g Y
e-mail: scan@ntt.com
Uk
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