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7 oX—1HH str W BT DHENHUELEITH>TND,

<%@ Page Language="C#t" %>
{script runat="server”>
String str = 7,
String Cstr = 77;
void Page_Load (object sender, EventArgs e) {
// U TV XFHERF L TRITEHIBR
str = Request. QueryString[“str”];
if(0 < str.Length) {
str = str.Replace ("¥r”, ") ;
if(0 < str.Length) {
str = str.Replace ("¥n”, ") ;
}
}
// BFEDY v X —FRERE
i f (Request. Cookies[“str”] 1= null) {
Cstr = Server.Ur|Decode (Request. Cookies[“str”]. Value) ;
}
if (0 < Cstr.Length) {
Cstr += "¥n";
}
/]y Fx—ERITHA
Cstr += str;
if(0 < Cstr.Length) {
Response. Cookies[“str”].Value = Cstr;
]

// EEEA
Response. Write (“QueryString str = “ + Server. HtmlEncode (str) + “"<hr>”);

Response. Write ("<form method=¥"GETY"><input type=¥"text¥” name=¥"str¥” value=¥"" +
Server. HtmlEncode (str)

+ “¥"><input type=¥"submit¥” ></form><hr>”);
Response. Write (“Cookie str = ” + Server.HtmlEncode (Cstr) + “<hr>”);
iT(0 < Cstr.Length) {
String[] hako = Cstr.Split(' ¥n');
for (int i=0;i < hako.Length; i++) {
Response. Write (Server. HtmlEncode (i. ToString() + “=" + hako[i]) + "<br>”);
}
]
}
<{/script>

2.3-1 : http://www.example.com/scripts/cookieStealed.aspx
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<configuration>

<{system. web>

<{globalization requestEncoding="utf-8" responseEncoding="Shift_JIS” fileEncoding="Shift_JIS”"/>
<compilation debug="true”/>

</system. web>

<{/configuration>

2.3-2 : web.config
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<%
Option Explicit
Dim iObj
Dim str
str = Request. QueryString (“abc”)
If 0 < Len(str) Then
Response. Cookies (“abc”) = str
End If
%>
<html>
<body>
<{table border="1">
<%
For Each i0Obj In Request. Cookies
Response. Write ("<tr><td>” & Server.HTMLEncode (iObj) & “</td><td>” &
Server. HTMLEncode (Request. Cookies (i0bj)) & “</td></tr>” & vbCrLf)
Next
%>
<{/table>
<hr>
<a href="cookiedisp. asp”>reload</a>
<hr>
<a
href="http://www. example. com/scripts/cookieStealed. aspx?str=abc%3bdomain%3dexample. com”>exploit</a>
</body>
</html>

2.4-1 : http://www2.example.com/scripts/cookiedisp.asp
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Bccept: imaze/sgif, imaze/ jpeg, imaze/pipes, imaze/pjpes, application/ x—shockwave—flash, application/wnd ma-excel,
application/vnd me—powerpoint, application/maword, application/x—ms—application, applications x—-ms—xbap,
application/vnd me—xpsdocument, application/xaml xml, */*

Referer: httpe/ Swwm exarple com/scripts/cockisStealed aspx?=tr=123

Accept—Lanzuaze: ja

User—Azent: Mozilla/4 0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; GTETS; NET CLR 1.1.4322; NET CLR
2 00727 MET CLR 304506 2152; MNET CLR 25207280
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Set-Cookie: str=123%0aXYZ; path=/ ]
Cache—Contral: private

Content—Type: text/html; charset=shift_jis
Content-Length: 161

ClueryString str = XKYZ < <form method="GET" > <input type="text” narme="str” value="X¥¥Z" > <input
type="subrmit” > </form? <hr> Gookie str = 123
FYZ<hre 0=123<br> 1=K <br
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[Request] 1270011951 = www2 example com(127 001380 (SockMNo: 1)

Hex

JEtEEE-F

GET /scripts/cockiedispasp HTTPA1.1

application/vnd me—xpsdocument, applicationxaml xml, *./%

Referer: http/ Swwn? exarmple com/scripts/ cookiedisp asp

Accept—Lanzuaze: ja

User—Azent: Mozilla/4.0 (cormpatible; MSE 2.0; Windows NT 5.1; Trident/4.0; GTET.2; MET CLR 1.1.432
2050727, MET CLR 3.0.45062152; NET CLR 35.30729)

X -Mo—Accept-Encoding: gzip, deflate

Host: wenw? example com

Froxy—Connection: Keesp—alive

(Cookie: AZPEEEEIONDECTREBCDC=FALFPEJAOEFBDOGEROLPALDE

#EP 1 [Set-Cookie:

Accept: imaze/gif, imaze/ jpes, imaze/pipee, imaze/pjpee, application/x—shockwave—flazh, application/vnd ms—excel,
application/vnd me—powerpoint, application/maword, application/x—ms-application, application/x—ms—xbap,
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Feferer: http A exarmple comd soripts 'cookiedizp azp

Accept—Lanzusze: ja

User—Azent: Mozilla/4 0 (compatible; MSE 8.0; Windows NT 5.1; Trident/4.0; GTB7.2; NET CLR 1.1.4222; MNET CLR
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