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2.3. BEE 1 7T b

using System;

using System. 10;

using System. Text;
using System. Net.Mail;

class mailTest3{
static void Main(string[] args) {

int minArgs = 5;

System. Console. WriteLine ("usage:”) ;

System. Console. WriteLine (" System. Net.Mail. AlternateView#iCreateAlternateViewFromString TEST”);
System. Console.WriteLine (" mailTest2. exe 1 <<SMTPSrvHost>> <<FromMai|Address>> <<ToMai|Address>>

<{<Subject>> <<Filepath in MailBody>>");

System. Console. WriteLine (" System. Net.Mail. Attachment#CreateAttachmentFromString TEST”);
System. Console. WriteLine (" mailTest2. exe 2 <<SMTPSrvHost>> <<FromMai|Address>> <<ToMai|Address>>

<{<Subject>> <<Filepath in MailBody>>");

System. Console.WriteLine(” System. Net.Mail. Attachment - AttachmentFile TEST”);
System. Console. WriteLine (" mailTest2. exe 3 <<SMTPSrvHost>> <<FromMai|Address>> <<ToMai|Address>>

<{<Subject>> << AttachmentFi|ePathName>>") ;

if(0 < args. Length) {
iT(0 < minArgs && minArgs < args. Length) {
System. Console. WriteLine (“Start”) ;

String mySMTPSrv = args[1];

String myFromMailAddress = args[2];
String myToMai |Address = args[3];
String myMailSubject = args[4];
String myMailBody = String. Empty;

if(args[0] == "1 || args[0] == "2") {

StreamReader myStreamReader = new StreamReader (args[5], Encoding. GetEncoding (“Shift_JI1S”));
myMai |IBody = myStreamReader.ReadToEnd () ;

myStreamReader. Close () ;

}

System. Console. WriteLine ("FromMai |Address: “ + myFromMai |Address) ;
System. Console. WriteLine (" ToMailAddress: ” + myToMai|lAddress) ;
System. Console. WriteLine ("Mai |Subject: ” + myMailSubject) ;

System. Console. WriteLine ("SMTP Server: “ + mySMTPSrv) ;

System. Console. WriteLine ("BODY======") ;
System. Console. WriteLine (myMai |Body) ;
System. Console. WritelLine ("==========") ;

Encoding myEncoding = Encoding. GetEncoding (“iso-2022-jp”) ;
MaiIMessage myMailMessage = new MailMessage () ;

myMai IMessage. From = new Mai|Address (myFromMai |Address) ;
myMai IMessage. To. Add (new Mai |Address (myToMai |Address)) ;
myMai [Message. Subject = myMai|Subject;

switch (args[0]) {
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case “1”:
AlternateView myAlternateView =
AlternateView. CreateAlternateViewFromString (myMai |Body, myEncoding, System. Net. Mime. MediaTypeNames. Text.Plain) ;
myAlternateView. TransferEncoding = System. Net. Mime. TransferEncoding. SevenBit;
myMai IMessage. AlternateViews. Add (myAlternateView) ;
break;

case "2":
System. Net. Mai |. Attachment myAttachmentl =
Attachment. CreateAttachmentFromString (myMai [Body, System. Net. Mime. MediaTypeNames. Text. Plain, myEncoding, null) ;
myAttachment1. TransferEncoding = System. Net. Mime. TransferEncoding. SevenBit;
myMai IMessage. Attachments. Add (myAttachment1) ;
break;

case "3":
System. Net. Mai |. Attachment myAttachment2 = new
Attachment (args[5], System. Net. Mime. MediaTypeNames. Text. Plain) ;
myAttachment2. TransferEncoding = System. Net. Mime. TransferEncoding. SevenBit;
myMai IMessage. Attachments. Add (myAttachment2) ;
break;

}

SmtpClient mySmtpClient = new SmtpClient();
mySmtpClient. Host = mySMTPSrv;
mySmtpClient. Send (myMai IMessage) ;

System. Console. WriteLine ("End”) ;

2.3-1 : mailTest3.csc

ubj e

2.3-2 : mailTest3.csc Za >/ A JLLT=
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C:¥>nc -nvv -L —p 25

|istening on [any] 25 ..

connect to [192.0.2.1] from (UNKNOWN) [192.0.2.2] 1062
220

EHLO vs6spb

250 ok

MAIL FROM:<sanaki@cc.rim.or. jp>

250 ok

RCPT TO:<sanaki@cc. rim.or. jp>

250 ok

DATA

354 ok

MIME-Version: 1.0

From: sanaki@cc.rim. or. jp

To: sanaki@cc. rim. or. jp

Date: 23 Sep 2010 16:37:24 +0900

Subject: SMTPTest

Content-Type: text/plain; charset=is0-2022-jp
Content-Transfer—-Encoding: 7Tbit

SMTPTestBody
250 ok

sent 39, rcvd 406
|istening on [192.0.2.1] 90 ...

F233:K23-10ETHEE—/MAINSR-OY,
AlternateViews S X ZE o= A —JLZEETIX, FED QUIT] A<y KAWL S

2.4. AlternateView#CreateAlternateViewFromString() D&

ZITlE, AlternateView#CreateAlternateViewFromString0 D54 ThH o,
2.4-2L1X 2.4-30%EF 5 CreateAlternateViewFromString) A/ v R &{#5Z LT, SMTP
Command Injection (2L T ALEDA— NV EEFTHIENTETLEINEFTIED MG TED,

B testixt - TeraPad

FAME) REE BRE R0 OoEoM Y-
ANTH

DEE S| 6 BRE|w o oo

m T

T e P e e P e

vy
Hello+
4
MATL FROM: sanakilicc.rim.or. jpv
RCPT.TO: sanakillcc. rim.or. jpt
DATAL
From:  sanakillcc. rim.or. jp+
To: sanakillcc. rim.or. jp+
Subject: NewMailInFiles
4+

Newhlai | InFile - Bodks

N

QUIT

[EOF]

4. . v

[ A#T o | =E [ [ [sE
X 24-1: %55 A—IILEK

T(EUA R ZI7DITTSMTP D TDATA] OV RERTSH,
FNRLUMIESMTPaT Y KL TLYS
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rim.or

2.4-2 : mailTest3.cscx mode=1] T. E24-1%%ELT-

% [Rimnet-Sanakil —&¥8 - AL-Mail i = ] 5
FHIAE Fml) A=W U= AL-MYEACKD  AJLTHH)
e[ 06k EldE[dt| v |H|B| @[ B & )
[& Rimnet-Sanaki = [ [Z=H8 = B2
- BREET > 201101407 0208 sanaki@ccrimar jp TESTPart1
E{EFS >4 2011501507 0209 zanaki@ccrimor jp MewhaillhFile

8
-

— FhiE

=l

[ [ 172 [munmE 4
24-3:F 242088, ZEBDA—ILERELIZZ LMD,
SMTP Command Injection®fBIL T LE -2 &M B

2.5. Attachment#CreateAttachmentFromString() D%&

KIX. Attachment#CreateAttachmentFromString0 D54 TH 5,
2.5-11[X 2.5-20%E F 5, CreateAttachmentFromString) A/ v R &{#5Z LT, SMTP
Command Injection (2L T ALEDA—NVEEEF T HIENTETLEIMEFIMED HEFE TED,
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rim.or.ip

C:¥mailTe

2.5-1: mailTest3.csc® mode=2] T. K 2.4-1%#{ELT-

% [Rimnet-5anakil . ## — AL-Mail )
_:'erL&'(E) FL) A-JMY U=JUT) AL-MYKACKD  AJLTRH) -

|| @ Ea| v B 8B 9] &

_f!j Rimnet-Sanaki - |ZizH® [ETN [
O BREFIT s 20110107 0211 zanaki@corimor jp MewMaillnFile
i E EAEE ] s 20110107 0211 zanaki®@corimorjp TESTPart2

[ 22

[£ B1IE

#Z

252 M 25-10%ER. ZEBOA—IVEREL- &ML,
SMTP Command Injection®II LT LE 2= £ D
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2.6. Attachment? J A &ffE > 7= 7 7 A ViRAT DGE (k72 5 1H)

T ANERA T DI DI DI T AN, Attachment? 7 A THHEHEBEDE), 2D I T A% AHH

ZET, M7 7 A1 T Base64 7oL DL TR S iL, MIMEZ 7Y O—5E LT

MailMessagelZEID X THL5,

*ﬂxﬁ'] X EBEDO77ANEZDEE Base6d 708 D FETTLa—RLCLEIZAIN, 22T
I, AUk R e G 2 AR E L THhD,

BIZIE, 77 ANVALIE ARl htm] 7 7 AL ThiuL, =oa—RLRnWT MIME 270k
LTEVYTH, &I T mr 7 L3NNI 56 ThD,

(Base64 72X HH1pH T a—RLBETIX, YA RXMKELIe b7 ZN a7 ar IRy, =
Y a—RFHUNEORNGE (AT ThitASCI TINEL LIS =3567e L), = a—RLan
EVIHEERZFRE L THTD)

EERIZ, 2D X GH THE 255512, Attachment 77 A |21, TransferEncoding X°
ContentDisposition 72E D7 /3T 4 PR E TEDHLINT/R>TUND,

2.6-41[X] 2.6-5D%E RG | 7 7 ANV EFF LU WA TH, SMTP Command
Injection (Z&> T ALEDA—NVEFETHIENTETCLUEIMaIER MRS LT,

B testPtat ~ TeraPad

ZrfIE) REE WEE /BT OrLEDd U Aol
D EH S fBR| 0 o e

...|....I10...|....I20...|....I30...|....I4D...|....I50...|;|
Hellos

(ECF]

1 1 | B | [BE [805 [CRLF A [
26-1: (1895 A —ILBK
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Fim.or. ip
rim

2.6-2 : mailTest3.csc%x mode=3] T. B 2.6-1%F%#ELT-

Lol
7B REE ENQ #TN ANHH
Eﬁ8%911010?02:18:24:0462?9.8415.35834800 for <sanakiflcc. rim.or. jp>; Fri, 07 Jan 2011 02:18:24 +0900 =]

H-SpanF [t-Status: Not Detected

H-KASF 11 -Status: Method: nore

H-KASF |1 -Status: Rate: 0

H-KASF 14 -Status: Status: not_detected

W-KASF |1 -Status: Envelope from:

H-KASE 1t -Status: Version: 4.4.2 (May 26 2010 17:02:10)

H-KASF 1t -Status: Profiles 18312 [Jan 06 2011]

H-Spank [t-Phishing: Mot Detected

H-MimeOLE: Produced By Microsoft MimeOLE VE6.1.7600. 16543

Received: from v565p6 ([192 188 U 4?]) by \ocalhost localdomain (£.73.8/8.13.8) with ESMTP id pDBHIHXHO16217 for

<sanakillcc. rim.or, 18:17 +08900

Messaze- [D: <20HU10617]8 pUBHIHXHU]BQW?@localhost localdomaine

MIME-Yersion: 1.0

From: <sanakifcc. rim. or Jp>

To: <sanakillcc.rim.or,

Date: 7 Jan 2011 02: 18 17 +)900

Subject: TESTPart3a

#-TERRACE-DUMMYSUBJECT: Terrace Mail System

Content -Tyvpe: multlpart/mxed,
boundary="----=_MextPart_000_0129_01CBAE11.374CACCO”

1-TERRACE- SPAMMARK KO (5R:3.00) (by Terrace)

H-Text -Classification: =p
H{-FOPFile-Lirk: http: //127" U 0.1:9080/ ) ump_to_message?view=3316

This is a multi-part message in MIME format.

****** = NextPart _000_0129_01CBAET1. 374CACCD

Cortent - Type: text/plam
charset="us-ascii”

Cortent-Transfer-Encoding: quoted-printable

------ =_MextPart_000_0129_01CBAETT.374CACCD
Content-Tvpe: text/plain:

name= test?.txt”
Content-Transfer-Encoding: 7hit

Hel lo |
------ = NextPart_000_0129_01CBAETT . 374CACCO-- |
2.6-3:H26-20%ER. ZIELI=A—IL, MIMEIZY BEIZBase64 4 E DR ELITHE TIEALY,
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achment - &

TF

2.6-4 : mailTest3.cscx mode=3] T. B 2.4-1%#ELT-

% [Rimnet-Sanakil ca+8 - AL-Mail =[Ol x|
FHIAE) ST A= WD) ALMYRACED  AJLTHH)

Fe[06)oe| @icE[as| v |E [ 8B 8] & —|
_:!] Rimnet-Sanaki | 1?1‘%5'& ]%EJ\ IE-E_EI

[+ il =4 21/01/07 0213 sanaki®ccrimor jp MewMaillnFile

i = BaE =4 201407 0213 sanaki®corimor jp TESTPart3

E

[ I ST P - R EYCT
2.6-5: K 26-4DER, ZBDA—ILERELIZZ LMD,

SMTP Command Injection I L TLE 122 &AM D
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3. BEEMR(FLDIINAT)

23-1DMRFET 0 7T AD Y —Aa— R&ERA[RD | AlternateView” 7 2 X 0 1%,
MailMessage 7 7 A @ AlternateViews = L 7 3 = > ) (RAttachments= L 7 & 3 > O Add() A /
v FIZEB W T, hidden dot algorithm(FE6EE D 11E12) A E i S TUVRNWZENFIN THDHE
HEESND,

Microsoft fLix *PRIZKIINN—T a o CEMT 5] LDREIETH-T, DF 0, Bk
@ .NET Framework O£/ 3— g 2, BIET v 7T A0 TNt ns 2 & T
H B,

RLEBOWEEZDOFARERE LT, ZHITEE e 7T ARKLERETHNTH S &

B OTH DI, Microsoft t& LT, EIE7 1 7T AT 5 FEITRWE D TH
Do

ZOHEFX, TV r—vary - IrsT<, Hbhidden dot algorithm(GE6EED11£12) & W
H TR =T ETORITIUIRLRNE NI T EE2EHRLTEBY ., X2V 5 ¢ LIET

DITAT7VDMFEE L TRBETIERNWTEA D D,

NET Framework - CTEA A —/LOEEKEZHEL LT 7V r—ar - 7nrso~
DN = R — TR & FEf S D B B D
DED AL (= A= FLARVIRMNTZ 7 AV &) E LTHALT —HICH LT

1T [K(BUFR)>] & [K(BUFFZE)>]

ICERT S, WO ET ) A r— gy - 7al o< ZASEE TITHO 22 BXE L
25,

(Brez, BHIROTIL. T(EU A R)) 7237, /7808 T(B Y 4 R)) Thh
F 51T THD)
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4. {+5C : FFR S

BERINZLL T TH %,

1. 2007 403 A 26 H, BASP21 £\ )L A ASP Tl bbbV —K/X—F74DCOM =2
A —FMISMTP Command Injection® /N7 23RS AL, EIESILD
(JVN #86092776) (55670 13)

2. 20104 09 H LA), MEEEEH OB (ASP.NET TO Web A —/LAET U )ITxt LC,
X a7 g Wra I, Z OMETIMEE MERR(EE X A RID = A 7 — 7 ALEE 2 3D A 7
RIFHH), = ONEgITEA.NET Framework D7 A 77 UV Z&H 5 Z & Z e 5 DI FEE
VAVIRVIRYS)

3. 2010409 H 24 A, MEEIEZEH L. A AD Microsoft #E~# &

4. 2010410 H 08 HLLKE. connect.microsoft.com T4/ NN NZHOWTT 4 A B v g v
(5567 D 10)

(BEEEEF TR O0T)

5. 20104 11 H 26 H., Microsoftt- L v, [/ N—7 3 > D NET Framework 4.5 TEIE
T5) LRIEEED

6. 2010412 A 21 H, MGEEIE¥EE L. NI HEREE6EDL0)E L TAENA TS Z L%
FREN

7. 2011401 H 11 A, .NET Framework D7 7'V 7r—a v « Fa s I<~JEEHE L L
T, Microsoft t:7 HFFRE 2 15T, ACEE AR

5. IREHEEXS

NTT 232 =A—3 gy AR A4
IT v R VA —ERAFEL R NT — 7 R AN —E R
X VTFaF R —arkr A —

AR B

Copyright 2011 NTT Communications Corporation

14



- ) -
Ec""’“’m" SR-20110110
6. 5%
1. &X%=a7 Web 7r2/ 737 Tips (AL RSt TR U —F -5 —)

ISBN=978-4883732562

2.  Security of WebAppli&Mail
http://rocketeer.dip.jp/secProg/MailSecurity001.pdf

3. Security of HTTPHeader
http://rocketeer.dip.jp/secProg/HttpSecurity003.pdf

4. System.Net.Mail.AlternateView 77 A
http://msdn.microsoft.com/ja-jp/library/system.net.mail.alternateview(VS.80).aspx

5. System.Net.Mail.AlternateView#CreateAlternateViewFromString A/~
http://msdn.microsoft.com/ja-
jp/library/system.net.mail.alternateview.createalternateviewfromstring(VS.80).asp
X

6. System.Net.Mail.Attachment 77 A
http://msdn.microsoft.com/ja-jp/library/system.net.mail.attachment(VS.80).aspx

7. System.Net.Mail. Attachment#CreateAttachmentFromString A/~
http://msdn.microsoft.com/ja-
jp/library/system.net.mail.attachment.createattachmentfromstring(VS.80).aspx

8. System.Net.Mail.MailMessage 77X
http://msdn.microsoft.com/ja-jp/library/system.net.mail.mailmessage(VS.80).aspx

9. System.Net.Mail.SmtpClient 77X
http://msdn.microsoft.com/ja-jp/library/system.net.mail.smtpclient(VS.80).aspx

10. AlternateView.CreateAlternateViewFromString T CrLf A2 v =7 > a D5t
http://connect.microsoft.com/VisualStudioJapan/feedback/details/611673/alternate
view-createalternateviewfromstring-crlf

11. RFC821 (4.5.2 |Z hidden dot algorithm DFiH 3% 5)
http://www.sea-bird.org/doc/rfc_doc/rfc821-jp.txt

12. Sendmail VOLUMEL & (HhRt:AZ AU —2 v/ 30)
ISBN=4-87311-176-5
(P29 ®JH17F(Z Thidden dot algorithm | DFHAH 2 % %)

13. JVN#86092776 BASP21 |23\ CTA—/L DR IEIE(E A A REZR M55 PE
http://jvn.jp/ljp/JVN86092776/index.html

14. BASP21
http://www.hi-ho.ne.jp/babaqg/basp21.html

15. .NET TIPS [.NET Framework 2.0 T A— /L& E(E T HIT1L 2 [2.0 DA, C#, VB] ]
http://www.atmarkit.co.jp/fdotnet/dotnettips/457sendmail2/sendmail2.html

16. .NET TIPS [JIS =—F (JIS-2022-JP) TA—/L&XIE T 5121 2 [2.0 DA, C#, VB] )
http!//[www.atmarkit.co.jp/fdotnet/dotnettips/696jismail/jismail.html

7. BFE

® 20114017 11 H : verl.0 FAIDLBH
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8. mHFThRD 22 BHURL
http://www.ntt.com/icto/security/data/soc.html#security_report
o —
9. KLAR—HMZEI HBEEEE
NTT 23=2=4—var AR
IT v XA M —ERFEH R NI — I v XA M —E 2
YF 2T AL — gL A —
e-mail: scan@ntt.com
Kk
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