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import java. io.File;

import java. io. FileOutputStream;

import java.util.zip.ZipOutputStream;

import java.util.zip.ZipEntry;

// import org. apache. tools. zip. ZipOutputStream;
// import org. apache. tools. zip. ZipEntry;

public class ZipTest{
public static void main(String[] argv) {
int i;
System. out. printin(“usage : ZipTest ZIPFileName FileNameString ArchivedData Flg”);
System. out. printIn(” Flg = 1 => Replace[u005¢]->[u00a5]”) ;
it (2 < argv. length) {
String myData = argv[2];
String myFileNameStr = argv[1];
byte[] myDataHako = myData. getBytes() ;

if(3 < argv. length) {
System. out. printin(“Before String = “ + myFileNameStr) ;
char[] tempHako = myFileNameStr. toCharArray () ;
for (i=0; i<tempHako. length; i++) {

System. out. print (tempHako[i] + “(“ + Integer. toHexString ((int) tempHako[il) + ) “):

if (Character. valueOf (tempHako[i]).equals (' ¥¥') == true) {

char[] t = Character. toChars (165) ;

tempHako[i] = t[0];

}

}
myF i leNameStr = “”;
for (i=0; i<tempHako. length; i++) {
myF i leNameStr += Character. toString (tempHako[i]) ;
}
System. out. printIn (“¥nAfter String = “ + myFileNameStr);
tempHako = myFileNameStr. toCharArray () ;
for (i=0; i<tempHako. length; i++) {
System. out. print (tempHako[i] + “(” + Integer. toHexString ((int)tempHako[il) + “) ”):
}
System. out. printIn("”);
}
try|
File zipFile = new File(argv[0]);
ZipOutputStream myZipOutputStream = new ZipOutputStream(new FileOutputStream(zipFile)) ;
// myZipOutputStream. setEncoding ("MS932”) ;
myZipOutputStream. putNextEntry (new ZipEntry (myFileNameStr)) ;
myZipOutputStream. write (myDataHako) ;
myZipOutputStream. closeEntry () ;
myZipOutputStream. close() ;
}catch (Exception e) {
e.printStackTrace () ;
}
]
System. out. printin("End”) ;
I

3.1-1 : #REF 3 — F(java.util.zip[JDK {Z# D 1HE)
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import java. io.File;

import java. io. FileOutputStream;

// import java.util.zip. ZipOutputStream;

// import java.util.zip.ZipEntry;

import org. apache. tools. zip. ZipOutputStream;
import org. apache. tools. zip. ZipEntry;

public class ZipTest{
public static void main(String[] argv) {
int i;
System. out. printin(“usage : ZipTest ZIPFileName FileNameString ArchivedData Flg”);
System. out. printIn(” Flg = 1 => Replace[u005¢]->[u00a5]”) ;
it (2 < argv. length) {
String myData = argv[2];
String myFileNameStr = argv[1];
byte[] myDataHako = myData. getBytes() ;

if(3 < argv. length) {
System. out. printin(“Before String = “ + myFileNameStr) ;
char[] tempHako = myFileNameStr. toCharArray () ;
for (i=0; i<tempHako. length; i++) {

System. out. print (tempHako[i] + “(“ + Integer. toHexString ((int) tempHako[il) + ) “):

if (Character. valueOf (tempHako[i]).equals (' ¥¥') == true) {

char[] t = Character. toChars (165) ;

tempHako[i] = t[0];

}

}
myF i leNameStr = “”;
for (i=0; i<tempHako. length; i++) {
myF i leNameStr += Character. toString (tempHako[i]) ;
}
System. out. printIn (“¥nAfter String = “ + myFileNameStr);
tempHako = myFileNameStr. toCharArray () ;
for (i=0; i<tempHako. length; i++) {
System. out. print (tempHako[i] + “(” + Integer. toHexString ((int)tempHako[il) + “) ”):
}
System. out. printIn("”);
}
try{
File zipFile = new File(argv[0]);
ZipOutputStream myZipOutputStream = new ZipOutputStream(new FileOutputStream(zipFile)) ;
myZipOutputStream. setEncoding ("MS932”) ;
myZipOutputStream. putNextEntry (new ZipEntry (myFileNameStr)) ;
myZipOutputStream. write (myDataHako) ;
myZipOutputStream. closeEntry () ;
myZipOutputStream. close() ;
}catch (Exception e) {
e. printStackTrace() ;
}
}
System. out. printin("End”) ;

}

SR-20100312

3.2-1 : #5E 3 — F(org.apache.tools.zip[Ant] D5 &)
XFIA—FEBET DAV Y FLS, B31-1EIFEALERILTHD
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4.1. php_zip.dll (Win32) O34
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® MS-Windows2000 SP4
® Apache 2.2.11 for Win32
® PHP 5.2.13 for Win32
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<html>

<{?php

</html>

<head>
<meta

http-equiv="content-type” content="text/html;charset=utf-8">

<titledtest1</title>

<{/head>

<body>

$display_data = ””
$zip_name = “testl.zip”;
if(isset($zip_name)) {

if(is_uploaded_file($_FILES[ upfile ][ tmp_name 1)) {

</body>

$filename = $_FILES[ upfile ][ name'];

$file_content = $§_FILES[ upfile J[ tmp_name’ 1;
$contents = file_get_contents ($file_content) ;

$zip = new ZipArchive();

$result = $zip—>open(§zip_name , ZipArchive: :CREATE) ;

if($result === TRUE) {
$zip->AddFromString ($filename , $contents) ;
$zip—>close();

}

$hex_content = bin2hex ($filename) ;

$count = strlen($hex_content) / 2;

for (§i=0;$i<$count;$i++) {

if($i==0) {

$t=0;
lelse{

$t=§i * 2;

}
$data = substr ($hex_content , $t , 2);
$display_data = $§display_data . $data . “ ”

<form enctype="multipart/form-data” method="post” action="">
7y 7a—FK:<br>

<input type="file” name="upfile”><br>

<input type="submit”>

</form>

<hr>

{?php echo $filename; ?><br>

<{7php echo $display _data; ?>

E41-1:%iEa—F
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Send

Cianzel | Encode | TnzertAll | InzertZMal ||_ Hex
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CSRF

|

toClipBoard | OheckTextOopyl Oall}{SSTesterI CallsIDeetter | Insert2MoMum ||_ FAEEE—F
|
|

Wiriteloslos |

POST /ZipTest/ZipTest 1 php HTTPA11

focept imageSeif, image/x—xbitmap, image/jpee, image/pipee, applicationvnd. me—excel, applicationfvnd me—
powerpoint, application/meword, applicationc-shockwave—flash, /%

Referer: hitp 127001/ ZipTest/ ZipTest 1 php

focept-Language: ja

Ciontent-Type: multipart/form—data; boundary= TdaZad1b70128
fccept-Encoding: gzip, deflate

Uzer-figent: Mozilla/40 {compatible; MSIE 6.0; Windows NT 5.0}

Hogt: 127.001

Content-Length: 200

Connection: Keep-flive

Cache-Control no-cache

Cookie: PHPSESSID=b03ca98158eb73edaa1 5d0ac2 1 cedfld

Tda23d1b7i 28
Ciontent-Disposition: form-data; name=" upfile"ﬁi lename=" G:¥test¥test.txt"]
Content-Type: text/plain

test
TdaZad b7 28—
FEEF O [7465 73 14 6 14 66 73 4 2o 14 73 74 Mext | $E#ED

X 41-4: ®41-3QHTTPY VTR k

=10l x|
Send | Cansel | Encode | Thsertdll | InsertZNal | ¥ Hex
toGlipBoard |  CheckTextGopy | Gall ¥55Tester | CallSiDeatter | eert?NoNum | [~ JEssEE—F
URL2Cliphoard | FramGliphoard | GET-2FOST | AutoPilot | Theert2FromGE |
CSRF | [ Wkiteloeloe |

GO0 4 53 54 20 2f 52 60 70 54 65 73 74 2f Ba 60 70 54 65 73 74 5 31 20 7O 65 70 20 45 54 54 50 2f 31 2 31 0d Da 41 63
63 65 70 74 3a 20 69 6d 61 67 65 2f 67 69 66 2c 20 69 6d 61 67 65 2f 78 2d 78 62 69 74 6d 61 70 2c 20 69 6d 61 67 65
2f fa 70 65 67 2c 20 60 6d 61 67 65 2f 70 6a 70 65 67 2c 20 61 70 70 6o 69 63 61 74 62 6f Ge 2f 76 fe 64 2e 6d 73 2d
65 78 63 65 fc 2c 20 61 70 70 6o 69 63 61 74 69 6f Ge 2f 76 Ge 64 22 6d 73 2d 70 6f 77 65 72 70 6f 69 Ge 74 2c 20 61
70 70 fic 63 63 61 74 69 6f fie 2f 6d 73 77 6f 72 64 2c 20 61 70 70 6c 62 63 61 74 60 6f de 2f 78 2d 73 68 6f 63 6b 77 61
76 65 2d 66 Gc 61 7368 2c 20 22 2f 22 0d 02 52 65 66 65 72 65 72 32 20 68 74 74 70 33 21 21 31 3237 22 30 22 30 Ze
21 2f Ba 69 70 54 65 73 74 2f 52 69 70 54 65 73 74 5f 31 22 70 62 70 0d 0a 41 63 63 65 70 74 2d 4c 61 de 67 75 61 67
G5 3a 20 Ga 61 0d Da 43 6f fie 74 65 6 74 2d 54 79 70 65 3a 20 6d 75 6c 74 69 70 61 72 74 2f 66 6f 72 6d 2d 64 61 74
61 3b 20 62 6f 70 e 64 61 7279 3d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
27 64 61 31 64 36 33 33 37 30 31 32 38 0d 0a 41 63 63 65 70 74 2d 45 fe 63 6f 64 69 6e 67 32 20 67 V2 62 70 2c 20 64
65 66 G 61 74 65 0d 0a 55 73 65 72 2d 41 67 65 Ge 74 3a 20 4d 6f 7a 69 6c 6o 61 2f 34 22 30 20 28 63 6f 6d 70 61 74
60 62 fic 65 3b 20 4d 53 40 45 20 36 2e 30 3b 20 57 69 fe 64 6f 77 73 20 4 54 20 35 22 30 29 0d 0a 48 6f 73 74 32 20
21 32 37 2e 30 2 30 2e 31 Od Oa 432 6f Ge 74 65 6e 74 2d 4c 65 6e 67 74 63 35 20 32 30 30 0d Da 43 6f fie fe 65 63 74
60 &f fe 3a 20 4b 65 65 70 2d 41 6o 69 76 65 0d 0a 43 61 63 62 65 2d 43 of Ge 74 72 6f 6o 32 20 Ge 6f 2d 63 61 63 63
G5 0d Da 43 6f 6f 6b 69 65 33 20 50 48 50 53 45 53 53 49 44 3d 62 30 33 63 61 39 35 31 35 38 65 62 37 33 65 64 671 32
61313534 3061 6233231 6360 34 66 33 0d0a0d 02 2d2d 2d2d2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
2d 2d 2d 2d 2d 2d 2d 2d 37 64 61 31 64 36 33 33 37 30 31 32 38 0d Da 43 6f 6e 74 65 6 74 2d 44 69 73 70 6f 73 69 74
60 6f fie 3a 20 66 6f 72 6d 2d 64 61 74 61 3b 20 6e 61 6d 65 3d 22 75 70 66 69 6c 65 22 3b 20 66 69 Ao 65 ge 61 6d 65
2d 22 43 33 Bc 74 65 73 7 4 65 73 74 22 74 78 74 22 0d 0a 43 6f fe 74 65 Ge 74 2d 54 79 70 65 32 20 74 65 78 74
2f 70 6ic 61 69 62 0d 02 0d 02 74 65 73 74 0d 02 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
2d 2d 2d 2d 2d 2d 37 64 61 31 64 36 33 33 37 30 31 32 38 2d 2d 0d Da

IR 1 [7465 73 14 5o 74 65 73 4 22 14 76 74 Next | i

41-5: B 41-4DHTTPY H TR RD/NA F 1) KRR
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Gmmuﬁﬂmm
m SR-20100312

=10l
Send | Cansel | Encode | Inzertall | Thzert2Mak | ¥ Hex
toGlipBoard | CheckTextGopy | Gall ¥55Tester | GallSDestter | heert2Mobum | [~ IEHEEE—F
URL2Clipboard | FromGlipboard | GET-2POST | futoPilat | heert2FromCB |
CSRE | | Whiteleeloe |

50 4f B3 B4 20 2f Ba 69 70 64 65 73 74 2f Ba 69 70 B4 66 73 74 Bf 31 22 70 68 70 20 48 54 54 50 2f 31 2e 31 0d 0a 41 63
63 65 70 74 3a 20 69 6d 61 67 65 2f 67 69 66 2c 20 69 6d 61 67 65 2f 78 2d 78 62 69 74 6d 61 70 2c 20 69 6d 61 67 65
2f Gia 70 65 67 2c 20 69 6d 61 67 65 2f 70 6a 70 65 67 2c 20 61 70 70 6o 69 63 61 74 69 6f 6e 2 76 6 64 2 6d 73 2d
65 78 63 65 6 2c 20 61 70 70 6 69 63 61 74 69 6f Se 2f 76 Ge 64 2e 6d 73 2d 70 6f 77 65 72 70 6f 69 6e 74 2c 20 61
70 70 6 69 63 61 74 69 6f Ge 2f 6d 73 77 6f 72 64 2c 20 61 70 70 dc 69 63 61 74 69 6f de 2f 78 2d 73 68 6f 63 6b 77 61
76 65 2d 66 6 61 73 68 2c 20 2a 2f 2a 0d 0a 52 65 66 65 72 65 72 3a 20 68 74 74 70 3a 21 2 31 32 37 2e 30 2e 30 2e
31 2f Ba 69 70 54 65 73 74 2f Ba 69 70 54 65 73 74 5f 31 2e 70 68 70 0d 0a 41 63 63 65 70 74 2d 4c 61 e 67 75 61 67
65 3a 20 fa 61 0d Da 43 6f Ge 74 65 Ge 74 2d B4 79 70 65 3a 20 6d 75 6c 74 69 70 61 72 74 2f 66 6f 72 6d 2d 64 61 74
61 3b 2062 6f Vo fe G461 V2 793d2d2d2d2d2d2d2d2d2d2d2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
a7 64 61 32 32 37 32 30 37 30 31 32 38 0d O0a 41 63 63 65 70 74 2d 45 de 63 6f 64 69 Ge 67 3a 20 67 Va 69 70 2c 20 64
65 66 G 61 74 65 0d Oa 55 73 65 72 2d 41 67 65 Ge 74 3a 20 4d 6f Va 69 6c 6o 61 2f 34 2e 30 20 28 63 6f 6d 70 61 74
69 62 G 65 3b 20 4d 53 49 45 20 36 2e 30 3b 20 57 69 Ge 64 6f 77 73 20 4e 54 20 35 2e 30 29 0d Oa 48 6f 73 74 3a 20
31 32 37 2e 30 2e 30 2e 31 0d Oa 43 6f Ge 74 65 Ge 74 2d 4c 65 Ge 67 74 62 3a 20 32 30 20 0d Oa 43 6f Ge Ge 65 62 74
69 6f Ge 3a 20 4b 65 65 70 2d 41 Gc 69 76 65 0d Oa 43 671 63 62 65 2d 43 6f Ge 74 72 6f 6c 32 20 6 6f 2d 63 61 63 68
65 0d Oa 43 6f 6f 6b 69 65 32 20 60 48 B0 53 45 53 63 40 44 3d 62 30 32 63 61 39 38 31 35 38 65 62 37 32 65 64 61 32
G131 35 34 3061 63 32 31 63 65 34 66 33 0d 0a 0d Oa 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
2d 2d 2d 2d 2d 2d 2d 2d 37 64 61 32 32 37 32 30 37 30 31 32 38 0d Oa 43 6f Be 74 65 Ge 74 2d 44 69 73 70 6f 73 60 74
69 6f Ge 3a 20 66 6f 72 6d 2d 64 61 74 61 3b 20 Ge 61 6d 65 3d 22 76 70 66 69 6c 65 22 3b 20 66 69 6c 65 Ge 61 6d 65
3d 22 43 3a bc 74 65 73 '."4 65 73 74 Ze 74 78 74 22 0d Da 43 6f Ge 74 65 Ge 74 2d 54 79 70 65 3a 20 74 65 78
74 2f W0 Gc 61 6962 0d0a0d0a 7465 73 74 0d0a2d2d2d2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
2d 2d 2d 2d 2d 2d 2d 37 64 61 32 32 37 32 30 37 30 31 32 38 2d 2d 0d Oa

#imh 1 [7465 73 14 5o 74 65 73 74 25 14 18 14 Next | i

B4.1-6: %4150 5c) DERS?% lc2a5] [CEEH]Z D

: t Interniet [ =10] x|
JPUME) REE ETN  BRCANE YLD AL |
CFEp - =2 - DY A ArEe EeRc T 3 B S
FPELAD [&] http://127001/ZipTest/ZinTest 1 php x| iz | UL

=

Fey by
| s |
sruEE |

test¥test txt
74 6573 7462 a5)74 65 73 74 22 74 78 74

=
&) A-TifiETENZLE L [ Ak o
B41-7: K41-6DFER. Ttest(FEES)test.txt] WS T7AILED

TJ77AIIHEREINI=CEIZHE-TILVS
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& C¥htdocs¥ZipTest =10 x|
TAME REE FRW BRCANE  v-MD ANTH) | & |
CED - - E QrE Doa BB Y X o B
FELALD | C¥htdocs¥7ipTest j 158
EE | 7 | 1848 25 | B
Zip.lil:l.php TKE PHP 7. 20100413 1833 A

EipTest 1.php 2 KB PHP Z7. 2010/04/26 1816 f
2 KB PHP Z7. 2010/04/26 1723 f
1KB ZIP J7. 2010/04/26 18:20 f

h| | H
4 {EOAF ok 897 KE W3 74 JK1-% v
B4.1-8: K 41-7O%DE 4.1-21Z1F Ttestl.zipl EWVWS T 7 A ILBNER ST

Bé Stirling - [test1 zip]

P 7pALE) REE BE-IESHE REQ SO st =18 x|

Dis|@| <[] #[E=(=(m]= __J‘*I*Nl G 1 T o o o S P R =1
00 01 02 03 04 05 06 07 08 09 OA OB 0C 0D OF OF 0123456 789ABCOEE
50 4B 03 04 14 00 00 00 03 00 84 92 94 3C OC 7 PK........ R

7F D8 A 010 00 00 04 00 00 00 OF 00 00 00 74 65 .U............ te
73 ??4 B5 73 74 2 74 76 74 2B 49 2D %E st} test.txt+l-.

01 005045 01 02 00 00 14 00 00 00 08 00 84 92 ..PK.......... #
94 3C OC 7E 7F D8 08 00 00 00 04 00 00 00 OE 00 .<.”.0..........
00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..ooeuvnnnin..
74 65 73 74 7469 13 14 2 14 78 14 50 48 testlitest, K

05 06 00 00T 010001 003C0000003200 ..........<.. s
U8 00 00 00 00

FEIR : 0x00000064~0x00000065  0x2(2)Bytes mxo0000066 || | E&E 132 Bytes [SHIFT-JI5
B 41-9:B4.1-8THER LT Mestlzip) 2N\ FUIT12TRS

CDESIZ, ZipZ FAILVHDEBEINE=T7AIILAIE, BITXFa—FAERINZIELL,
FOFEFEUTF-8OXFI— KTHEMSA TS

4.2. zip.lib.php (phpMyAdmin) (Win32) D&

FRREBR BT

® MS-Windows2000 SP4
® Apache 2.2.11 for Win32
® PHP 5.2.13 for Win32

® phpMyAdmin 3.3.2

Copyright 2010 NTT Communications Corporation
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<html>
<head>
<meta http-equiv="content-type” content="text/html;charset=utf-8">
<titledtest2</title>
</head>
<body>
<?php

$display_data = “”;
$zip_name = “test2.zip”;
if(isset($zip_name)) {

if(is_uploaded_file($_FILES[ upfile ][ tmp_name' 1)) {
$filename = $_FILES[ upfile 1[ name'];
$file_content = $§_FILES[ upfile ][ tmp_name’ ]1;
require_once (' zip. | ib. php’ ) ;
$zipfile = new zipfile(;
$handle = fopen (§file_content, “rb”);
$contents = fread($handle, filesize (§file_content));
fclose ($handle) ;
$zipfile —> addFile( $contents, $filename );
$zip_buffer = $zipfile->file();
$handle = fopen ($zip_name, “wb”);
fwrite ($handle, $zip_buffer );
fclose ($handle) ;

$hex_content = bin2hex (§filename) ;
$count = strlen($hex_content) / 2;

for ($i=0;$i<$count;$i++) {

if(§$i==0) {

$t=0;
lelsef

$t=§i * 2;

}
$data = substr ($hex_content , $t , 2);
$display_data = $display_data . $data . “ ”;

”
<{form enctype="multipart/form-data” method="post” action="">
7y 7a—FK:<br>
input type="file” name="upfile”><br>
<input type="submit”>
</form>
<hr>
<{?hp echo $filename; ?2><br>
{?php echo $display_data; ?>

</body>
</html>

X 4.2-1:#%5Ea—F
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=."3:3i2¥}'|tl:|l:u:::5:¥zipTEerE:t : _l_l- m| il
ZriliE) REE) FTOS BRECADGE v m s @

$ED - -Gl Qur Do 3B B X o B
TELAD) |3 G¥htdocs¥ZipTest x| isgh
A ' SAA |5t | Ewipt L
fEitest zip | TKB ZIP 7r.  2010/04/26 1857
] zip.libphp 7KB PHP J7. 2010/04/13 1833
] ZipTest 1.php 2 KB PHF 7. 2010/04/26 1901
] ZipTest 2 php 2KB PHP 7. 2010/04/26 1845
ki | il
4 DA Ak 689 KB [ i W g

4.2-2 1RFERID ZIP 7 7 A WDRBFEFXT A LT

N [=l

Y test? - Microzoft nternet Explorer L
R REE FTA BRIECADE - ApTHH
“FEr - = - B 4| Bus @R @y 3 BS T
PELADY @] http.//127001/ZipTest /ZipTest_2php | pisEn |V

FuZO—H:

IC:Hteaﬂtest.t}{t 08 |
STIES |

[
&) A-IHERTENELE | EE ARt /4

42-3: F42-1DWeb_R—, Z T TtesttxtZz7 v 7A— K3 3
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m SR-20100312

=10l x|
Send I Canzel I Encode | Inzerthll I Ihzert2Hak ||_ Hex
toClipBoard | CheckTextCopy | Call ¥55Tester | CaliSDeetter | InsertZMohum | [T FEHEEE—F
URL2Glipboard | FromGliphoard | GET-2POST | futoPilot | hsert2FromGE |
CSRF || titeloelos |

POST /ZipTest/ZipTest_2php HTTPA11

ficoept imaeereil, image x-xbitmap, image/jpes, imaee/pipes, applicationsvnd me-excel, applicationvnd ma-
powerpoint, applicationdmsword, application/x—shockwave—flash, #%

Referer: http:/#127.001 /ZipTest/ZipTest_2php

Accept-Laneuaee: ja

Comtent-Type: multipart/form—-data; boundary= Tdalda34702e
Accept-Encoding: ezip, deflate

|Uger-feent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 50}

Host: 127001

Content-Lengthe 200

Connection: Keep—&live

Cache—Control: no-cache

Cookie: PHPSESSID=b030a%8158eb73edaZal b40ac? 1 cedfld

TdaldB3470128
Comtent-Digpozition: form-data; name=" upfile"GiIena me=" C:¥test¥test.txt"]
Ciortent-Type: text/plain

test
Tda1d33470128--
IR U [7465 73 74 5o 74 65 73 14 26 74 18 14 Next | &R

4.2-4:F42-3OHTTPY VY T X k

I [ [

Send

Canzel | Encode | InzertAll | IzertZNal | ¥ Hex
CheckTextGopy | Gall ¥SSTester | GaliSDestter |  Inzert2Mohum | T JEHsEE—F

toCilipBoard

URL2Glipboard | FromGlipbnard | GET->POST | AutoPilt | hsert2FromCE |

GERF

riteloelos |

G0 4f 53 B4 20 2f Ba 69 70 54 65 73 74 2f Ba 69 70 54 65 73 74 Bf 32 2e 70 63 70 20 42 54 54 50 2f 31 22 31 0d Oa
41 63 63 65 70 74 3a 20 69 6d 61 67 65 2f 67 69 66 2c 20 69 6d 61 67 65 2f 78 2d 78 62 69 74 6d 61 70 2c 20 69
6d 61 67 65 2f 6a 70 65 67 2c 20 69 6d 61 67 66 2f 70 6a 70 65 67 2c 20°61 70 70 6c 69 63 61 74 69 6f 6e 2f 76 Ge
G4 2e 6d 73 2d 65 78 63 65 Gc 2c 20 61 70 70 6 69 63 61 74 69 6f 6 2f V6 Ge 64 22 6d 72 2d 7O &f 77 65 72 70 &f
69 Ge 74 2c 20 61 70 70 6c 69 63 61 74 69 6f 6e 2f 6d 73 77 6f 72 64 2c 20 61 70 70 6o 69 63 61 74 69 6f 6 2f 78
2d 73 68 6f 63 6b Y7 61 76 65 2d 66 6c 61 73 68 2c 20 2a 2f 2a 0d Da 52°65 66 65 72'65 72 3a 2068 74 74 70 3a
2f 2f 31 32 37 2e 30 Ze 30 2e 31 2f ba 69 70 54 65 73 74 2f Ba 69 70 54 65 73 74 5f 32 2e 70 63 70 0d Oa 41 63 63
G5 70 74 2d 4c 61 Ge 67 75 61 67 65 3a 20 fa 61 0d Oa 43 6f Ge 74 65 Ge 74 2d 54 79 70 65 3a 20 6d 75 6c 74 69
70 61 72 74 2f 66 6f 72 6d 2d 64 61 V4 61 3b 20 62 6f V5 Ge 64 61 72 79 3d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 37 64 61 31 64 38 33 34 37 30 31 32 38 0d 0= 41 63 63 656 70 74 2d
45 Ge 63 6f 64 60 62 67 3a 20 67 7a 69 70 2c 20 64 65 66 6o 61 74 65 0d Oa 55 73 65 72 2d 41 67 65 62 74 33 20
4d 6f 7a 69 o 6o 61 2f 34 2e 30 20 28 63 6f 6d 70 61 ¥4 69 62 6c 65 3b 20 4d 53 49 45 20 36 2e 30 3b 20 57 69
Ge 64 6f 77 73 20 4e 54 20 35 2e 30 29 0d Da 48 6f 73 74 3a 20 31 32 37 2e 30 2e 30 2e 31 0d Da 43 6f 6e 74 65
Ge 74 2d 4c 65 G 67 74 62 3a 20 32 30 30 0d Oa 43 6f 62 Ge 65 62 74 69 6f e 3a 20 4b 65 65 70 2d 41 6c 69 76
65 0d Da 43 61 63 68 65 2d 43 6f Ge 74 72 6f 6c 3a 20 6e 6f 2d 63 61 63 68 65 Od Da 43 6f &6f 6b 69 65 3a 20 50 48
50 53 45 53 53 40 44 3d 62 30 33 63 61 39 38 31 35 38 65 62 37 33 65 64 61 32 61 31 35 34 30 61 63 32 31 63 65
34 66 33 0d0a0d0a2d2d2d2d2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 37
G4 61 31 64 38 33 34 37 30 31 32 38 0d O= 43 6f Ge 74 65 Ge 74 2d 44 69 73 70 6f 73 69 74 69 6f Ge 3a 20 66 6f 72
6d 2d 64 61 74 61 3b 20 Ge 61 6d 65 3d 22 76 70 66 69 6c 65 22 3b 20 66 69 6o 65 Ge 61 6d 65 3d 22 43 3a bo 74
G5 73 '."4 65 73 74 22 74 78 74 22 0d Da 43 6f Ge 74 66 6e 74 2d 54 79 70 65 3a 20 74 65 78 74 2f 70 6c 61
65 G 0d Oa 0d 0a 74 65 73 74 0dDa 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
2d 2d 2d 2d 37 64 61 31 64 38 33 34 37 30 31 32 38 2d 2d 0d Da

P 1 [7465 73 74 5c 1465 73 4 26 14 18 14 Next | HieR

4.2-5: R 42-4DHTTPY U TR RD/NA F 1) KRR
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=10l x|

Cianzel | Encode | IhzertAll | Insert2Nal | W Hex

Send

URL2Clipboard
CSRF

FromCliphoard | GET->POST | AutoPilat | Iheert2FromCE |

|

toClipBoard | CheckTextCopy | Call ¥55Tester | GallSDeetter |  Ineert2Nobum | T JE8EE—F
|
|

fititeloglos |

S0 4f 53 54 20 2f Ba 69 70 54 65 73 74 2f Ba 69 70 54 65 73 74 Bf 32 2e 70 63 70 20 48 54 54 50 2f 31 22 31 0d Oa
41 63 63 65 70 74 3a 20 69 6d 61 67 65 2f 67 69 66 2c 20 69 6d 61 67 65 2f 78 2d 78 62 69 74 6d 61 70 2c 20 69
6d 61 67 65 2f fa 70 65 67 2c 20 69 6d 61 67 65 2f 70 6a 70 65 67 2c 2061 70 70 6o 69 63 61 74 69 6f Se 2 76 fe
64 22 6d 73 2d 65 78 63 65 6c 2c 20 61 70 70 6o 69 63 61 74 69 6f Se 2f 76 Ge 64 2e 6d 73 2d 70 6f 77 65 72 70 6f
69 fie 74 2c 20 61 70 70 fic 69 63 61 74 69 6f Ge 2f 6d 73 77 6f 72 64 2c 20 61 70 70 6o 69 63 61 74 69 6f e 2 78
2d 73 63 6f 63 6b 77 61 76 65 2d 66 6o 61 73 68 2c 20 2a 2f 2a 0d Oa 52 65 66 65 72 65 72 3a 20 68 74 74 70 3a
2f 2f 31 32 37 22 30 22 30 2e 31 2f Ba 60 70 54 65 73 74 2f 55 60 70 54 65 73 74 5f 32 22 70 68 70 0d 0a 41 63 63
65 70 74 2d 4c 61 fe 67 75 61 67 65 3a 20 6a 61 0d Oa 43 6f G 74 65 6e 74 2d 54 79 70 65 3a 20 6d 75 6o 74 69
70 61 72 74 2f 66 6f 72 6d 2d 64 61 74 61 3b 20 62 6f 75 6e 64 61 72 79 3d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 37 64 61 31 64 38 33 34 37 30 31 32 38 0d Oa 41 63 63 65 70 74 2d
45 e 63 6f 64 60 fie 67 3a 20 67 72 60 70 2c 20 64 65 66 Gc 61 74 65 0d 0a 55 73 65 72 2d 41 67 65 6 74 32 20
4d &f 7a 69 fc 6o 61 2f 34 2e 30 20 28 63 6f 6d 70 61 74 69 62 fic 65 3b 20 4d 53 49 45 20 36 2e 30 3b 20 57 69
G 64 6f 77 73 20 42 54 20 35 22 30 29 0d 0a 48 6f 73 74 3a 20 31 32 37 2e 30 2e 30 22 31 0d Oa 43 6f 6e 74 65
Gz 74 2d 4c 65 e 67 74 68 3a 20 32 30 30 0d Da 43 6f fe Ge 65 63 74 69 6f e 3a 20 4b 65 65 70 2d 41 fic 69 76
65 0d 0a 43 61 63 68 65 2d 43 6f Se 74 72 6f 6ic 3a 20 6e 6f 2d 63 61 63 68 65 0d Da 43 6f &6f 6b 62 65 32 20 50 48
G0 53 45 53 53 40 44 3d 62 30 33 63 61 39 33 21 35 38 65 62 37 33 65 64 61 32 61 31 35 34 30 61 63 32 31 63 65
34 66 33 0d 0a0d0a2d 2d2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 24 37
64 61 31 64 33 33 34 37 30 31 32 38 0d 0a 43 6f Ge 74 65 Ge 74 2d 44 69 73 70 6f 73 69 74 69 6f Ge 3a 20 66 6f 72
6d 2d 64 61 74 61 3b 20 fie 61 6d 65 3d 22 75 Y0 66 69 6o 65 22 3b 20 66 69 6o 65 Ge 61 6d 65 3d 22 43 3a b 74
65 75 THc2 aBf74 65 73 74 2e 74 78 74 22 0d Da 43 6f Ge 74 65 Ge 74 2d 54 79 70 65 32 20 74 65 73 74 2f 70 6c
61 69 Ge 0d 0a0d0a 74 66 73 74 0d0a2d 2d 2d 2d2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
2d 2d 2d 2d 2d 37 64 61 31 64 33 33 34 37 30 31 32 38 2d 2d 0d Da

P 1 [7465 73 74 5 74 66 7a 74 Ze 74 78 14 Next | #EfR

B 4.2-6: K 4.2-50) 5c] DE5H% lc2a5) [CEEHZ D

—ioix

t Internet Explor
FrlE REE FTA) BREADE WD AJHH

CEp - = - @ [0 A| Qur @meRcw G50 B B9 >

FELAD! [&] hitp//1270.01/ZipTest/ZipTest 2php | a1
B
T 2Lk
| s |
ST EE
test¥test txt

74 6573 74{c2 aS)74 65 73 74 2e 74 78 74

=
[@] n—TnETEhELE [ BEAubaaet A
42-7: EA42-6MFER. Ttest(FEEB)testtxt] EWLVS T 7 A IILEAD

T7AIUDERBINI=C &IZE->TLND
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Chnmmiinns
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FriiE AREE FTOS OBRIEADGE = AT F
$ED - -Gl Qur Do 3B B X o B

TELAD) |3 G¥htdocs¥ZipTest x| isgh
EEl | HZ | 135 | ExrEes [E
1) zip libphp 7KE PHF J7. 2010/04/13 18:33

] ZipTest 1 php 2 KB PHF J7. 2010/04/26 1816

] Zip Test_2 php 2 KB PHF 7. 2010/04/26 18:45

1KB ZIP 7. 2010/04/26 1825
1 KB ZIP 7. 2010/04/26 1846

£l | i
B DA Ak [812 KB [ i W g

42-8: K A2-TDHDE 4.2-21Z1F Ttest2.zipl EWVWI T 7 A ILBNER ST

i Stirling — [test2zip]

pop IRMLEY REE RE-EENE BAEQ Sobmu Az 1= x]
D[|@] || &m[=mo[a=] aa[ |sfen|s 0| orjnune] w]%] B9
ADORESS 00 01 02 03 04 05 06 07 08 09 04 0B OC 0D OE OF  01234567894BCOEF

50 4B 03 04 14 00 00 00 08 00 C8 9% 94 3C OC VE  PK........ T

7F D8 06 00 00 00 04 00 00 00 OE OO OO 00 74 685 U, .......... te

73 T4C2 AB)74 65 73 74 2E 74 78 T4 2B 49 2D 2B st¥-test.txt+I-.

0100 %0 458 01 02 00 00 14 00 00 00 08 00 C8 95 . .PK

94 3C 0C 7E 7F D2 06 00 00 00 04 00 00 00 OE 0O LR D
00 00 00 00 QOO0 00 00 20 00 00 00 OO0 00 00 00 ........ ...c..s

74 85 73 74 T3T42E 7478 7450 4B testiltest.txtPK
05 06 00 00 01003C0000003200 .......... Cipady
00 00 D0 0O
FEIR : 0x00000064~0x00000065  0x2(2)Bytes mxo0000066 || | E&E 132 Bytes [SHIFT-JI5

429 42-8THER LT Ttest2.zip] ZNNAFVIT442TRS
DK, ZipZ FAILVHDEBEINE=T7AINAIE, BITXFI—FAEBRINZ L],
FDFEFUTF-8DOXFEI— FTHEMEINh TS

4.3. php_zip.c (Linux) DA

FRAEER 52

® (CentOS5.3

® Apache 2.2.3

® PHP5.3.2

® Zip version 1.9.1

® Libzip version 0.90
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<html>
<head>
<meta http-equiv="content—-type” content="text/html;charset=utf-8">
<titledtesti1</titled
<{/head>
<body>
<{?php
$display _data = 7~
$zip_name = “/var/www/html/tmp/testl. zip”;
if(is_uploaded_file($_FILES[ upfile ][ tmp_name’ 1)) {
$filename = $_FILES[ upfile ][ name'];
$file_content = $_FILES[ upfile ][ tmp_name’ ];
$contents = file_get_contents ($file_content) ;
$zip = new ZipArchive();
$result = $zip—>open($zip_name , ZipArchive: :CREATE) ;

if($result === TRUE) {
$zip->AddFromString ($filename , $contents) ;
$zip—>close();

}

$hex_content = bin2hex ($filename) ;

$count = strlen($hex_content) / 2;

for ($i=0;$i<$count;$i++) {

if(§i==0) {

$t=0;
lelse{

$t=$i * 2;

}
$data = substr ($hex_content , $t , 2);
$display_data = $§display_data . $data . “ ”

»

<{form enctype="multipart/form-data” method="post” action="">

7v7Aa—FK:<br>

input type="file” name="upfile”><br>

<input type="submit”>

<hr>

<{?hp echo $filename; ?><br>

{7php echo $display_data; ?>

</body>
</html>

X 43-1: REE1— F(R41-1EFFER—TH B)
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EEX

43-2:ZIP 774 ILDRELXITAILE, BEATIEMEEFESIA TGN

test] — Windows Internet Explorer

« IR [ htip/192022/ZipTest 1 php

W |+ | X

FME RED R®TW BRCANE UMD AN 2 GTR - EOER
9o | @ st iR oy v b A=) 2
Ok
[C:itestest txt

PIUE(E

A-UfiFmEnELE @ A 5—Fwk H00% -

43-3: M 43-1OWebR—, T Ttesttxtz 7wy JA—K$ 3
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& burp suite v1.3

burp intruder repeater window  help

[“target | prowy | spider [ stanner [intuder | repeater | sequencer | decoder | comparer | options | aleris |

l/intercept roptions rhistory ‘

requestto hitp:i1 92 0 2 280

| forward || drop | | interceptis on | | action

params | headers hex

POST /ZipTest_l.php HTTF/1.0

Lecept: image/gif, image/x-xbitmwap, imags/Jjpey, image/pipeg, application/x-shockwave-flash,
application/xaml+xml, application/vnd.ws-xpsdocument, application/xz-ms-xbap, application/x-ms-application,
application/vnd.ms-=xcel, application/vnd.mws-powsrpoint, application/msword, */*

Referer: http://192.0.2.2/ZipTest_Ll.php

Accept-Language: ja

Content-Type: multipart/form—data; boundary= TdaBcl4ll0E7E

UA-CPU: =88

User—Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windews NT 5.1; .NET CLE 1.1.4322; .MET CLE 2.0.50727; .MNET
CLR 3.0.0450€.30; .MNET CLRE 3.0.4506.2152; .MNET CLR 3.5.30729: InfoPath.I)

Host: 192.0.2.2

IProxy—Connection: Eeep-Alive

Pracma: no-cachs

Content-Length: 200

TdaBcZ4l10E7E
Content-Disposition: form—data; nams="upfils"; (filename="c:" testh t,est..t.xt."]
Content-Type: text/plain

Cest

TdaBcall0E76-—

-

| 0 matches

4.3-4:F 4.3-3MHTTPY U TR k

9 burp suite ¥1.3

burp intruder repeater window  help

rtarget rpruxy rspider rscannei rintruder rrepeater rsequencer rdecoder rcomparer roptions ralens |

[ intercept | options | histary |

requestto hitp:ir 92.0 2. 2:80

| Torward || drop || interceptis on || action |
taw | params | headers | hex

Ei3 o T = o E T T 7 7 o T G w2 20007 27, 10
24 45 54 20 43 4c 52 20 33 2e 30 Ze 30 34 35 30 36 ET CLR 3.0.04506
25 e 33 30 3h 20 e de 45 54 20 43 4 52 20 33 e 30, NET CLR 3.
28 30 e 34 34 30 36 e 32 31 35 32 3hb 20 e 4e 45 0.4506.2152; .NE
27 G4 20 43 46 52 20 33 2e 35 28 33 30 ar 32 39 3h TCLR 3.5.30729;
28 20 49 he G f 50 61 74 B8 28 32 29 Od Oa 48 &t InfaFPath. 23 Ho
29 73 74 3a 20 il 33 32 2e 3n e 32 2e 32 0d Oa 50 st 182.0.2.2P

23 72 Bf Ta 79 2d 43 Gf fig be 65 63 74 [atz] Gf bie 3a roxy-Connection:
2b 20 4hb [444] 65 To 2d 41 Bt B9 7B i3] Od Oa a0 T2 1 Keep-AlivePra
2 [ fidl f1 3a 20 fie &t 2d 63 1 63 i) i) 0d iE] 43 gma: no-cacheC
2d L4 G 74 4] b 74 2d 4c 65 [} 67 74 5] 3a 20 32 ontent-Length: 2
28 30 30 0d Oa O Oa 2d 2d 2d 2d 2 2d 2d 2d 2d 2d o
2f 2id 2d 2d 2id 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d =
30 2 2d 2d 37 b4 E1 38 63 32 34 H e 30 36 3r 36 ---7daBc24110676
31 o Oz 43 L1 fe 74 G5 fig T4 2d 44 Jakz] T3 7n Bf 73 Content-Dispos Hi
32 i8] 74 <] Gt b 3a 20 B Bf 72 Gl 2d H4 61 74 1 ition: farm-data
33 3b 20 fie 61 Gl [i}4] 3d 22 75 70 [a1] 64 Gic fia 22 3b ; hame="upfile";
34 20 GE Gir; 65 fie 61 fd 65 3d 22 43 da 5L 74 65 filename="C e
35 T3 T4 HE 4 55 73 74 e T4 T8 T4 27 Od Oa 43 &t stitesttd'Co

36 li1:] T4 [ 2] T4 2d 54 T4 7o 65 3a 20 T4 645 T8 T4 ntent-Type: text
a7 2 7o <14 i1 i) be 0d Oa Od Oa 74 [54) 73 74 0d Oa Inlaintest

|

da
2c24110676--

4.3-5: M 43-4DHTTPY VTR FD/NA F 1) KRR
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& burp suite v1.3

burp intruder repeater window  help

[“target | prowy | spider [ stanner [intuder | repeater | sequencer | decoder | comparer | options | aleris |

l/intercept roptions rhistory ‘

requestto hitp:i1 92 0 2 280

| forward | | drop | | interceptis on | | action |
raw params | headers hex
3 T i) o B = AT i) 3ol a0 a7 - ar By o = FE [ A R e N )

24 44 54 20 43 4 5 20 33 Ze 30 2e a0 34 35 a0 36 ET CLR 3.0.04506 —
25 e 33 30 3b 20 e de 45 54 20 43 4 52 20 33 e 30; NETCLR 3
268 30 e 34 35 30 36 2e 32 el 35 32 3hb 20 2e 4e 45 0.4506.2152, .NE
27 a4 20 43 4 52 20 33 ] 38 28 33 30 ar 32 38 3h T CLR 3.5.30729,
28 20 49 fe 413} Bl 50 61 74 il 28 32 29 Od Oa 48 Bf InfoPath.2)Ho
29 73 74 da 20 H 39 32 2e 30 28 32 e 32 0d Oz a0 st 192.0.2.2P

2a T2 Fif T8 74 2d 43 Af Fe Fe G5 (] T4 [afz] Af gz} 3a rovy-Connection:
2h 20 4h i) li}] To 2d L}l i Jat] TH li}d] Od Oa a0 T2 Bl Keep-AlivePra
2c 67 Gl 61 33 20 <] Gf 2d B3 61 53 [at=] 65 0d Oz 43 gma: no-cacheC
2d L1 e 74 k4] fe 74 2d 4c Jil] fe 67 74 i 3a 20 32 ontent-Length: 2
28 k] 30 Od Oa Ocl Oa 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 1]
2f 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d --

30 2d 2d 2d ar fid B1 38 63 32 34 3 H i) 36 ar 36 —-7dafc241 10676
il O Oa 43 Gt ] 74 G5 5] T4 2d 44 B9 73 70 i T3 Content-Dispos 1
32 ] 74 E9 BT fe 3a 20 i3] Bf 72 il 2d f4 61 74 1 ition: form-data

a3 ah 20 fig G firl |34} ad 22 7h 70 G Jat] fi G5 22 3h ; hame="upfile";
34 20 415} ot} Fii: [atd) fie 61 Fid [atd} ad 22 43 3a e 74 latd} filename="C/te
35 T3 T4 [ a5 4 [ifd} ra T4 ir T4 e T4 12 Od Oa 43 st -testbd'c =
el i g 74 fig 74 2d a4 74 ! <1} 3a 20 74 J<1d) Ta ontentType: tex

ar 74 2 7n i A1 a3t} fie 0d 0a U] 0a 74 i3} i3 74 i} tplaintest

7d
3a fi 38 ik} 32 34 a1 el a0 36 ar kli} 2d 2d Od Oa - adc2411 067 6-- -

B 4.3-6: X 4.3-50 I5c] DE5% lc2a5) [CEEHR D

estl — Windows Internet Explorer

~ | & http//192022/ZipTest 1.php

P REE BTN BRCANG v-lm Al >
W @ i@a-8

TrIO—F:
| (=
(ZzURE |

testitest tut
7465737

7465737427478 74

M=diffFRmEnELE € Ah—dulk H100%
B 4.3-7: & 43-6DFER. lest(HEEB)testtxt] €WV T 7AILED

T7AIUAEFEESNI=CEI2HE->TLNS
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EEX

[ro

[root@localhost tmpl # '

B 4.3-8: X 4.3-7TMHDK 4.3-2(Z(F Ttestl.zipl EWVS3 77 A IILBERShi=

; ling - [test] zip] )
P IPALE) REE BE-IBEE) SEQ SOk ALt =12 x]
][ | W 5 3 TV P N Y B S N 0
ADDRESS 00 01 02 03 04 05 06 07 08 09 04 0B OC 0D OE OF  01234567894BCDEF
' 50 4B 03 04 14 00 00 00 03 00 D4 02 AE 3COCVE  PK........ ¥.3.”
iF 08 000004 0000000E000000 7485 Yool te
73 74 1485 7374 ZE 74 78 74 2B 49 2D 2B st)-test.txt+l-.
010050 4B 01 02 00 00 14 00 00 OO D8 00 D4 02 ..PK.......... s
AE 3C OC 7E 7F D8 06 00 00 00 04 00 00 00 OE 00  =<.”.U..........
00 00 00 00 0000 00 00 00D Q0D Q0D QD DO DO 00 0O ...oeivvuinnen.,
74 85 73 T4{C2 AbJ74 B0 73 74 2E 74 78 74 50 4B testV-test.txtPK
05 06 00 00 DU D001 00 01 003C0000003200 .......... Cipady
00 00 D0 0O

[oxoooooozz | [ [ [132 Bytes [SHIFT-JI5
X 4.3-9: X 43-8THEELT: Testlzipl 2/ FUIT42TRS

CDOESIZ, ZipZ 7AIVADEBEINFE=T7 74 IILEIX. HICXFa—FAEBRINDZELL,
FDFEFUTF-8DXEFEI— FTHEMEINh TS

4.4. zip.lib.php (phpMyAdmin) (Linux) D&

FRAEER SR

® (CentOS5.3

® Apache 2.2.3

® PHP5.3.2

® phpMyAdmin 3.3.2

Copyright 2010 NTT Communications Corporation
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<html>

<?php

”

action="">

</html>

<head>

<meta http-equiv="content-type” content="text/html;charset=utf-8">
<titledtest2</title>
</head>

<body>

$display_data = “”;
$zip_name = ”/var/www/html/tmp/test2. zip”;
if(isset($zip_name)) {

if(is_uploaded_file($_FILES[ upfile ][ tmp_name' 1)) {

$filename = $_FILES[ upfile 1[ name'];
$file_content = $§_FILES[ upfile ][ tmp_name’ ]1;

require_once (' zip. | ib. php’ ) ;

$zipfile = new zipfile(;

$handle = fopen (§file_content, “rb”);

$contents = fread($handle, filesize (§file_content));
fclose ($handle) ;

$zipfile —> addFile( $contents, $filename );
$zip_buffer = $zipfile->file();

$handle = fopen ($zip_name , “wb”);

fwrite ($handle, $zip_buffer );

fclose ($handle) ;

$hex_content = bin2hex (§filename) ;
$count = strlen($hex_content) / 2;

for ($i=0;$i<$count;$i++) {

if(§$i==0) {

$t=0;
lelsef

$t=§i * 2;

}
$data = substr ($hex_content , $t , 2);
$display_data = $display_data . $data . “ ”;

<{form enctype="multipart/form—data” method="post”

7y 7Aa—FK:<br>
input type="file” name="upfile”><br>
<input type="submit”>
<hr>
<{?hp echo $filename; ?2><br>
{?php echo $display_data; ?>
</body>

44-1 RO — F(E 4.2- 1L ZIER—TH B)
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ﬁ'testZ = Windows Internet Explorer

v |2 htip/192022/ZipTest 2php
FrALE RERE FTW BRN@E VLD A
W |'_(,étest2 [_| & - B

TrIO—F:
[C-itestitest txt |[(ZE.
ZIU

A—UfiETENELE (@ & 1h—2ub 1008 -
4.4-2: F 44-1DWebR—, Z T TtesttxtZz7 v 7A— KT 3

REIFIDZIP7 7 A ILDREETHILFDKEEIL, K 43-8TH5

& burp suite v1.3

burp intruder repeater window  help

[“target | prowy | spider [ stanner [intuder | repeater | sequencer | decoder | comparer | options | aleris |

l/intercept roptions rhistory ‘

requestto hitp:i1 92 0 2 280

| forward || drop | | interceptis on | | action

params | headers hex

POST /ZipTest_Z2.php HTTF/1.0
Lecept: image/gif, image/x-xbitmwap, imags/Jjpey, image/pipeg, application/x-shockwave-flash,

application/xaml+xml, application/vnd.ws-xpsdocument, application/xz-ms-xbap, application/x-ms-application,

application/vnd.ms-=xcel, application/vnd.mws-powsrpoint, application/msword, */*
Referer: http://192.0.2.2/ZipTest_2.php

Accept-Language: ja

Content-Type: multipart/form—data; boundary= Tdafl4ll0ETE
UA-CPU: =88

User—Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windews NT 5.1; .MNET CLE 1.1.4322; .NET CLE 2.0.50727;
CLR 3.0.0450€.30; .MNET CLRE 3.0.4506.2152; .MNET CLR 3.5.30729: InfoPath.I)

Host: 182.0.2.2

| Proxy-Connection: Eeep-Alive

Pracma: no-cachs

Content-Length: 198

TdafZ4ll0ETE
Content-Disposition: form-data; name="upfile"; Gilename="c htesthitest. t,xt,"]
Content-Type: text/plain

Cest

TdafZ4llDe7E-~-

HET

-

| 0 matches

4.4-3: R 44-2QHTTPY U TR b
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& burp suite v1.3

burp intruder repeater window  help

[“target | prowy | spider [ stanner [intuder | repeater | sequencer | decoder | comparer | options | aleris |

l/intercept roptions rhistory ‘

requestto hitp:i1 92 0 2 280

| forward | | drop | | interceptis on | | action |
raw params | headers hex
3 I o ) = AT = a a0 aT B 3T 1 o & Rl Rt L R L A ]

24 54 20 43 4 52 20 33 2e 30 28 30 34 35 an 36 2e T CLR 3.0.04506. —
25 33 30 3b 20 e e 45 a4 20 43 4c a2 20 33 ] 30 30; MET CLR 3.0
268 e 34 35 30 36 e 32 el 35 32 3h 20 Ze de 45 a4 45062152, MET
27 20 43 4c a2 20 33 28 35 ] 33 30 a7 32 39 3 20 CLR 3.5.30729;
28 449 b BE BT a0 1 74 BB e 32 29 Od Oa LY Bf 73 InfoFath.2)Hos
29 74 Ja 20 H 39 32 2e a0 le 32 e 32 Odl Oa a0 72 1 192.0.2.2Pr

2a [ T8 74 2d 43 Rf fe Fie [als] G3 T4 [az] Rf fe 3a 20 oxy-Connection:
2h 4h i) i) T 2d 41 fic i) TH G5 Od Oa 50 T2 B 67 Keep-AliveFrag
il <} 1 3a 20 g 3] 2d [k} 61 63 i [atd) 0o Oa 43 Gf ma: no-cacheCo
2d i1z} 74 i) i1z} 74 2d ac i}] Be 67 74 i) Ja 20 H 39 ntent-Length: 19
28 38 Od Oa Od Oa 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 8-
2f 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d --
30 2d 2d ar G4 B fi 32 34 el 3 30 36 ar 36 0d Oz —-7darz4 110676
il 43 Gt ] T4 65 ] 74 2d 44 59 T3 To Ef 73 ] T4 Content-Disposit 1
32 ] Bf fe 3a 20 44] a7 72 B 2d i3 61 74 61 3h 20 ion: form-data;
33 Ge 51 Gl G5 3d 22 7a 7o BE 59 G G5 22 ah 20 GE name="upfile", f

34 Fic if fie A1 Fid G5 ad 32 43 3a A 74 a1 73 T4 ilename="C\est
35 ai 4 ik} T3 T4 Ie T4 Ta 74 22 0d Oa 43 &if fig T4 itestbd" Cont =
el g 74 2d a4 74 7o <13} 3a 20 74 Jatd) 78 74 2f 7n ent-Type: textip

ar fii: A1 a3t} g i} 0a Od 0a 74 [5ks] 73 74 0o Oa 2d 2 laintest--

4.4-4 B 44-3MHTTPY Y TR bD/NA F )RR

9 burp suite ¥1.3

burp intruder repeater window  help

rtarget rpruxy rspider rscannei rintruder rrepeater rsequencer rdecoder rcomparer roptions ralens |

[ intercept | options | histary |

requestto hitp:ir 92.0 2. 2:80

| Torward || drop || interceptis on || action |
taw | params | headers | hex

i o = o = T T T T o T E w2 w7 2000721, .1
24 54 20 43 4c 52 20 33 2e 30 e 30 34 35 30 36 2e T CLR 3.0.04506.
25 33 30 3k 20 e de 44 54 20 43 4c 52 20 33 2e 30 30; .MET CLR 3.0
28 e 34 35 30 36 e 32 )l 38 32 b 20 e de 45 a4 450621582, NET
27 20 43 4c 52 20 33 2e 35 e 33 30 ar 32 349 3h 20 CLR 3.5.30729;
28 44 G 4] Gt a0 E1 74 B8 Ze 32 29 Odl Oa 48 i 73 InfoPath.2yHos
29 74 3a 20 31 39 32 2e 30 2e 32 2e 32 0d Oa a0 72 t192.0.2.2Pr

23 [0} Ta 79 2d 43 Gf fe fig 65 63 74 [atz] Gf Ge 3a 20 oxy-Connection:
2b 4h [54] [<44] Th 2d 41 G k] 7B 55 Od Oa 50 72 1 67 Keep-AlivePrag
2 il B 3a 20 fe 41} 2d 63 61 63 k] 65 Od Oa 43 4} ma: no-cacheCo
2d Ge 74 [<14] ] 74 2d 45 65 Be 57 74 68 da 20 H 39 ntent-Length: 19
28 38 Od Oa O Oa 2d 2d 2d 2d 2d 2 2d 2d 2d 2d 2d 8-
2f 2id 2d 2d 2id 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d =
30 2 2d a7 G4 1 4] 32 34 31 31 30 36 a7 36 0d Oa --7daf24110676
31 43 4]} fig T4 65 fie 74 2d 44 69 T3 7o 4} 73 i) T4 Content-Disposit Hi
32 i8] Bt he EE] 20 4] Gt 72 Bl 2d G4 1 74 61 3 20 ion: form-data;
33 Ge B1 [ifs] G5 3d 22 74 70 [ala] 63 G 65 22 3b 20 <] name="upfile", f
34 fi 65 Gig B1 Gl G4 3d 22 43 3a ac T4 64 T3 74 ilename="CM\est
35 cl a5 74 65 T3 74 2e T4 T8 T4 22 Od Oa 43 <1} g U-testtd"Con

36 i T T4 2d 54 74 7o Jil] 3a 20 T4 i) 7 T4 2 tent-Type: texdl
a7 7 i E1 i8] b Od Oa od Oa 74 4] 73 74 0d Oz 2d plaintest-

|

2411067 6--

B 4.4-5: X 4.4-40 T5¢c] DERHD % Tc2a5) IZEEHZ B
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(,’?testZ = Windows Internet Explorer

« IR [ http/192022/ZipTest 2php v [+ x
MWD REE® BRW BRCAV® -0 A 7 SR - PR
i & [ @ S~ R S TR &
TedO—k
SIS
test¥Ftest txt

7465 73 74222974 65 73 74 2¢ 74 78 74

m=diffFmEnELE (@ & 1h—2ub 1008 -
B 4.4-6: X 44508, Test(FHEEBS)testtxt] &V T 7 ILED

T7AIILAEBEINI=C&IZHE-oTIND

[root@localhost tmpl # '

T H 44-6MEDE 4.3-8I121% Ttest2.zipl EWS T 7 A IILBNER S I

i zip ]
P} 2 REE fBFR-EE;mE HEQ YoM swatd -] x|

Di(@| <[] [l aal#[sn|m|lm] orlouoe] w4 Sl@]
00 01 02 03 04 05 06 07 08 09 OA OB 0C 0D OF OF 0123456 789ABCOEE

4B 03 04 14 00 00 00 08 00 44 03 A&E 3C OC 7E  PK........ J.a<
7F D8 0600 00 00 04 00 00 00 OE 00 00 00 74 65 Y............ te
73 74 C2AB)74 65 73 74 2E T4 78 T4 2B 49 2D 2E st test.txt+I-.
01 00 50 4B 01 02 00 00 14 00 00 00 08 00 44 03 ..PK.......... J

AE 3C 0C 7E 7F D8 06 00 00 00 04 00 00 00 DE 00 a<.” Y. oo......
00 00 00 00,0000 00 00 20 00 00 00 00 00 00 OO0 ........ .......
74 85 73 74020 AD)74 65 73 74 2E 74 78 74 50 4B testV-test.txtPK
05 06 00 00 00 00 01 00 01 00 3C 00 00 0O 3200 .......... Sunid
00 00 00 0O

[moooooooo | [ B 132 Bytes [SHIFT-JI5

SR-20100312

X 4.4-8: K 44-7CHEE LTz Test2zipl 211 FUIT42TR3

CDESIZ, ZipZ 7FAIVHADEBSINI=T 7M1 INAIEL, HITXFa—FREBRINBZ I ELL<.

ZOFEFUTF-8DOXFI— FTHEMEA TS
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4.5. zip.lib.php (phpMyAdmin) (Linux) DFEF D 2

FRAEER B

® (CentOS5.3

® Apache 2.2.3

® PHP5.3.2

® phpMyAdmin 3.3.2

ARIETIE, 77AV4 % UTF-8 TSITHEWARNE, PHP A27V7k EC ShiftJIS (A #LL THD,
Z @ ShiftJIS ~DZEHIZ L > T, VERENTZ ZIP 774 /V % MS-Windows ECREBT5L, XC
FALTFIER AL,

LnL7ed3s, PHP A7V 7S BT, T 4L 7R v I = UZEE T2\ 7 —a e F i L
&L BBRZ, TAL IR TR — U ESSE N R B CLEHE A,

45-1: THER LTz Test2.zip] 1A FIVIT+ 42 TR
CDESIZ, Zip Z7AMILVHADEBEINF=T 7 M IILEAF, HICXFa—RFAEBRINBIZEHL<,
FOEFUTF-8OXFEI— KTHRIMESh TS
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5. zipaAv¥FDIBZE

BT DOLinuxR Tk, BEED XL FEa— RNUTF-8 DBANL WD TIXARWEA I Dy, DX
IR DGE . 77 A NI THFES@U00a5)] #&5FHHZENTE, 2774 V%
JEMET DB OZEE 2R LTz, CGIZul I oL T ZENTE L, Web 7 7 —
arELUTHERET DI T 7206 ThHDL,

1B, Web 77V r—ay /CGL 7ar T 205 08 a~ U REMNOH T 3m ST, £huid$<
Wb,
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51. 0¥ E I\ 2BETHHE

Linux FEO7 743 27 L5 TIN0x5C/ Ny 7 2Ty =) IR B RITR N, ko T, FDxE
B2 97250811 TH5b,

5.1-2% AFETH BROFEREL T, JEMEZ 7ANVND T 7 ANV IN D35 FTEY,

ZDOEHET 7 AN EWindows O WERY — L CRET5E. BbhhTF L7877 4L

DRSO ERMED B 5,

UNLEERONZEAE DT T T<1E, 77 AN NG FANL TN ESHUN IR L TV
HERDONDTD, ZOHEA N2 T A MagathEE U CRBLT ORIIIEF IR CTh D249,

TR AEBR B
® (CentOS5.1
® zip 2w K231

FFOIHEAIT. OS v RAL V=7 ar ELITHMERHH0E LI,
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% Is -alF

&Et 12

drwxr-xr-x 2 root root 4096 4 B 27 13:01 ./
drwxrwxrwt 15 root root 4096 4 B 27 13:01 ../
#zip

Copyright (C) 1990-2005 Info-ZIP

Type "zip “-L”" for software license

Zip 2.31 (March 8th 2005). Usage:

zip [-options] [-b path] [-t mmddyyyy]l [-n suffixes] [zipfile list] [-xi list]
The default action is to add or replace zipfile entries from |ist, which
can include the special name — to compress standard input
If zipfile and list are omitted, zip compresses stdin to stdout
—-f freshen: only changed files -u update: only changed or new files

-d delete entries in zipfile -m move into zipfile (delete files)

-r recurse into directories —-j  junk (don’'t record) directory names
-0 store only -1 convert LF to CR LF (-1l CR LF to LF)
-1 compress faster -9  compress better

-q quiet operation -v  verbose operation/print version info
-¢ add one-line comments -z add zipfile comment

-@ read names from stdin -0 make zipfile as old as latest entry
-x exclude the following names -i include only the following names

-F fix zipfile (-FF try harder) -D  do not add directory entries

-A adjust self-extracting exe -J junk zipfile prefix (unzipsfx)

-T  test zipfile integrity -X eXclude eXtra file attributes

-y  store symbolic links as the link instead of the referenced file

-R PKZIP recursion (see manual)

-e  encrypt -n don’t compress these suffixes
# echo Hello > abc¥¥xyz. txt

# zip test.zip *. txt

adding: abc¥xyz. txt (stored 0%)
# Is -alF

A&t 20

drwxr-xr-x 2 root root 4096 4 B 27 13:02 ./

drwxrwxrwt 15 root root 4096 4 B 27 13:01 ../

-rw-r—r— 1 root root 6 48 27 13:02 abc¥xyz. txt

-rw-r—r— 1 root root 160 4 A 27 13:02 test.zip
5.1-1: HREEHER

Fabc\xyz.txtl &WVD 774 L% Ttestzipl IZIEHMEL =
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Hé Stirline - [testzip]

P IPALE) REE BE-BEE) SEQ SOk ALt =8 x
DI(B] [ ] sl sal# slar] ][] oo w1 Sl
00 01 02 03 04 05 06 07 08 09 0&4 OB OC 0D OE OF  01234567394BCOER
50 4B 03 04 04 00 00 00 00 00 41 63 9B 3C 16 35 PK........ . <5
Q0000800 THQ0EBlBL s ab
74 55 54 09 00 03 B9 61 oz txtUT.. . Fa
04 00 00 00 OO 00 48 65 3AKradklx...... He
17 03 04 00 00 00 00 00 [lo.PH..........
06 00 00 00 08 00 00 00 Ah.<.5.1
Q100000084 80000 wnmnpmsssgmgs
T8 ZE 7478 74 55 54 05 | abc¥avz. txtUT.
00 00 50 4B 05 06 00 00 . .ra3kUx..PK....
00 00 44 00 00 00 00 OO ...... T
%R : 000000021 ~-0x00000021 01 (1)Bytes ox00000022 || EE [160 Bytes [SHIFT-JI5

51-2: R 5.1-1CER L1z Ttestzip) #NAF I T4 48 TR,
LARTHDD Tox5c] THRESNZIT7AMILAFTOEFEDRAFEN TS,

5.2. UTF-8 T TMEE5(u00ab)| ZIET HHE

w1, [LANG=UTF-8|® Linux FO77 A/ 27 ATIHEE 2(00ab) | 55T 7 7 A /L4 D

A T OWTHERS L THD,

5.2-20 X512, BIDO L Fa—RICEEIN L LR FRSITWATD . KASLED LH =%

ARBRET 7 = 213 N 72N 250,

FRAEER
® C(CentOS5.1
® zip2< K231
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# env | grep "LANG”
LANG=ja_dJP. UTF-8

# Is -alF

&5t 16

drwxr-xr-x 2 root root 4096 4 B 27 13:52 ./
drwxrwxrwt 13 root root 4096 4 B 27 13:48 ../
-rw-r—r—— 1 root root 126 4 A 27 13:50 a.pl
# cat a.pl

#! /usr/local/bin/per|

$str = “Dabc¥xc2¥xabxyz. txt”;
open FILE, $str;

print FILE “Hello”;

close (FILE) ;

print “END¥n”;

__END__

# perl a.pl

END

# zip test.zip * txt

adding: abc¥xyz. txt (stored 0%)

# Is -alF

&Et 24

drwxr-xr-x 2 root root 4096 4 A 27 13:52 ./
drwxrwxrwt 13 root root 4096 4 B 27 13:48 ../
-rw-r—r—— 1 root root 126 4 B 27 13:50 a.pl
-rw-r—r—— 1 root root 5 4 8 27 13:52 abc¥xyz. txt
-rw-r—r— 1 root root 161 4 B 27 13:52 test.zip

5.2-1: WREFHER

Fabc(FEEE)xyztxt] EWLNS3 T 7 A L% perl TYERK L lest.zip) [ZEMEL 7=

Hé Stirline - [testzip]

pot IRMLEY REE EE-IEEHE BAEQ Sk Az

==l x|

DI(B] [ ] sl sal# slar] ][] oo w1 Sl

55 00071020304 0506070809 040BO0CODOEOF 01234567894BC0EF
VI8 50 4B 03 04 04 00 00 00 00 00 84 BE 9B SC 82 83 PK........ ol
01 05 00 00 00 05 00 00 00 OC 00 15 00 61 62  A............. ab
BAC2_ADJ78 79 TA ZE 74 78 74 5 54 09 00 03 83 cYexvz. tktUT. .

60 U6 4B 83 6D D6 4B 55 78 04 00 00 00 00 00 48 3K/ 3Kk ..., H

65 6C B6C 6F 50 4B 01 02 17 03 04 00 00 00 00 00 elloPK..........

84 BE 9B 3C 82 89 D1 F7 05 00 00 00 05 00 00 00  FE.<ih.........

[ Q00000 A48 L0000 cnpnmunmnngsms

TAZE 74 78 74 55 54 . .abcflboz. txtUT

00 00 50 4B 0 06 00 .../ 3Kl .PK. ..

00 00 44 00 00 00 0O ....... N

JE4R : 0x00000075--0x00000076 0x2(2iBytes 000000077 £ [161 Bytes

|SHIFT-JIs

5.2-2: X 5.2-1 TR L 1= Ttestdzh) /A F Y IT 442 TR,
T74ILENUTF-8(UNICODE)DFEEFRBFESNTLSDAHERTE D,

UNICODETREEINTWS=86, AXEDH 44 XA TV =V I (ES5FELTIENESS
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6. UNLHA32.DLL DIB4&

Windows b ThiuiE, 771/ 275 NTFS Ei2 UNICODE T7 7 A/VEVER T HZEMA]
RETHD, Lo T, 774 I 5 (00ab) 2 & FHDHIENTE, ZOT7 7 A )VETEMET DEED
AR L=, CGL 7 a7 T LNBIFO 2N TERIE, Web 77V —va b L CHRE
BIETTEINHTHS,

6.1. Lha32.exe D4

FRAEER B

® MS-Windows XP SP3
® Lha32.exe 1.06

® UNLHA32.DLL 2.63

http://www.vector.co.jp/soft/win95/util/se028209.html CTH A =41 T\ 5 UNLHA32.DLL
A U RIAPLIFOH Y — L Th D,
Oz REHNC, UNLHA32. DLL OZ 8ISV THERLT,

C:¥z>dir
KSA4TJ C DR a—L SRILABHY FEA,
R a—L 2 TIILESIL 24AC-3307 TT

C¥z dDT14LI LY

2010/04/27 11:41 <DIR>
2010/04/27 11:41 <DIR>

2010/04/27 11:38 7 abc. txt
2010/04/27 11:38 7 abc¥xyz. txt
2 @BO774IL 14 /N4 k
2 BOT 4L k1) 9,300,709, 376 /A bDZEE4EE
C:¥z>1hal2
Lha32 version 1.06 Copyright (c) Take, 1995-1996
=== <K< A High-Performance File—Compression Program >>> ======== 06/10/26 ===
Usage: Lha32 <command> [/option[-+012|WDIR]] <archive[.LZH]> [DIR¥] [filenames]
<command>
a: Add files u: Update files m: Move files
f: Freshen files d: Delete files p: disPlay files
e: Extract files x: eXtract files with pathnames
|: List of files v: View listing of files with pathnames
s: make a Self-extracting archive t: Test the integrity of an archive
<option>
r: Recursively collect files w: assign Work directory
x: allow eXtended file names m: no Message for query
p: distinguish full Path names ¢: skip time-stamp Check
a: allow any Attributes of files z: Zero compression (only store)
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t: archive's Time-stamp option h: select Header level (default = 2)
o: use 0ld compatible method n: display No indicator a/o pathname
i: not lgnore lower case | display Long name with indicator
s: Skip by time is not reported -2 '@ and/or '-' as usual letters

You may copy or distribute this software free of cha

UNLHA32.DLL Version 2.63
C:¥z>1ha32 a c:¥z¥test. Izh *. txt

Creating archive : c¢:/z/test. Izh
Frozen ==> 100% abc. txt
Frozen ==> 100% abc_xyz. txt
C:¥z>dir

FS47 CORYa—L4L SRLBEBHYFEEA,
RYa—L DUT7IESE 24AC-3307 TT

C¥z OF«LY K~

2010/04/27 11:54 <DIR>
2010/04/27 11:54 <DIR> ..
2010/04/27 11:38 7 abc. txt
2010/04/27 11:38 7 abc¥xyz. txt
2010/04/27 11:54 196 test. Izh
SEDIZ7AIL 210 /81 +
2 BOT« LY k1) 9 300,705,280 /A ~DZE=4EE
C:¥2>

rge.
gi8s—tkuc@asahi-net. or. jp
Nifty-Serve Q7112273

6.1-1: IREFAER

labc(MEEH)xyztxtl EWS T 74A L% Ttestlzh) IZE#HEL =

pot IRMLEY REE RE-IEEHE BAEQ ok Az

=@l x|

DI(B] [ ] sl sal# slar] ][] oo w1 Sl

5 00 01 020304 0508 07 08 09 04 0B OC 0D OE OF
00 00 00 07 00 00 00 28
00 46 A4 03 00 00 04
1B 00 41 E8 9D FO BS
E5 CA 01 7E 91 b3 BA
07 00 00 48 6% BC 6C
20 07 00 00 00 07 0O

22 4D 07 00 48 A4 03

40 07
78 74
B4 B2
E0 00

LB 28 C2
51 BE CE
65 6C BC

JE4R : 0x00000089--0x00000084 0x22)Bytes

000000028 £ [196 Bytes

01234567539BCOEFR

abe. txt . A -
118, E=I4E . =]
Ao Hel

cDab.c. vz
st e N
18] T 04 . M
AE .. ..vk L L Hel |
o...

|SHIFT-JI5

6.1-2: X 6.1-1 TR L 1= Ttestdzh) /XA F U I T4 42 TR,
T 7 A ILBMUTF-16(UNICODE) & T (7o F—n—)] ICEBRINTRESATVLIONERETE S,

UNICODETRESIN TS =0, AXEDY =44 XE#ETH

SIS FELTNGNES S,
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C:¥z>md a
C:¥z>cd a

C:¥z¥a>copy .. ¥test. Izh .
1 EO77A4LEaE—LE L,

C:¥z¥a>dir
FS4TJ CDRYa—L SRLEBHY EFHA,
R a—L DYTILESIE 24AC-3307 TY

C:¥z¥a OT4LY LV

2010/04/27 12:10 <DIR>
2010/04/27 12:10 <DIR> .
2010/04/27 11:54 196 test. Izh
1O 74 196 /81 k
2 BOTLY R 9,298,309,120 /34 bDZEE5EE

C:¥z¥a>|ha32 x test. |zh

Extracting from archive : C:/z/a/test. Izh

Melted abc. txt
Melted abc_xyz.txt

C:¥z¥a>dir
KSA47J CORYa—L SRILABHYEFEA,
R a—L 2 TILESIEL 24AC-3307 TT

C:¥z¥a T4 LU LY

2010/04/27 12:10  <DIR>
2010/04/27 12:10  <DIR>

2010/04/27 11:38 T abc. txt

2010/04/27 11:38 7 abc¥xyz. txt

2010/04/27 11:54 196 test. Izh
SEDZ7AIL 210 /81 +

2 BT LY Y 9,298,300, 928 /A bDZEEFEE

C:¥z¥a>

6.1-3: ® 6.1-1 TR L= Ttestlzh] #EMRIZERL-ER,
UNICODED 7 7 A ILAIZFDEZEUNICODED 77 L& E LTREASA TS =8,
BIZEXa) T LOBEZFHRL TULEL,
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[Qm-©- 2| Pex ~
abe txt
RE@[4E [ 9 318 o

6.1-4: X 6.1-1THEM L 1= Ttestlzh] #eol5.2 TERLI-HER,
UNICODETS R :zHEE S u00as5)lk T (724 —/3—)] IZTE#fREh TS,
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7. ASP(VBScript) D&

7.1. Shell. Applicationd 72 = 7 k OE4

WsEER e
® MS-Windows XP SP3
® WSHA5.7

WindowsXP LIRETld. Shell.Application 47 ¥ =7 MCOM/ActiveX) %52 L T,
ASP(VBScript) T, ZIP 77 A NVE{ERR T HZ LN TED,
WSH(VBScript) COZEEh 2 fEad Lz,

71-1: R Y T ha—FEBROR 7.1-7THD, TNERTLEHERTHS.
7120 T5—%KRRLEMN, TRV T RER> TIAL, DoSKHEMNTREIZAZSME LA,
(REONETERIL—TI2H>TWAETREMEL H 5)

'E FEFBREITT AR e I7A LFESwl O M) 'Cizip¥testiast test?zip bt DEBEIC. [EiE Gip B2 2204802

IRECEROETFIEENTE

71-2: M 7.1-1BOIS— A vytw—,
UNICODEDMiEE ZEHMfT SAET,
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-

Bg7.1

-3:[® 7.1-1%. [CTRL]+[C]TFIE T LTHB L. ZIPT 7 A JLIESER L TLV=,

i

—|Of x
| 77iME REE FRW BREADG w2
Q- Q¥ Suw | s | 7
_iT"F:l/X(Q) igJ G¥zip¥testzip _'_i @ iEEh

my Test.txt

2 {Eptich

Z

B714:K713%TH9RTO-STHDHDTHB &,
UNICODEDHEESN 7 7 M ILBIZCEL 7 7AILIEEENTWVEMN o T=,

T Micr f pt EiTiETS—: A

B7.1-5: SEE M.(HES)] & LTH,

SEIL,. CUlLEIZIS—ARFRESN, TOVTFARAR-TETWLS,
(BERBEOMEBETERIL—TIZHELELDES5?)
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| ke RO FTW BROAE UoMD A | O
Om-0- 9]0 a5 5 X9 *
JT"FbX{Q) I[E G¥zip¥testzip j 5aEh

[ {E@tich i
716 : K 7.1-5MZIP7 7 A ILEITH A TA—5 CTHO-HER
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Option Explicit

Dim myFileSystemObject
Dim myFileObject

Dim myFolderObject

Dim myShel lApplication
Dim Hako

Dim i

Dim i0Obj

Dim myBin

Dim myZipPath

Dim myFile

Dim ZipFile

Dim FolderPath

ZipFile = ”. ¥test. zip”
FolderPath = ” ¥test¥”

REM Create Empty-ZIP File Data
Hako = Array (80, 75,5,6,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0)
For i = 0 To UBound (Hako)
myBin = myBin + Chr (Hako (i))
Next

REM Create Empty-ZIP File
Set myFileSystemObject = WScript. CreateObject (“Scripting. FileSystemObject™)
myZipPath = myFileSystemObject. GetAbsolutePathName (ZipFile)
Set myFileObject = myFileSystemObject. CreateTextFile (myZipPath, True)
myFileObject. Write myBin
myFileObject. Close
Set myFileObject = Nothing

REM Copy into ZIP file
Set myShel |Application = WScript. CreateObject (“Shell. Application”)
i =0

REM Loop in Folder

Set myFolderObject = myFileSystemObject. GetFolder (FolderPath)
For Each iObj In myFolderObject.Files

myFile = FolderPath & “¥” & i0bj. Name

myFile = myFileSystemObject. GetAbsolutePathName (myFile)
WScript. Echo myFile

myShe | |App | ication. Namespace (myZipPath). CopyHere (myFile)
i=i+1
Next
Set myFolderObject = Nothing

REM Wait for Exit
Do Until myShellApplication. Namespace (myZipPath). |tems. Count = i
WScript. Sleep 1
Loop
Set myShel [Application = Nothing
Set myFileSystemObject = Nothing
WScript.Quit

71-7: 92 7)La—Fk
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8. F&H

BRE S ClX. MS-Windows @ ZIP 7 /L Z 73 £ MS-Windows | CEIET 5 B Y — /L DIiF
& A ED UNICODE 12k L TWRWEL R, ZIP 7 7 A VINFERIZIERE L CIRGET D 7 7 A
NDT 7 A NEIZIE, ANSI 2 — RE2EIRE IS5 253202459,

VAT AERHN DL D A, WebT T r—v g VEAREEEOZIPIENEEITH T Y
r— g DS TWABRE DT, UNICODED 7 7 A VA WNELRT — 22Tl % 4
&, —H 77 A L4 ZUNICODE HANSI 1 — RAZEHL L7 T, B =& A WP % £
L7l AuE, ARSCETHM Lz X 9 RZIPREBEFRHIAEE L TWewnwT 1 L7 KU ~ZIPJEAE
ENT=T7 7 ANVPEBENDTEAD,

0. RILEXAE

NTT =S a=A—3a AR St
IT v R A —ERAFELRY NI — T2 R A —E R
X2 )T AR —aH—

ST NE <=y

AR S

2y5YeT — 4 1 AFITEHME F CERUVBLRSN TWAL LN T —4
3 Y= A AR - ZDERITT 7 AN IR DOT, INJRZE A TWNDNEIN, NTFS AR — 25
ENHHNEINIRE DN T — a2 (N JTF = 2 &R A9
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10. &%
1. UNICODE :tFx =27«
http://openmya.hacker.jp/hasegawa/public/20041030/unicode-and-security.pdf
2. UTF-8.jp

http://www.utf-8.jp/

3. Unicode & =X AT 7 aliET 7 =7 verl.6
http://rocketeer.dip.jp/secProg/unicodebug007.pdf
4. BX=7 Web 7nr 7307 Tips (RS HY 7R U —F 22 —)
ISBN=978-4883732562
5. IPAISEC tFx =7 7ur I3 J5#IE verl 8-1. Windows /SA4 DEEEL I
http://www.ipa.go.jp/security/awareness/vendor/programmingv1/b08_01.html
6. IPAISEC &¥=7 7' ms I3 75l verl T-7. Unix / SA% DL 45K
http://www.ipa.go.jp/security/awareness/vendor/programmingv1/b07_07.html
7. TPAISEC ¥ =277nr I3 73k verl 8-3. NTFS OtF2U7 (HEREL I EL X
http://www.ipa.go.jp/security/awareness/vendor/programmingv1/b08_03.html
8. eo
http://www.softgate.jp/ja/portal/
9. Lhaplus
http://wwwT7a.biglobe.ne.jp/~schezo/
10. java.util.zip
http://java.sun.com/javase/ja/6/docs/ja/api/java/util/zip/package-summary.html
11. Apache Ant
http://ant.apache.org/
12. PHP
http://www.php.net/
13. phpMyAdmin
http!//www.phpmyadmin.net/home_page/index.php
14. LHAS32.DLL for Win32
http://www2.nsknet.or.jp/~micco/mysoft/unlha32.htm
15. LHA for Win32
http://www.asahi-net.or.jp/~gi8s-tkuc/
16. VBScript T? zip 7 7A/VDIERK
http://kandk.cafe.coocan.jp/jeans/index.php?itemid=234
11. B
® 2010404 H 28 H : verl.0 f#IDZABH
® 2010410 H 08 A : verl.2 4.3 php_zip.c (Linux) @A . 4.4 zip.lib.php

(phpMyAdmin) (Linux) O34 ). 4.5 zip.lib.php (phpMyAdmin) (Linux) O¥&% 0
2], 15 zipa~<r R4 ], 16 UNLHA32.DLL O¥4 1 &£17 ASP(VBScript) D4 1%
Bk
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12. EHhRD A BHURL
http://www.ntt.com/icto/security/data/soc.html#security_report
o —
13. ALKR—FETHBEEEE
NTT 23=2=4—var AR
IT v XA M —ERFEH R NI — I v XA M —E 2
YF 2T AL — gL A —
e-mail: scan@ntt.com
Kk
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