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3.1. PDO(PHP)D 4 1

FRAEBR

® (CentOS5.4
Apache ver2.2.3
PHP ver5.1.6
mySQL ver5.0.77
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<htmi><head><title>Number</title></head><body><form method="get” action="">
<?php
$dsn = “mysql :dbname=toshi_db;host=localhost”;
$conn = new PDO(§dsn, "toshi’, ' acB6FTg98uTh’);
$sql = “select * from str”;
$str = 77;
$flag 1 ;
$flag 2 = 77,
if(isset($_GET[ str'1)){
$str = htmlspecialchars (trim(§_GET[ str’' 1, ENT_QUOTES)) ;

}
if(isset($_GET[ flag_1"1)) {

$flag 1 = htmlspecialchars (trim(§_GET[ flag_1'1, ENT_QUOTES)) ;
}
if(isset($_GET[ flag_2'1)) {

$flag 2 = htmlspecialchars (trim($_GET[ flag_2' 1, ENT_QUOTES)) ;
}

$bind_para =’
if(isset ($_GET[ str' 1)) {
if($flag 2 == "int’) {
$bind_para = PDO: :PARAM_INT;
$sal = §sal . ” where int_1=?";
lelse{

$bind_para = PDO: :PARAM_STR;
$sql = $sql . “ where char_1=?";

}
}
$sth = $conn—>prepare (§sql) ;
if($flag_1 == "set’) {

$sth->bindValue (1, $str, $bind_para) ;
}
$sth->execute () ;
echo 'Str : <input type="text” name="str” value="" . $str . ' “"><{/br>’";
echo 'Set or Unset : <input type="text” name="flag 1" value="" . $flag 1 . '” size="5">";
echo ' Int or Char : <input type="text” name="flag_2" value="" . $flag 2 . '” size="5">";
echo '<input type="submit” value="Display”></form><hr>" ;
echo "<h3>SQL Template : ' . §$sql . "</h3>";
echo ' <hr><h3>Result:<{/h3><table border="1"><tr><td> INT</td><td>CHAR_1</td></tr>" ;
while ($row = $sth->fetch()) {

echo '<tr>';

echo "<td> . htmlspecialchars(§row[ int_1"1, ENT_QUOTES) . '</td>;

echo '<td> . htmlspecialchars (§row[ char_1"1, ENT_QUOTES) . '</td>’;

echo '</tr>";
}
echo ' </table></body></html|>" ;
”»

31-1:#&FEa—F.
TL—RIANLEDEE, ThEEY T HEND=ZDFIEELT.
mySQL IZ#E{§F & SQL X TR 5 PHP
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TL—RIA WA (XFHIENEIEET S5 & T,

ﬁ' Humber — Windows Internet Explorer

@\_ i i@, http: /19202 2/ seszion/pdo.php V| || X
CoFME REE ®TA BRI w-LD AN

9 | @ Number [ |ifa-B & -Bryo-

2

str: |

Set or Unset : | Int or Char :|

(SQL Template : select * from str ]

Result:
S ——

IINT|CHAR_1|
fukuoka

0

[oo

0o

[1-1
(12345

tokyo LS
. L2 | v
~-UiETENELE @ 1h—Fub H00% -

E312: X31-1DER 1
AIBIEELLEWNE, TL—RIF LI LOEHEBERELD

ﬁ' Number — Windows Internet Explorer

@ ¥ i@, http://1920.2 2/zeszion/pdophp?str=fukuok a&flae_1=zet&flag_P=char
LB REE RTW BRI W=D AT
W o |@ Number [_| - B b - S A-TE -

3

|(Str = |fuku0ka |

Set or Unset : |set | Int or Char - |char Display

(SQL Template : select * from str where char 1=? ]

Result:

AU TENFLE & Ah—Fut #1008 ~

3.1-3:H3.1-1DEE 2

ZHLI—FEFAEY T B
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ﬁ Number - Windows Internet Explorer |Z]|E”z‘
@:_T/ - i&, http:/#192 02 2 /zeszion/pdo.phpPatr=T4&flag_1=setéflag_2=int V‘ | X
VD RRE RTW BRCAIW D ANIE

Yo &0 [ @ umer a8 @& -Bave- &
(se.l7 | )

Set or Unset : set IInt ot Char - |int

(SQL Template : select * from str where int_1=? ]

Result:

[INT [CHAR_1|

ltokvo

A-DfigmEnELE @ 15—Hyb E 005 -
31-4: M 31-1DFER 3

TL—RITANFHBHER)ZEETSHET, RELI—FEFNEY TS

{f’\ Humber - Windows Internet Explorer |Z]|E”zl

@‘_-— ¥~ ié, http://192.0.2 2/ szion/pdo php?str=fukuok adflag_1=unzetéilag_2=char V| || X
OB REE #TAL BRICADNE W=D ALFHE
9| Nurber [ -8 & -Broe- =

Str : |T'ukuoka |

Set or Unset '!llﬂSEi ‘I[nt or Char : [char u Display ]

(‘S;QL Template : select * from str where char 1=? ]
Result:

[INT|CHAR 1

0 |fukucka

o

2 o0

oo

4

|7 tokyo

@ A m—ah R 100% -
X 3.1-5: X 3.1-1DER 4

XFHNEDTL—RITA VT DEBFAHSQLIIZH L TEZ LY + LIELES,
XFIDHS L(EXFINEE)EMEN 0] ODLa—FAHAETh D
(BE- X< KRB La—FARIEShTLND)
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ﬁ Humber - Windows Internet Explorer

@;__— ¥~ ié, httpe/ /19202 2 /seszion/pdo phpPetr=tokyo&flag_1=unzetéflag 2=int

v|¢, 54

CoorE REER HFTW BREANE W=D AT
W & Number [_| ﬁ?] - B f‘_éé - A= -

3

Str - !tokyo |

H(Set or Unset : !unset nnt or Char :|il1t Display

[SQL Template : select * from str where int_1=?

Result:

[INT|CHAR_1

0 |fukuoka

@ 1Uh-Ruh %)

L100% -

3.1-6: X 3.1-1DHER 5

BEEOTL—R T+ LI FOEFEASQLXIZ LTHEZEY FLAEWES,

AT LOED T0] OLaA—FLEFAHEATRD

(REEDTI7HIKMEELT 0] BARASHATNSEEEMENH D)

3.2. PDO(PHP)DEE 2

FRAEER 52

® (CentOS5.4

® Apache ver2.2.3
® PHP ver5.3.1

® mySQL ver5.1.42
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BERLXFIEL T L—R I+ VT EREBEDEFRICTRHEIS—ELHS

BERIXFIRL TR I LI EREBOFLICTHEIS 1D

{_’" Humber — Windows Internet Explorer

@:__-— ¥~ ié, http:/ /19202 2 /zession/pdo.phpTstr=fukuok a&flag_1=unset&flag_2=char *’| 51X

41

o ‘@Number [_| T’}? - B @ .:},;{_5;(3),

»

Warning: PDOStatement-execute() [pdostatement execute]: SQLSTATE[HY093]:
Invalid parameter number: no parameters were bound

in /var’'www/html'session/pdo.php on line 32

Str- ‘fukuoka

ﬂ(Sat or Unset :[unset |fnr or Char - |char | Display

SQL Template :Eelect # from str where char_1=?]

Result:

[INT|CHAR_1

R-SETENLE € {a—dvh 100K -

3.2-1: K 3.1-1D#ERE 6, PHP5.3.1 MiGH.

{,”\ Number — Windows Internet Explorer

o Jd ié, http:#/192.0.2.2/session/pdo phpPetr=tokyodilag_1=unsetéflag_2=int V| 43 %

n

w 5? |@Number [_| f- B & -EA-ve-

3

Invalid parameter munbet: no parameters were bound
in /var/www/html/'session/pdo.php on line 32

I[Set or Unset : |unset  [lint or Char : iilﬂ ! Display

Warning: PDOStatement execute() [pdostatement execute]: SQLSTATE[HY 093] ]

SQL Template :Gelect * from str where int 1=? ]

Result:

INT|CHAR_1

& Aok L 00% -
3.2-2:H31-10O#ER 7, PHP5.3.1 DIFE.
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3.3. PDO(PHP)D A 3

RREER B

® MS-Windows 2000 Server SP4

Apache ver2.2.14 (Win32)
PHP ver5.1.6 for Win32
mySQL ver5.0.77

K" Humber - Windows Internet Explorer g@g|

@;_— - :ﬁ'; http:/ /19202 2 /zeszion/pdo phpPetr=fukuck a&flag_1=unsetéflag_2=char V| | X

LI ME REE BTN BRCMG - AT
w o

& Numbar |_| BB ®-Eeve-Gre- T

Warning: PDO Statement:execute() [function PDO Statement—executel:
SOLSTATE[HY093]: Invalid parameter number: no parameters were bound in
C:¥Program Files¥Apache Software Foundation¥Apache? 2
¥htdocs¥session¥pdo.php on line 32

Sty Ifukuoka |

Set or Unset : unset |Int or Char E_Char |

(SQL Template : select * from str where char 1=? ]
Result:
INT [CHAR_1
http:/#192.0.2 2/ seszion/function & Ah—dulb H00% -

] 3.3-1: K 3.1-10# R 8, Windows lRDPHPDIGE .

HERILIXFIEL TL—R IV EEREEZDFTFEICTREIS—ELD
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r NHumber - Windows Internet Explorer E”sz]

CA B RRE ®TW BRICANG oL@ ANTFE

@.\— i I:’E_;, http:/ 19202 2 /seszion/pdo php?etr=1&flag_1=unzet&flag 2=int V| g%

U 40 | Mumber [ - B 8-B3e-@uue- ®

Warning: PDO Statement:execute() [function PDO Statement—executel:
SOLSTATE[HY093]: Invalid parameter number: no parameters were bound in
C:¥Program Files¥Apache Software Foundation¥Apache? 2

¥htdocs¥session¥pdo.php on line 32

St 1 |

' Set or Unset : %unset IIInt or Char : |int ll

I[SQL Template : select * from str where int 1=?

Result:

INT [CHAR 1

@ 1oh—3uh

100K -

3.3-2: ® 3.1-1MD#ER 9, Windows fRDPHPDIBA .

BERIXFIEL TR I LI EREBOFLICTHEIS %D

3.4. PDO(PHP)DFA 4

FRREBR BE

® MS-Windows 2000 Server SP4
Apache ver2.2.14 (Win32)
PHP ver5.1.6 for Win32
PostgreSQL ver8.4.2

Copyright 2010 NTT Communications Corporation
11



SR-20100210

{f" Number — Windows Internet Explorer

<8

¥y ini http://192.0.2 2 fzeczion/pdo.phpTetr=fukuck a&ilae _1=unsetéflag_2=char

3l [%)[x

7:? by ‘@Number |_| ﬁ’;?' B

LMD RED BTW BRCANE 9D AMTH

v AT - S - T

Warning PDO Statement executed) [function PDO Statement-execute]:

SOLSTATE[HY083]: Invalid parameter number: no parameters were bound in
C:¥Program Files¥Apache Software Foundation¥Apache2 2

¥htdocs¥session¥pdo.php on line 32

Str ifukuoka

[SQL Template : select * from str where char 1=? ]
Result:
NT [CHAR 1

& itk ook -

3.4-1: X 3.1-10%E 8 10, Windows fRDPHPDISE .
HERLXFIEELE T L —R I+ I T EREEZDFTFICTREIS—ELD

(_." Humber - Windows Internet Explorer

@;_ ¥~ ia’L http://192.0.2.2/session/pdo.phpTstr=1 &flag_ =unset&flag_2=int

3[4

LMD REE ETW BRCANE WD AT
W R

& Number |7‘ -8 ki

A= - o - T

Warning PDOStatementiexecute) [function PDO Statement—sexecute :

¥htdocs¥session¥pdo.php on line 32
St |1

SOLSTATEHY093]: Invalid parameter number: no parametars were bound in
C-¥Program Files¥Apache Software Foundation¥Apache? 2

Set ar Unset : i}{ﬂg?} Int or Char : !,i[‘iJ

|(SQL Template : select * from str where int_1=?

Result:

[NT CHAR

@ a2k

#1005 -

34-2: K 31-1DHRE 11, Windows fRDPHPDIHSE .

HERLXFIRLTL—RIA I EREBDEFICTHETIS—LHD
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3.5. ADO(ASP)D 4

TR BB
® MS-Windows Server 2003R2 SP2
® MS-SQL Server2005

<%

Option Explicit

Dim ADOParam

Dim ADOCmd

Dim DBDescription

Dim DBObj

Dim RSObj

Dim SQLStr

Dim SQLStrParam

Dim FlgStr

Dim i

Dim iMax

SQLStr = “SELECT * FROM testtbl”

SQLStrParam = Request ("SQLStrParam”)

FlgStr = Request ("FlgStr™)

If 0 < Len(SQLStrParam) Then

SQLStr = SQLStr + “ WHERE uname=?"

End If

Response. Write ("#£{&# & SALStr= " & Server. HTMLEncode (SQLStr) & “1 <HR>")
Response. Write (“SQLStrParam= " & Server. HTMLEncode (SQLStrParam) & “] <HR>")
%>
<html><body><FORM ACTION="" METHOD="get”><TABLE BORDER="1">
<TR><TH>SQLStrParam</TH><TD><INPUT TYPE="text” NAME="SQLStrParam”
VALUE="<%=Server. HTMLEncode (SQLStrParam) %>"></TD></TR>
LTR><THXF 1 gStr</TH>XTD><INPUT TYPE="text” NAME="FlgStr”
VALUE="<%=Server. HTMLEncode (F [ gStr) %>"></TD></TR>
</TABLE><INPUT TYPE="submit"”></FORM>
<%

Set DBObj = Server. CreateObject (“ADODB. Connection™)
DBObj. Open “SQLServer2005”, “testuser”, “testuserP”

Set ADOCmd = Server. CreateObject (“ADODB. Command”)
ADOCmd. CommandText = SQLStr

ADOCmd. CommandType = 1

ADOCmd. ActiveConnection = DBObj

If FlgStr = “set” Then

Set ADOParam = Server. CreateObject (“ADODB. Parameter”)

ADOParam. Value = SQLStrParam

ADOParam. Size = Len(SQLStrParam)

ADOParam. Type = 200

ADOCmd. Parameters. Append ADOParam

End If

Set RSObj = ADOCmd. Execute ()

If Not RSObj.EoF Then

Response. Write (“<HR><TABLE BORDER=""1"">")

iMax = RSObj.Fields. Count -1

Response. Write ("<TR>")

For i=0 To iMax

Response. Write ("<TH>” & RSobj (i).Name & “</TH>”)

Copyright 2010 NTT Communications Corporation
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Next
Response. Write ("</TR>")

While Not RSObj. EoF
Response. Write ("<TR>")

For i=0 To iMax
Response. Write ("<TD>” & Server. HTMLEncode (GetValue (RSObj (i))) & “</TD>")
Next

Response. Write ("</TR>”)
RSOb j. MoveNext
Wend
Response. Write (“</TABLE>")
End If
RSObj. close
Set RSObj = Nothing
DBObj. Close
Set DBObj = Nothing

Function GetValue (iObj)
On Error Resume Next
Dim ansStr
ansStr = "
ansStr = CStr (i0Obj)
GetValue = ansStr

End Function

%>
</body></html>

35-1:#EiEa— K.
TL—RI+NFDEELE. ThEzty bTHENDZDEEELT.
MS-SQL Server2005 [Z ADO D #fEEF#& SQL X THE#i 3 5 ASP

A} http://127.0.0.1 fasp/preparedTest.asp — Microsoft Internet Explorer =10]x]

VD REE FFW BECANG UMD ANIH | &

Q-0 - | Pex Lerewm |- w 3

PELAD I@ http:/127001 fazp/preparedTest.asp j f2&h | UEiesie
: =

FEREHSOLStr= SELECT * FROM testthl]

SGLStrParam=[J

|SQLStrParam |
| Flgstr |

ATUE(E |

,ﬁ|uname| ut

[ [FaF  [1972/08/08 7.06.05
B FaF  |[1esa/04/03 2122223
B F~e |fee4/02/01 12:13.14

#
] A-TiETENELE [ T T T T esit 7

35-2: K 35-1MDFEER 1
MLEELEWNE, TL—RIANEELOEHBREELD
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A http: /127,001 /asp/preparedTest asp?SQL5trParam=F4F&Fle5 - M i o (=]
VD REE FFW BECANG Y-MD ANIH | &
QR -0 - a|lPee Lesow @|-L B
PELAD I@ http:/ 127001 fazp/preparedTest asp7SQLStr Param=F4F&F leStr=set j f2&h | UEHeise
T =l
EE%;%&SQLSMSELEOT * FROM testthl WHERE uname=7] ]
{soLstrParam=IF4F] )
|SQLStrParam [FiF
| Flgstr et
ATVERE |
p .
,ﬁ|uname| ut
B F4F  |[1esa/04/03 2122223
=
[&] #—ThETEnZLE T T T (A=t o

B 3.5-3: X 35-1D#EER 2
TL—RIAIWEFHEIRETHET, FHELaA—FEFAEY T D

A http: /127,001 /asp/preparedTest asp?SQL5trParam=F4F&Fle5 2 20 o (=]
VD REE FFW BECANG Y-MD ANIH | &
OF -0 - & | LPes s @|-a B

PELAD I@ http:/ 127001 fazp/prepared Test asp7SQLStr Param=F 4F&F leStr=unzet j f2&h | UEHeise
2 =
R E HS0LStr= SELECT * FROM testthl WHERE urame=71 ]

SOLStrParam=F4F]

|saLstrParam [FaF
(| FlgStr ||unset ]

ATUE(E |

Microsoft OLE DB Provider for ODBEG Drivers T>— '80040e10°

[Microsoft][DDBC SQL Server Driver JCOUNT Z— )L FHREL G0N, ST S-TT,

Fazp/preparedTest.asp, 1T 40

#
] A—TiETENELE [ T T T T esit 7

35-4: X 35-1DHER 3

3.6. ADO.NET(ASP.NET) D54

® MS-Windows Server 2008 SP2

® MS-C# 2.0 (C# 2005 Compiler version 8.00.50727.4016)
® MS-SQL Server2005

TL—RITAILEFFDOEBEAHSQLIIZH LT, EZEY FLEWGAREFIS—ELD
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using System;

using System. Text;

using System. Net;

using System. Net. Sockets;
using System.Data;

using System.Data. SqlClient;

class testWeb{
public static void Main(string[] args) {
Console.WriteLine ("Prepared SQL Test”);
String connStr = “server=tcp:127.0.0. 1, 1433;User |D=testuser;pwd=testuserP;”;
SqlConnection connObj = new SqlConnection (connStr) ;
connObj. Open () ;

Console.WriteLine (“usage : sqltest. exe [Param] [Flg(lsSet?)] [Type (intORchar)1”);

String paramStr = null;
String FlgStr = null;
if(2 < args. Length) {
if(args[1] == "set”) {
paramStr = args[0];
}
FlgStr = args[2];
}
String sqlStr = “SELECT * FROM testdb. . testtbl”;
if (FlgStr == "int”) {
sqlStr += ” WHERE uid=@Key”;
lelse if(FlgStr == “char”) {
sqlStr += ” WHERE uname=@Key”;
}
Console.WriteLine ("SQL = “ + sqlStr);
SqlCommand cmdObj = new SqlCommand (sqlStr, connObj) ;
cmdOb j. GommandType = CommandType. Text;
if (paramStr != null &% FlgStr != null) {
if(FlgStr == "int”) {
cmdOb j. Parameters. Add (“@Key”, SqlDbType. Int, 50) ;
lelse{
cmdOb j. Parameters. Add (“@Key”, SalDbType. NVarChar, 50) ;
]
cmdOb j. Parameters[“@Key”]. Value = paramStr;
}
SqlDataReader readObj = cmdObj. ExecuteReader () ;
int iMax = readObj. FieldCount;
while (readObj.Read ()) {
for (int i=0;i<iMax;i++) {
Console. Write (readObj[i]. ToString()) ;
Console. Write (" - 7);
}
Console. Write ("¥n”) ;
]
}
}

X 3.6-1:#%5Ea—F

E—BIMITL—RITHILEDE. EZ5IMITL—RITAILFIZEEZEY FTEIMNESH

FE=51IHIE. REARAXFINMRERNE S0 ZEEY FT D
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G:¥>csc sqltest.cs

Microsoft (R) Visual C# 2005 Compiler version 8.00.50727.4016

for Microsoft (R) Windows (R) 2005 Framework version 2.0.50727
Copyright (C) Microsoft Corporation 2001-2005. All rights reserved

C:¥>sqltest. exe

Prepared SQL Test

usage : sqltest.exe [Param] [Flg(lsSet?)] [Type (intORchar)]
SQL = SELECT * FROM testdb. . testtbl

1 - F6F - 1972/09/08 7:06:05 -

2 — FAF - 1983/04/03 21:22:23 -

3 -F-'8 -1994/02/01 12:13:14 -

C:¥>sqltest. exe F6F set char

Prepared SQL Test

usage : sqltest.exe [Param] [Flg(lsSet?)] [Type (intORchar)]
SQL = SELECT * FROM testdb..testtbl WHERE uname=@Key

1 - F6F - 1972/09/08 7:06:05 -

C:¥>sqltest. exe F6F unset char

Prepared SQL Test

usage : sqltest.exe [Param] [Flg(lsSet?)] [Type (intORchar)]
SQL = SELECT * FROM testdb..testtbl WHERE uname=@Key

N2 FILSHATOGGS): System. Data. Sq/C/ient. SqlException: XA SEH “OKey " FEEL T/~
EIAR

15Fr System. Data. SqlClient. SqlConnection. OnError (SalException exception, Boolean
breakConnection)

15 A System. Data. SqlClient. Sql InternalConnection. OnError (SqlException exception, Boolean
breakConnection)

15Fr System. Data. SqlClient. TdsParser. ThrowExceptionAndWarning (TdsParserStateOb ject
stateObj)

15 A System. Data. SqlClient. TdsParser. Run (RunBehavior runBehavior, SqlCommandcmdHandler,
SqlDataReader dataStream, BulkCopySimpleResultSet bulkCopyHandler, TdsParserStateObject
stateObj)

5 A System. Data. SqlClient. SqlDataReader. ConsumeMetaData ()

15 A System. Data. SqlClient. SqlDataReader. get_MetaData ()

15Fr System. Data. SqlClient. SqlCommand. FinishExecuteReader (SqlDataReader ds, RunBehavior
runBehavior, String resetOptionsString)

15Fr System. Data. SqlClient. SqlCommand. RunExecuteReader Tds (CommandBehavior cmdBehavior,
RunBehavior runBehavior, Boolean returnStream, Boolean async)

15Fr System. Data. SqlClient. SqlCommand. RunExecuteReader (CommandBehavior cmdBehavior,
RunBehavior runBehavior, Boolean returnStream, String method, DbAsyncResult result)

15Fr System. Data. SqlClient. SqlCommand. RunExecuteReader (CommandBehavior cmdBehavior,
RunBehavior runBehavior, Boolean returnStream, String method)

15Fr System. Data. SqlClient. SqlCommand. ExecuteReader (CommandBehavior behavior, String
method)

5P System. Data. SqlClient. SqlCommand. ExecuteReader ()

5T testWeb. Main (String[] args)

B 3.6-2: ®36-1DFER, /AT A—F2 E#(nvarcharB)ITEZ Y FLEWE TS —EL D
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C:¥>sqltest. exe 2 set int

Prepared SQL Test

usage : sqltest.exe [Param] [Flg(lsSet?)] [Type (intORchar)]
SQL = SELECT * FROM testdb. . testtbl WHERE uid=0Key

2 — FAF - 1983/04/03 21:22:23 -

C:¥>sqltest. exe 2 unset int

Prepared SQL Test

usage : sqltest.exe [Param] [Flg(IsSet?)] [Type(intORchar)]
SQL = SELECT * FROM testdb..testtb| WHERE uid=@Key

N2 FILSA TGS System. Data. Sq/Client. SqlException: X HSEH “OKey " FEEL T~
&L,

157 System. Data. SqlClient. SqlConnection. OnError (SqlException exception, Boolean
breakGConnection)

15Fr System. Data. SqlClient. Sql InternalConnection. OnError (SqlException exception, Boolean
breakConnection)

15 Fr System. Data. SqlClient. TdsParser. ThrowExceptionAndWarning (TdsParserStateOb ject
stateObj)

15Ar System. Data. SqlClient. TdsParser. Run (RunBehavior runBehavior, SqlCommandcmdHandler,
SqlDataReader dataStream, BulkCopySimpleResultSet bulkCopyHandler, TdsParserStateObject
stateObj)

15 Fr System. Data. SqlClient. SqlDataReader. ConsumeMetaData ()

15Fr System. Data. SqlClient. SqlDataReader. get_MetaData ()

15Ar System. Data. SqlClient. SqlCommand. FinishExecuteReader (SqlDataReader ds, RunBehavior
runBehavior, String resetOptionsString)

5Fr System. Data. SqlClient. SqlCommand. RunExecuteReader Tds (CommandBehavior cmdBehavior,
RunBehavior runBehavior, Boolean returnStream, Boolean async)

15Fr System. Data. SqlClient. SqlCommand. RunExecuteReader (CommandBehavior cmdBehavior,
RunBehavior runBehavior, Boolean returnStream, String method, DbAsyncResult result)

15Fr System. Data. SqlClient. SqlCommand. RunExecuteReader (CommandBehavior cmdBehavior,
RunBehavior runBehavior, Boolean returnStream, String method)

15Fr System. Data. SqlClient. SqlCommand. ExecuteReader (CommandBehavior behavior, String
method)

15Fr System. Data. SqlClient. SqlCommand. ExecuteReader ()

BT testWeb. Main(String[] args)

B 3.6-3: X 3.6-1DFER, /35 A —ALEHh(integerE)IZfEZE Y FLEWEIS—ELD

3.7. DBI(per)DHFE

FRAEBR BT

® (CentOS5.1

® perl ver5.8.8

® DBI verl.607

® DBD-mysql ver4.008
® mySQL ver5.0.67
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# cat perl-prepare.pl
#! /usr/bin/per|

use strict;

use warnings;

use DBI;

my ${db_source} = “DBIl:mysql:database=testdb;host=127.0.0. 1;port=3306";

my ${sqlstrparam} = $ARGV[0];

my ${sqlflg} = $ARGV[1];

my ${sqlstr} = "SELECT * FROM testdb. testtb| WHERE username=?";

my ${dbh} = DBI->connect ($ {db_source}, 'testuser’, 'testuserP’) || die DBI::errstr;
my ${sth} = §{dbh}->prepare (${sqalstr}) || die ${dbh}-Derrstr;

my ${resu|t_set}'

print “SOL = " . ${sqlstr} . "¥n”;
print "Param— ” . ${salstrparam} . ¥n”;
print “Flg = ${salflg}l . "¥n”;

if(${salflgl =~ / set$/) {
${result_set} = ${sth}->execute (${sqlstrparam}) || die ${sth}->errstr;
Jelse{
${result_set} = ${sth}->execute() || die ${sth}-Derrstr;
}
if(${result_set}) {
my ${rows} = ${sth}->rows;
print “${rows} records found¥n”;
my $names = ${sth}->{ NAME'};
my ${num} = ${sth}->{ NUM_OF_FIELDS'};
for (my ${j}=0; ${j} < ${num}; ${j}++ {
print “$$names[${j}1,”;
]
print “¥n”;
for(my ${i}=0; ${i} < ${rows}; ${i}++) {
my @result = ${sth}->fetchrow_array;
my ${kosu} = @result;
for (my ${j}=0; ${j} < ${kosu}: ${j}++ {
print $result[${j}] i
]
print “¥n”;
]
lelse{
print “No Data”;
}
${sth}->finish;
$ {dbh}->disconnect;
__END__

37-1:#Ea—F
—BIMITL—RITAINEDE, EZSIHTL—RITHIEFIEEEY FTEINESH
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# perl perl-prepare.pl sanaki set

SQL = SELECT * FROM testdb. testtbl WHERE username=?
Param= sanaki

Flg = set

1 records found

id, username, userdate

1, sanaki, 1972-09-03 12:13:14

# perl| perl-prepare.pl '’ set

SQL = SELECT * FROM testdb. testtbl WHERE username=?
Param=

Flg = set

1 records found
id, username, userdate
3,,2010-01-08 12:14:55,

# perl| perl-prepare.pl sansaki unset

SQL = SELECT * FROM testdb. testtbl WHERE username=?
Param= sanaki

Flg = unset

0 records found

id, username, userdate

3.7-2: K 3.7-1DHEE,
£ & ZDHBIE Tusername=sanakil & Tusername=""] ML 31— FARFTENEEEEL TS
BEIEITL—RATAIEEREETEALERREN, ERELI—KFMNBR-STIHWEWSHERIZHE -
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3.8. JavadDf4E

FRAEBR BT

® JDKverl.5.0_16

® mySQL connector/J ver5.1.10
® mySQL ver5.0.67

# cat Test. java

import java.sql. *;

// import SQLite. *;
// import com.mysql. *;

class Test{
public static void main(String[] args) {
String dburl = “jdbc:sqlite://home/SQLite/testdb. db”;

String sqlstr = “SELECT * FROM testtbl”;
String param = null;
boolean |sSet = false:
boolean DataTypelsint = false;
if(2 < args. length) {
param = args[0];
if(args[1].equals (“set”) == true) {
IsSet = true;
}
if(args[2].equals(“int”) == true) {
DataTypelsint = true;
sqlstr += “ WHERE id=?";
lelse{
sqlstr += “ WHERE username=?";
]
}
System. out. printIn(”SQL = ” + sqlstr);
if(IsSet == true) {
System. out. printin(“param = ” + param) ;
]
int Paramint = 0;
try{
Paramlnt = Integer. parselnt (param) ;
}catch (NumberFormatException e) {
Paramint = 0;
}
if(sqlstr !'= null) {
try {
// Class. forName (“SQLite. JDBCDriver”™) ;
// Class. forName (“org. gjt. mm. mysql.Driver”) ;
Class. forName (“com. mysql. jdbc. Driver”) ;
}catch (ClassNotFoundException e) {
errPrint (e, “Fail load JDBG Driver”);
}
try|{
Connection con = DriverManager. getConnection (dburl, “testuser”, “testuserP”);
System. out. printIn(“Connection Success”) ;
try{

dour| = “jdbc:mysql://localhost/testdb?useUnicode=true&characterEncoding=SJIS”;
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PreparedStatement prepStmt = con. prepareStatement (sqlstr) ;
try{
if(IsSet == true) {
if (DataTypelsInt == true) {
prepStmt. setInt (1, Paramint) ;
lelse{
prepStmt. setString (1, param) ;
}
}
ResultSetMetaData rsmd;
int j;
int jMin;
int jMax;
ResultSet rs = prepStmt. executeQuery () ;
rsmd = rs. getMetaData() ;
jMax = rsmd. getColumnCount () ;
Min =1;
for (j=1; j<=jMax; j++) {
System. out. print (rsmd. getColumnLabel (j) + “, ")
}
System. out. printin(””);
while (rs.next()) {
for (j=1; j<=jMax; j++) {
System. out. print(rs. getString(j) + “,”);
}
System. out. printin(””);
]
rs.close();
}catch (SQLException e) {
errPrint (e, “Error ! ResultSet Display error”);
}
prepStmt. close () ;
}catch (SQLException e ) {
errPrint(e, “Error!! SQL Execute error”);
}
con.close();
}catch (SQLException e ) {
errPrint (e, “Connection Error!!117);
}
]
}
static void errPrint(java. lang. Exception e, String errStr) {
System. out. printIn(errStr) ;
e.printStackTrace() ;
}

}

X 3.8-1:#iFa—F

E—BIHICTL—RIAILEDE, EZFIHTL—R I+ IILFICEZEY FTEHESH

EZBIHIX. TL—RXTAIILED Tint)] A Tvarchar] NEIEET D
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# javac -version
javac 1.5.0_16

# java -version

java version “1.5.0_16"

Java(TM) 2 Runtime Environment, Standard Edition (build 1.5.0_16-b02)
Java HotSpot (TM) Client VM (build 1.5.0_16-b02, mixed mode, sharing)

# javac Test. java

# java —classpath . :/usr/local/share/java/mysql-connector—java-5.1.10-bin. jar Test
SQL = SELECT * FROM testtbl

Connection Success

id, username, userdate

1, sanaki, 1972-09-03 12:13:
2, suzuki, 1981-10-13 14:15:
3,,2010-01-08 12:14:55.0
4, saito, 2010-01-08 12:15:30.0

14,
16.

0,
0,

# java —classpath . :/usr/local/share/java/mysql-connector-java-5.1.10-bin. jar Test 1 set int
SQL = SELECT * FROM testtb| WHERE id=?

param = 1

Connection Success

id, username, userdate

1, sanaki, 1972-09-03 12:13:14.0,

# java —classpath . :/usr/local/share/java/mysql-connector-java-5.1.10-bin. jar Test suzuki
set char

SQL = SELECT * FROM testtbl WHERE username=?

param = suzuki

Connection Success

id, username, userdate

2, suzuki, 1981-10-13 14:15:16.0,

# java -classpath . :/usr/local/share/java/mysql—-connector-java-5.1.10-bin. jar Test suzuki
unset char
SQL = SELECT * FROM testtbl WHERE username=?
Connection Success
com. mysql. jdbe. PreparedStatement@b02e7a: SELECT * FRON testthb! WHERE username=+* NOT
SPECIFIFD #*
Error ! ResultSet Display error
Java. sql. SQLException: No value specified for parameter 1
at com.mysql. jdbc. SQLError. createSQLException (SQLError. java:1055)
at com. mysqgl. jdbc. SQLError. createSQLException (SQLError. java:956)
at com.mysql. jdbc. SOLError. createSQLException (SQLError. java:926)
at com. mysqgl. jdbc. PreparedStatement. checkAl IParametersSet (PreparedStatement. java:2513)
at com.mysqgl. jdbc. PreparedStatement. fil |SendPacket (PreparedStatement. java:2489)
at com. mysqgl. jdbc. PreparedStatement. il |SendPacket (PreparedStatement. java:2415)
at com.mysql. jdbc. PreparedStatement. executeQuery (PreparedStatement. java:2169)
at Test.main(Test. java:60)

# java —classpath . :/usr/local/share/java/mysql-connector—java-5.1.10-bin. jar Test 1 unset
int

SQL = SELECT * FROM testtb| WHERE id=?

Connection Success
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com. mysql. jdbe. PreparedStatement@b02e7a. SELECT * FROM testtb! WHERE id=#¥ NOT SPECIFIED **

Error ! ResultSet Display error

Java. sql. SQLException: No value specified for parameter 1

at
at
at
at
at
at
at
at

com. mysql.
com. mysq|.
com. mysql.
com. mysql.
com. mysq|.
com. mysql.
com. mysql.
Test. main (Test.

jdbe.
jdbe.
jdbe.
jdbe.
jdbe.
jdbe.
jdbe.

SQLError. createSQLException (SQLError. java:1055)

SQLError. createSQLException (SQLError. java:956)

SQLError. createSQLException (SQLError. java:926)
PreparedStatement. checkAl |ParametersSet (PreparedStatement. java:2513)
PreparedStatement. fillSendPacket (PreparedStatement. java:2489)
PreparedStatement. fillSendPacket (PreparedStatement. java:2415)
PreparedStatement. executeQuery (PreparedStatement. java:2169)

java:60)

4. FEDH

FHEL T —A TN EEREBZBOEFICLTEL WD Z & EEN, FEFICH S
ThdrEEDbNS, £7-. ARKRIEL7-Z < ORECHEUIC=T —L-oTEY ., Mgtk
72> TCLE > HmlE, EFICH THD L Bbih b,

LInLZRine, 4 —

3.8-2: X 38-1MHEER,

TL—RIANEEREENDEEDBEMFULT &
I'No value specified for parameter] & WL\S FISNMFEEL TLVS

=t
AL

RN LIZVAT LT, 7L —RA7 X R EZROIREET SQL

INEATESNDZEDIRVINE DI, I DG E E DX %8R4 O iEilsh b Ll

T2

R EVERRICHT=> T, BAHEEE THAIRE O X 2 T HEREZ T2 ) L) 2 e Tl
EYNAED | 28, BX 2T A DA THHZ LA HUD TERIE LT,

5. AL F X A&

NTT a3=2=4—3 a0 A&+
IT v R A —EZAFEL R NI — I XA —E R
X UT AN —arH—
(AN
AR BUE

6. 5%

1. EXa7 Web 705334 Tips EHMREH#AXSHY I )Y —F -2 52—)
ISBN=978-4883732562
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7. BEE

® 20104£03 A 09 H : verl.0 s #IDARH

8. ThRMD 22 BHURL

http://www.icto.jp/security_report/index.html

9. KLAR—HMBETHREEEE

NTT a3 a=/r— g A&t
IT v XA M —ERFEL RN — 7~ XA M —E R
X VT AR —ar A —

e-mail: scan@ntt.com

Uk
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