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1. AEME

AT F Y T TAT7 TV THD memcached 13, VT IZL->TE, REATAENT Y
r—var R L T, memcached 7 hz/L Do~ Rz A(Injection) A EMATHETH D
ZEE R LT,
Y2 memcached 747 7V % WD HIEIZOWT, BXaT - 70l 730 7 ORI DIRET,
FRRELTERE R A Z IR T,
® YT — XYy aT —HELTHWAEE X, ASLEORFEICEEL TR E 3 _&
RERHTZEE Tt
® FUT —HEX—4 LU THWAEA . memcached API (Z5-> Tl =% A R4 AT
720k memcahed bV EOIEE DI RBEASIL, T —FFE A, T —FHIRRE
DTONDFTREMED B D,
® A ETIE, memcached Injection D7 arrd ZE& HHELT-,
£ T memcahed 7mh=/L D set 2~ RIZEIL T Injection F =/ DHEAT>T2,
DATURIZONTL, Bt il K CHERTHZEEHEE T2,
HilTi 1100 'Web+DB Press vol47 (9 235 2) | T, F—IZBL TOY =& A XULE O M F
(CREL TN SN TS EFTH (9 2EQ@ @ PT76),
ALETEF2T Tl I3 T IINEE K> THIE R %1754 T, memcached #2425
LIV AT NG KT DHZEZ I D THD,

2. memcached &%

Danga Interactive (2L > THFBEINT O BAEIX vy a2 HOT —ETHHO 2EQ0),
PR RO 1.2.x BT, @E 7 ah=2md 720 (F30) THhH(9 250),

Tabad, EFIT TN THD,

IITAT U NPEDV I ZANRIBHY | ZIUTH L TOTF—"DHDOL AR AR DD, ZD )7 T AR
VARV A e —DDHALEL TS,

RN ATIZOE—av U RRRITSND(TVIZ T CrLf ThD),

memcached MEFFT DT —HX, T—HZDLDE, DT —HERRTHFX =BT 7o T
W5,

Perl D/~ 2R 5152, MS-Windows+COM FDalL 7o g F 7 V2 7R TOAHHATT
—ZIRFFSND,

memcached 7' 2h=/L D set 2~ ROMEEF L TRT(X 4.1-1),

set[SP]% —44[SP] 7 7 7 [SPIA ZNHIBR[SP]T — & /34 N 4[CrLf]
T—H(CrLf 2 55, 7T —F &3 31 NESY)[CrLf]
4.1-1: memcached 70 kLD set A< > KDEHX(SPlIFEAHAR—RETY)

4.1-1 OIS, T =L UEE DO SA MM TEA I EBEINTVBEN, F—4&IZ
BILCIX, T IORBENRSI TR,

YWEYT — % ¢ RIEAT A\ Lo UL B OBEN Al /e T — 4

Copyright 2008 NTT Communications Corporation
3



o

('} TTCommunicétions
~ SR-20080311

RS Sah RO BEQICEH .. F—RITT N T 7y D LT 250 LFETEH|IREESNT
WA 4.1-2),
Fio, TR —TIEICONTORLEE DT DHIENTER) ST,

Keys

Data stored by memcached is identified with the help of a key. A key is a

text string which should uniquely identify the data for clients that are

interested in storing and retrieving it. Currently the length limit of a key

is set at 250 characters (of course, normally clients wouldn't need to use

such long keys):; the key must not include control characters or whitespace.
4.1-2 : memcached 70 k)L DLHEED—E

3. memcahced Injection D=

2. memcached &3 TRL7218Y . memcached 7' uha/Lid, CrLf 27 UIXEL TV,

X7, memcached Injection &iF¥#AIZ CrLf Injection TDOHLDOTHAH(9 25O, BLOW),
CrLf #& b i=-%—4%7147 7 (memcached APDIZIELI=E . 747 TV E-> L, =X
AXER TN TN, TDOFEFETE D memcached 7RV D~ K73 Injection S4L5 A]
REMERH D,

4, F—ZICELTORIIFER

ARFETIL, memcached (277 A TH-ODKFETA T TVH LT, ST G- —4 %
FEEL, EDXH7ekE R/ DD ERRAELT=,

4.1. Cache::Memcached (Perl DiZE)

4.1.1 RRFERE

0OS : Cent0S5.1
Memcached verl.2.6
Perl ver5.8.8
libevent verl.4.8-stable
Per]l Time::HiRes ver1.9715
Perl String::CRC32 verl.4
Perl Storable ver2.18
Apache 2.2.9
FAT T

Cache-Memcached verl.24
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4.1.1 WRIERER

WEEIAE L7 Perl ®=2—RZ[¥ 4.1-1 Th b,

#! /usr/bin/per|

use strict;

use warnings;

use GGl ;

use Cache: :Memcached;

my ${reqObj} = new CGI;

my ${keyName} = ${reqObj}->param( keyName') ;
my §{keyValue} = ${reqObj}->param(’ keyValue');
my ${keyList] = §{reaObj}->param( keyList'):

my ${CMobj} = Cache: :Memcached->new ({servers=>['127.0.0.1:11211'1});
print “Content-Type: text/htm|¥r¥n¥r¥n”;

print “<html><head><title>Per |-Memcached Test</title></head><body>¥n”;

print “<form method=¥"post¥” action=¥"¥"><table border=¥"1¥">";

print “<tr><td>keyName<br><textarea name=¥"keyName¥” rows=¥"4¥" cols=¥"30¥">" .
HTMLEscape (§ {keyName}) . “</textarea></td>¥n”;

print “<td>keyValue<br><textarea name=¥"keyValue¥” rows=¥"4¥" cols=¥"30¥%">"
HTMLEscape ($ {keyValue}) . “</textarea></td></tr>¥n”;

print “<tr><td colspan=¥"2¥">keyList<input type=¥"text¥” name=¥"keyList¥” value=¥""
HTMLEscape ($ {keyList}) . “¥” size=¥"72¥">";

print “<input type=¥"submit¥”></td></tr><{/table>”;

print “</form><HR>¥n";

if(0 != length($ {keyName}) && 0 != length($ {keyValue})) {
$ {CMob j} —>add ($ {keyName} => ${keyValue});

print “data set success!<hr>¥n”;

}

my @myList;

my $i;

if(0 I= length(${keyList})) {

@myList = split(/,/, ${keyList}):

foreach §$i (@myList) {
print HTMLEscape(§i) . “ = “ . HTMLEscape (§ {CMobj}—>get ($i)) . "<br>¥n”;
}

}

print “</body></htm|>";

sub HTMLEscape {

my $str;

$str = §_[0];

$str =7 s/¥&/¥8amp¥;/g;
$str =7 s/¥/¥&ItY; /g;
$str =7 s/¥>/¥8gtY¥; /g;
$str =7 s/¥"/¥&quot¥;/g;
$str =" s/¥ /¥RVH#39Y; /g,

return $str;

__END__

4.1-1: perl T memcached [C7 % £ X § &0 — K

Copyright 2008 NTT Communications Corporation
5



\!ETTCommumcat.'ons SR-20080311

FPE. ¥ 4.1-2 T, [E#IZ memcached FIZF —Z{RE AN A RENE I DA TR LI-, RIT,
4.1-3 DIHRYATE ZLex— A R E LT, TOREN, K 4.1-4 THD, ZORERNHF—41Z
WATE G HONHYA . memecahed 7' 2 h=/L %L TP Command Injection D&MD B 5
IR TED,

KO T s T LTI, F—AGEGRT —2DRESNHRIUE, i ThoH LT bi s, HLx
— B YeT — ZEPET R REMEAH D ST, AT OW T =X A XUELT AU R H 5,

'-) Perl-Memcached Test - Mozilla Firefox

TVE REE HFTW EEQ M@ U-uD  ALIH

[u http:/#192.0.21 /cei-bin/memcachedpl "'} Dl
keyMName keyWalue
sanak i sanak iData

lkeyLiStlsanaki. sato,saito / E1T I
/

data set success! /

rd
{sanaki = sanakiData |
sato =
saito =

| %7 7
41-2:H41-1%#FE>T. T—RFEETRAAETL. EEBEEREL:

¥ Perl-Memcached Test - Mozilla Firefox

TANE REE RTW EEQ Jwv-0@ U-MD AW
| [} http://1920.21 /cei-bin/memcached pl | - } 2 ‘

keyName keyWalue
sato 0 0 2 ThislsPen
ip

set saito

‘keyLiStlsanaki.sato.saito (1T

data set success!

sanaki = sanakiData
sato =
saito =

ET 7
413 F—RITHTEELT—IEELTHD
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¥ Perl-Memcached Test - Mozilla Firefox
FTAME REE FTW BEEQ Jv-0@ UMD ALIH
L1 http://192021/cei-bin/memeached pl Ry
P,
keyMName keviValue
sato 0 0 2 ThislsPen
ip y
set saito
lkeyListlsanaki.sato.saito / =17
F i

data set success! /

sanaki = sanakiData
sato = ip
(sa ito = ThislsPen

|®T Z
414 : K413 DR, F—RICRITEEFEEHI LT,
memcached 70 b 3 JLA® Command Injection BT L TS Z EMWERTES

4.2. Memcached client for java (Java D&

4.2.1 FREEBRE

0OS : CentOS5.1
Memcached verl.2.6
JDK ver1.5.0_16
libevent verl.4.8-stable
Java logging-log4j ver1.2.9
Tomcat 5.5.26
FA7 7Y
Memcached client for java ver2.0.1 (JDK5 Compiled)

4.2.2 HRFEAEF

RREEIZE A LTz Java(SP)D=— T 4.2-1 ThD,
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<%@ page import="com. danga. MemCached. *" %>

<%!

public String myPrintOut (String iKeyName, MemCachedClient mc) {
String str = (String)mc. get (iKeyName) ;
return HTMLEscape (iKeyName) + “ = “ + HTMLEscape (str) + “<br>¥n”;

}
public String HTMLEscape (String iStr) {
if(iStr == null || iStr.equals (")) {
return ””;
Jelsef

”

String ansStr = iStr. replaceAll ("&”, “&amp;”) ;
ansStr = ansStr.replaceAll (77, “&#39;") ;
ansStr = ansStr. replaceAl| ("¥"”, “&quot;”) ;
ansStr = ansStr. replaceAl | ("<”, "&It;”);
return ansStr. replaceAll (">”, “&gt;”) ;

}
}
%>
<%
String keyName = request. getParameter ("keyName”) ;
String keyValue = request. getParameter (“keyValue”) ;
if (keyName == null) {
keyName = “”
}
if(keyValue == null) {
keyValue = “*;
}
%>
<html>
<head>
<title>Java — MemCached Test</title>
</head>
<body>
<form action="" method="post”>
<table border="1">
<tr>
<td>keyName<br><textarea name="keyName” rows="4"
cols="32"><%=HTMLEscape (keyName) %></textarea></td>
<td>keyValue<br><textarea name="keyValue” rows="4"
cols="32"><%=HTMLEscape (keyValue) %></textarea></td>
</tr></table>
<input type="submit”>
</form><hr>
<%
Sock|0Pool| pool = Sockl|OPool. getInstance() ;
pool. setServers (new String[]{”localhost:112117});
pool. initialize():

MemCachedClient mc = new MemCachedClient() ;
if(0 < keyName. length() && 0 < keyValue. length()) {
me. set (keyName, keyValue) ;
out.printIn(“Data set success!”);
}
out. printIn("<hr>”);
out. printIn(myPrintOut (“sanaki”, mc)) ;
out. printIn(myPrintOut (“sato”, mc)) ;
out. print!n(myPrintOut (“saito”, mc)) ;
%>
</body></htm|>

4.2-1 : Java T memcached [T 7Y R § B1&iFa— K
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FP1E. M 4.2-2 T, IE# 12 memecached FICT —Z{RER N ATRENE 0 E AL TZ, IRIT.,
4.2-3 DIDRUATEGLHF — R ZARE LT, TORRD, X 4.2-4 ThD,

Memcached 7' 2h=/L 2% L TD Injection [T HE D> TS, D%, X 4.2-5~[X]
4.2-7 FTO#HAET, Memcached Client for java Ti%, ¥—%% URL = a—RLTW\WAZ L
Tl LTz,

£~ T, Memcached Client for java Zf~>72 A7 A TiE, F—4 2% L CHD memcached
Injection [X CEARWZ LD HEGRS T,

'_) Java = MemCached Test - Mozilla Firefox

TANE FEE FEW EEQ PT-aB oKD ALIE

‘@ http://1920.21/memcached.jsp | X | [z [
keyName keyValue
sanaki sanakiData

=7 /
Data set success! /

Csanaki = sanakiData{

sato = null
saito = null
|%T

42-2:HA42-1%FE->T, T—2EETRAHZETV, EEBEEHERELE

¥ Java - MemCached Test - Mozilla Firefox

VD REE FTW BEQ Twv-0@ -0 AMIH
t@ http://192.0.21/memcached jsp ’ Z I > |

keylName keyValue

sato 0 0 2 Who data
Fx

set saito

1T

sanaki = sanakiData

sato = null
saito = null
| ®T

42-3: X—RICHITEELT—RERELTHD

Copyright 2008 NTT Communications Corporation

9



CNTT Communica

T'T Communications
\

¥) Java - MemCached Test - Mozilla Firefox

SR-20080311

I LE)

REE FTW EEQ Fyv-hE)

WelD AT

‘ @ http://192.0.21/memcached.jsp

keyName

keyValue

Fr

sato 0 0O 2

set saito

Who data

=17

Data set success!

sanaki = sanakiData

sato = null
saito = null

| T

4.2-4 1 [ 4.2-3 DFER,

27 ANE) FREE) FRV) ﬁﬂ'ﬁEE(T)

ESBAN/REL TR,

ﬁ%anakl@localhost root]$ memcached —vv —p 11211 ]

slab class 1: chunk size 88 perslab 11915
slab class 2: chunk size 112 perslab 9362
slab class 3: chunk size 144 perslab 7281
slab class 4: chunk size 184 perslab 5698
slab class 5: chunk size 232 perslab 4519
slab class 6: chunk size 296 perslab 3542
slab class 7: chunk size 376 perslab 2788
slab class 8: chunk size 472 perslab 2221
slab class 9: chunk size 592 perslab 1771
slab class 10: chunk size 744 perslab 1409
slab class 11: chunk size 936 perslab 1120
slab class 12: chunk size 1176 perslab 891
slab class 13: chunk size 1472 perslab 712
slab class 14: chunk size 1840 perslab 569
slab class 15: chunk size 2304 perslab 455
slab class 16: chunk size 2880 perslab 364
slab class 17: chunk size 3600 perslab 291
slab class 18: chunk size 4504 perslab 232
slab class 19: chunk size 5632 perslab 186
slab class 20: chunk size 7040 perslab 148
slab class 21: chunk size 8800 perslab 119
slab class 22: chunk size 11000 perslab 95
slab class 23: chunk size 13752 perslab 76

4 7(B) ~wI(

A

B 4.2-5:

l-w] # 7% 3 24%E T memcached Z#2EIF 5 Z & T ’Ik/REEEﬂb\_Iﬁu'Cﬁ)é

Copyright 2008 NTT Communications Corporation
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{8 get sato
>8 END
{8 get saito

2740(E) REE) FoR(V) wmk(D #7(B) ~nF(

S

8 set sato+0+0+2%0D%0AFr%0D%0Aset+saito 32 0 8
8 STORED

get sanaki
>8 sending key sanaki
>8 END
{8 get sato
>8 END
{8 get saito
>8 END

[

4.2-6 X 4.2-3~X 4.2-4 M memcachd 3 >V —JLEAIO NE,
URLI>O—FENTWBIENHERTES

' F'Er‘|'f'-‘1r3m|::-3|::l'|r3d Test - Mozilla Firefox

JHAME REE FTW EEQ Jwv-i@ v-ud A

| [} http://192021 /cei-bin/memcachedpl

B

keyMName kevValue

lkeyLiStlsanaki,sato.saito,sato+0+0+2%0 D%0 AFr¥0D%0 Aset+saito =17

sanaki = sanakiData
sato =
saito =

(sato+0+0+2%0D%OAFr%OD%OAset+sa ito = Who data ]

| T

42-7: [ 4.2-6. Perl ZE > THEMRMEIE L=HER.
F—RAIFURLIO—FENTWBIEAHERTED

Copyright 2008 NTT Communications Corporation
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4.3.1 RRIERE

0OS : Cent0S5.1
Memcached verl.2.6
gce ver4.1.2 20070626
libevent verl.4.8-stable
Apache ver2.2.9
FAT T

libmemcached ver0.23

4.3.2 RIHER

RRREICHE L7z C(CGDD=—RIEK 4.3-1 ThHD,

SR-20080311

#include <stdio. h>

#include <string.h>

#include <stdlib.h>

#include “|ibmemcached/memcached. h”

void htmlescape (char *inStr) {
char *p;
p = inStr;
while(xp = "¥0") {
switch (xp) {

case '&':

printf (“&amp;”); break;
case '¥":

printf (“&quot;”); break;
case ¥

printf ("&#39;”); break;
case '<':

printf (“&1t;”); break;
case '>':

printf (“&gt;”); break;
default:

printf (“%c”, *p) . break;
}
p++ ;

]
}

int Hex2Int (char hex) {

1,-1,-1,-1};
return myHexIntHash[hex & 31];
}

void urldecode (char* inStr) {
signed long sl;
char c;
char *p, *q;
if (inStr != NULL) {

int myHexIntHash[32] = {-1,10,11,12,13,14,15,-1,-1,-1,-1,-1,-1,-1,-1,-1,0,1,2,3,4,5,6,7,8,9, -1, -1, -

Copyright 2008 NTT Communications Corporation
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p = inStr;
g = inStr;
while(Gxp 1= "¥0") {
switch (xp) {
case "% :
sl = (signed long) (16xHex2Int (x(p+1)) + Hex2Int (*(p+2))) ;
¢ = (char)sl;
*q = ¢;
g++; p+=3; break;
case '+ :
*q =
p++, q++, break;
default:
ifo !1=a){ *q=*p; }
p++; q++; break;
}
}
*q = '¥0';
}
}

int main(int arge, char* argv[]) {
struct memcached_st *mc;
struct memcached_server_st *servers;
memcached_return rmc;
char *ret, *q, *p, *keyName, *keyValue;
long glen;
keyName = NULL;
keyValue = NULL;
g = NULL;
ret = NULL;
ret = getenv ("QUERY_STRING") ;
if(ret 1= NULL) {
glen = strlen(ret) + 1;
q = mal loc(gLen) ;
memset (g, 0x00, gLen) ;
memepy (g, ret, gLen) ;
p=aqa
while(xp = "¥0") {
i T (strnemp (p, “keyName”, 7) == 0) {
p+=8;
keyName = p;
while(xp 1= "¥0") {
ifGp=="8&){ *p ="%¥0; Jelse{ p++; }
]

p++;

}else if(strncmp(p, “keyValue”, 8) == 0) {
p+=9;
keyValue = p;

while(xp = "¥0") {
ifGp=="8&)[ »p ="%¥0,; Jelse{ p++; }
]
p++ )
lelse{ p++; }
}

]
ur I decode (keyName) ;
ur I decode (keyValue) ;
printf (“Content-Type: text/html|¥r¥n¥r¥n”);
printf ("<html><head><title>|ibmemcached Test</title></head><body>¥n”);
mc = memcached_create (NULL) ;
servers = memcached_servers_parse(“127.0.0.1:112117) ;
rmc = memcached_server_push (mc, servers) ;

Copyright 2008 NTT Communications Corporation
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i f (rmc == MEMCACHED_SUGCESS) {
if (keyName != NULL && keyValue != NULL) {
rmc = memcached_set (mc, keyName, str|en (keyName) , keyValue, strlen(keyValue), 0, 0) ;
}
printf ("<form method=¥"get¥"><table border=¥"1¥">");
printf ("<tr><td>keyName<br><textarea name=¥"keyName¥” rows=¥"4¥" cols=¥"30¥">");
if(keyName != NULL) { htmlescape (keyName); }
printf ("</textarea></td><td>keyVakue<br><textarea name=¥"keyValue¥” rows=¥"4¥" cols=¥"30¥">");
if(keyValue != NULL) { htmlescape (keyValue); }
printf ("</textarea></td></tr></table><input type=¥"submit¥”></form><hr></body></html>");
}
if(q !'= NULL) { free(a); }
memcached_free (mc) ;
memcached_server_|ist_free (servers) ;
return 0;

4.3-1:C T memcached 272t R 3 20— K

O 2/34 JLIE Tgec —Imemcached -0 memcached.cgi memcached.c] T#H 5

FPUE, X 4.3-2~[%] 4.3-3 T, IEHIZ memcached FIZT —HZ RS AIRENEI D AR LTZ
WIT, K 4.3-4 DISRBATE G Lo — A A FEE LT, ZOREN, KX 4.3-5 THD, ZORE KD
OXF—AIBATE S EEHIENTEDHLH724A . memcahed 7' B h=/L 2% L T? Command
Injection OfERIENRHDHENDI T ED MRS TZ,

RO B CTlX, F—4ITERT — 2B ESNDRDUT, i CThollTBbnsn, bLy—
ZNNBYeT — 2 PTG, SATICOW T =2 A R T DN HDH, EVIHIZETHD,

o

'_) libmemcached Test - Mozilla Firefox
ZribE) REE FTA EERE  Jvhe-sE w-ld  ANFH)
I] hUp55{9202J)ggkbm}henmachedcgi 3:TAE;|
keylName keyVakue
sanaki sanakiData
£17
| T 7

B43-2:H43-1%FE->T, T—2EETRAAEITL, EEBFEEHELL
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¥ Perl-Memcached Test - Mozilla Firefox

JHAME REE TV EEQ Jwv-aE U-D ALTW

l (] http://192021 /cei-bin/memcachedpl | 'I [P l
keyMName kevValue
’keyListlsanaki.saito.suzuki =17

(sa naki = sanakiData
salto =
suzuki =

| ®T 4
4.3-3: X 4.3-2 DR, Memcached BMRIFL TWST—2DRFIZIE.

Perl DIRFEEO— F&#ES 2 &I LT

¥ libmemcached Test - Mozilla Firefox

JHME REE FTW BEQ Jwv-0E v-D  ANIHE
[l;l http://192.021 /cei-bin/memcached.cei ’ v l [FS |

kevName keviVakue

suzuki 0 0 2 lhoseData?
LUK

set saito

| ET 7
434 F—BITHTEELT—IEELTHD
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¥ Perl-Memcached Test - Mozilla Firefox

IPALE) REE HTM EEG v-sE v-D AT

l [ http://192021/cei-bin/memcachedpl ' N ’ > ]
keyMName kevWalue
‘keyLiS‘tIsanaki.saito.suzuki E1T

sanaki = sanakiData
(sa ito = WhoseData? ]
suzukl = UK

ET 7
B435: K434 DER, F—RITHITEEFESH LT,

memcached 7’0 k3 JLA® Command Injection BRI L TL\B Z ENHERRTE D

4.4. enyim.com Memcached Client (ASP.NET/C#D&EE D 1)

4.4.1 RRIERE

OS : CentO0S5.1 Memcached verl.2.6

OS : Microsoft-WindowsServer2008 & I1S7.0
Microsoft-VisualStudio2008 ExpressEdition ServicePack1
Microsoft .Net Framework 2.0.50727
FA7 7Y

enyim.com Memcached Client ver1.2.0.2

Copyright 2008 NTT Communications Corporation
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4.4.2 WRIEARE R

WEE oA L7- ASP.NET2.0/CAD=—R3[K 4.4-1~[X] 4.4-3 Th 5,

SR-20080311

using System;
using System. Text;
using Enyim. Caching;

namespace MemCachedTest_CS{
public partial class _Default : System. Web.Ul.Page{
protected void Buttonl_Click(object sender, EventArgs e) {
Enyim. Caching. MemcachedCl ient myMCC;
string keyName;
string keyValue;
String str;
object myObj;
myMCC = new MemcachedClient () ;
keyName = TextBoxl1. Text;
keyValue = TextBox2. Text:;
if (keyName.Length != 0 && keyValue.Length = 0) {
myMCC. Store (Eny im. Caching. Memcached. StoreMode. Set, keyName
Encoding. Unicode. GetBytes (keyValue), 0, 2x¥keyValue. Length) ;
myObj = myMCC. Get (keyName) ;
if (myObj != null){
str = Encoding. Unicode. GetString ((byte[])myObj) ;
Label3. Text = “"<pre>abcdE<br>” + Server. HtmlEncode (keyName) +
Server. Htm|Encode (str) + “"</pre>”;
lelse {
Label3. Text = “NoData”;
}

s

+

4.4-1: C#T memcached [Z7 7 £ X9 &I — F(CH)
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<%@ Page Language="C#" AutoEventWireup="true” CodeBehind="Default. aspx.cs”
Inherits="MemCachedTest_CS. Default” validateRequest="false” %>

<IDOCTYPE htm!| PUBLIC “-//W3C//DTD XHTML 1.0 Transitional//EN”
“http://www. w3. org/TR/xhtm!1/DTD/xhtml1-transitional.dtd”>

<html xmins="http://www. w3. org/1999/xhtml|” >
<head runat="server”><title>Memcached Test</title></head>
<body><form id="form1” runat="server”><div style="width: 248px™>
<asp:Table ID="Table1” runat="server” BorderWidth="1px” Height="161px” Width="362px">
<asp:TableRow runat="server” BorderWidth="11px">
<asp:TableCel| runat="server” BorderWidth="1px">
<asp:Label ID="Label1” runat="server” Text="keyName”></asp:Label>
</asp:TableCel I>
<asp:TableCel| runat="server” BorderWidth="1px">
<asp:Label ID="Label2” runat="server” Text="keyValue”></asp:Label>
</asp:TableCel I>
</asp:TableRow>
<asp:TableRow runat="server” BorderWidth="11px">
<asp:TableCel| runat="server” BorderWidth="1px">
<asp:TextBox ID="TextBox1” runat="server” Height="72px” TextMode="MultiLine” Width="247px">
</asp:TextBox>
</asp:TableCel|><asp:TableCel| runat="server” BorderWidth="1px">
<asp:TextBox ID="TextBox2” runat="server” Height="72px” TextMode="MultiLine” Width="247px">
</asp:TextBox>
</asp:TableCel I>
</asp:TableRow>
{/asp:Table>
<asp:Button ID="Button1” runat="server” Text="Button” onclick="Button1_Click” />
<hr />
<asp:Label ID="Label3” runat="server” Text="Label”></asp:Label>
</div></form></body></html|>

B 4.4-2 : C#T memcached IZ7 ¥ £ X9 %53 — F(ASP.NET)

<?xml version="1.0"7>
<{configuration>
<configSections>
<sectionGroup name="enyim. com”>
<section name="memcached” type="Enyim. Caching. Configuration. MemcachedClientSection, Enyim. Caching”/>
<{/sectionGroup>
<{/configSections>

<enyim. com>
<{1-—<memcached enabled="true”>—->
<memcached>
<{!— keyTransformer="" —>
{servers>
<add address="192.0.2.1" port="11211"/>
<{/servers>
<socketPool minPoolSize="10" maxPoolSize="100" connectionTimeout="00:10:00" deadTimeout="00:02:00"/>
</memcached>

</enyim. com>
<appSettings/> <connectionStrings/>
<system. web>
<compilation debug="true”></compilation>
<authentication mode="Windows”/>
</system. web>
<{system. codedom></system. codedom>
<{system. webServer></system. webServer>
</configuration>

4.4-3 : C#T memcached [Z7 ¥ £ X9 B #&EE 0 — K (Web.config)
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9%, X 4.4-4~[X 4.4-6 T, IEFIZ memcached FiZTFT —Z{EE N T RENE I EHEZR LT,
WIZ, X 4.4-T DI UATE G Lo —HEIRE LT, TOREEN, X 4.4-8 ThH-7=, X 4.4-9
IZ Memcached D127 ThaAN, K 4.4-T~[X 4.4-8 DEAEEEORE DAL TURNZEDD,
YA Ta—R7E %G e —4 % memcached 7' b/ BICHREZRNINCH =2 A XULELL TUD
HOEHEETED,

¥) Memcached Test - Mozilla Firefox

Z71E) REE FTl) Eﬂ@) Fube=hiE® V=D ANFH
[L_l http://192.02.2/scripts/MemCached Test-CS/default aspx ‘ VI D‘

keyName |keyVa lue

TestData

iButton

Lahel

F®T Z
44-4: K 44- 1R 44-3FF LT, T—REETAAZETL., EEFHEZHEDRAL:

¥ Memcached Test - Mozilla Firefox

Z7(E) REE HRTN E.E(ﬁ) Tehg=hE W=D ANFH)
[} http:/#192022/scripts/MemCached Test-CS/default aspx ‘ v } > I

=
kevMName Mkey‘u’a lue

myvieviame TestData

Button I /

ahedF
(hyKeyName=TestData

%

445 M 44-4DFER 1
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~ sanaki@localhost:/root

SR-20080311

{11 new client connection
{12 new client connection
{13 new client connection
{14 new client connection
{15 new client connection
{16 new client connection
<17 new client connection

get myKeyName
ending key myKeyName

2740(E) WEE) FR(V) WK #7(B) ~nF(H)

B 44-6: K444 DEER 2

memcached [CEEAANHIIL TS

¥ Memcached Test - Mozilla Firefox

JHME REE HTW BEOQ FIv-0E v-uD AT

[ [} http://192022/scripts/MemCached Test-CS/default aspx

Fey Name kevialue

(WhoesData

Button |

abcdE
myKevName=TestData

| ET

44T X—RICHITEELT—RERELTHD

Copyright 2008 NTT Communications Corporation

20



ST T Communica

T'T Communications

\

X ) Memcached Test - Mozilla Firefox

ILE REE® FTW BEGS fhy-hE oD ANIH

SR-20080311

l [} http://192022/scripts/MemCachedTest-CS/default aspx
ﬂkey Name kevValue
abc 0 0 3 WhoesData
com
set xyz

Button |

l NoData l

44-8: R 44-7TDFER 1

T—HDORMFGHLTETLWLELNVKETHS

sanaki@localhost:/root

274 W(E)

{14 new client connection
{15 new client connection
{16 new client connection
{17 new client connection

>8 STORED
{9 get myKeyName
>9 sending key myKeyName

829 END

28 set myKeyName 64082 0 16

WRE(E) FR(V) k(D)

connection
connection
connection
connection
connection
connection
connection
connection
connection
connection

client
client
client
client
client
client
client
client
client
client

{18 new
<19 new
<20 new
{21 new
{22 new
{23 new
{24 new
<25 new
{26 new
{27 new

U

4 7(B)

AT (H)

CIM

44-9: X A44-7TDHER 2, NO9ETIIR 446 LR L THDMN. ThLUET

ZLZLEERAAFAHLOBENREL TRV ELNERTES
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4.5. memcacheddotnet_clientlib (ASP.NET/C#DIZEE D 2)

4.5.1 RRIERE

OS : CentOS5.1 Memcached verl.2.6

OS : Microsoft-WindowsServer2008 & I1S7.0
Microsoft-VisualStudio2008 ExpressEdition ServicePack1
Microsoft .Net Framework 2.0.50727
FAT T

memcacheddotnet_clientlib ver 1.1.5

4.5.2 FRFEAER

WEFcAi FHL7- ASP.NET2.0/CED=—R K 4.5-1 Th5H,

using System;
using Memcached. ClientLibrary;

namespace MemCachedTest_CS{
public partial class _Default : System. Web.Ul.Page{
protected void Buttoni_Click(object sender, EventArgs e) {
string keyName;
string keyValue;
string str;
string[] memServers = {”172.20.0.65:112117};
Sock [0Pool| pool = Sockl|OPool. GetlInstance () ;
pool. SetServers (memServers) ;
pool. InitConnections = 3;
pool.MinConnections = 3;
pool. MaxConnections = 5;
pool. SocketConnectTimeout = 1000;
pool. SocketTimeout = 3000;
pool.MaintenanceSleep = 30;
pool.Failover = true;
pool.Nagle = false;
pool. Initialize();
MemcachedClient mc = new MemcachedClient () :
mc. EnableCompression = false;
keyName = TextBox1. Text;
keyValue = TextBox2. Text:
it (keyName.Length != 0 && keyValue.Length = 0) {
mc. Set (keyName, keyValue) ;
str = (string)me. Get (keyName) ;
if (str 1= null){
Label3. Text = “<pre>” + Server.Htm|Encode (keyName) + “=" + Server.Html|Encode (str) + “</pre>”;
lelse {
Label3. Text = “<pre>” + Server. HtmlEncode (keyName) + “ is NoData</pre>”;
}
}

4.5-1 : C#T memcached IC7 ¥ £ X9 51&EEa— F(CH)
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ASP.NET ®=a—R[Z[X 4.4-2 L[R—72 D TEWET 5,
Web.comfig |%, (EIETHZERBEEDEEMEHLI-D T, AT 5,

FPUE. K 4.5-2~[X 4.5-3 T, IEH |2 memcached bIZT —X{REF ATRENEI DA MR LT,
WU, K 4.5-4 DISRBATE G Lok —HEFRE LT, ZDORIRN, K 4.5-5 ThH-o7, Perl D
RECHE LT CGI 2~ T7 7 8ALTZA5 . memcached Injection FIBE THHI LD HETRIIL
72(X 4.5-6), £7-. memcached D=1/ —/L7 51, memcached Injection AJHE THDHI LA
Ran7=(X 4.5-7),

OFED, F—AITUATEE FHDHIENTEDHIH7254A . memeahed 7 2 h=/L XL TO
Command Injection OfERIENH S,

FERROBAFE B Tl F—4IHYT — 2 BESNHRDUL, i ThorLITEbsn, L% —
NEYT — 2 EPET AT, S TIC W T =AM XM DM BN B D, V)2 EThHD,

¥ Memcached Test - Mozilla Firefox
ILE REE FTW EEGQ Phv-hE v-D AN
‘ [} http://1920.22/scripts/2MemCached Test-CS/default.aspx 1 v i D]
MkeyValue
fuji
Lahel
| &7 4
45-2:F45-1%E>T, T4 EETRAHZETL., ERBELHEELE
¥ Memcached Test - Mozilla Firefox
AME REE FTW BEQ Twv-0@ v-uD AW
\ [} http://192022/scripts/2MemCached Test-CS/default aspx V v ‘ > ]
keyMName kev\alue
japan fuii

—

#tton I /

| %7 7
45-3: @ 452 D#ER., memcached & DBIEIXFEFEEMEL TLNS
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¥ Memcached Test - Mozilla Firefox

I IE REE® FTW EEQ Fhv-0@® v-D  ANTE

SR-20080311

[ ] http://1920.22/scripts/2MemCachedTest-CS/default aspx

keyMName kev\alue

america 0 0 3 [RedC | iff
com
set china

japan=fuj i

B 454: F—RITHITEECT—R2EELTHD

¥ Memcached Test - Mozilla Firefox

JrE REE TN EES Jhv-nE® v-D  ALIE

[ || http://192022/scripts/2MemCachedTest-CS/default aspx

keyMName kevWalue

america 0 0 3 [RedC | iff
com
set china

Button l

america 0 0 3
com

set china is'NoDatal

455X 45-4 DFER 2, memcached EBIEELTWRKLSICRAZS
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¥ Perl-Memcached Test - Mozilla Firefox

FHME REE FTW EES SR-4@® Y-D  ANIH)
[ ] http://1920.21/cei-bin/memcachedpl Ivl }]

keyMName keviValue

‘keyLiS‘thapan.amer ica.china =17

japan = *fuji
america = com

china = "RedCIiff

< | =
| ET /
45-6: [ 45-4 DFER 2, Perl DIFMERT CCl ZEOTRRLTHD &,
Command Injection BT L TS Z &L HERTE D

sanaki@localhost:/root

2740(E) RE(E) FR(V) KO #7(B) ~NI(H)

slab class 39: chunk size 489032 perslab 2 Z
<6 server listening
<7 send buffer was 109568, now 268435456
{7 server listening (udp)
{8 new client connection
<9 new client connection
{8 set japan 0 0 5
>8 STORED
{10 new client connection
{8 get japan
>8 sending key japan
>8 END
f(8 set america 0 0 3
>8 STORED
{8 set china 0 0 9
8 STORED
{8 get america 0 0 3
>8 sending key america
>8 END
<{8 com
>8 ERROR
{8 set china
>8 ERROR

(] ]

457454 DFER 3, memcached DIV —ILM S %
Command Injection BT L TS Z E LR TE S
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5. Memcahced Injection DREFFER(FK)

= FAT TV4 IN—gy FAT IV % Y= A ThL
FHT 255 oA
4.1 | Cache::Memcached 1.24 perl 7oL
4.2 | Memcached client for java 2.0.1 Java URL = =—F
(JDK5 Compiled)

4.3 | libmemcached 0.23 C/C++ 7oL

4.4 | enyim.com Memcached Client 1.2.0.2 .NET Framework 2.0 x7—&LT
WELAEW

4.5 | memcacheddotnet_clientlib 1.1.5 .NET Framework 2.0 7L

6. Memcahced Injection DX

X T Ta s I T ORI A — TN D03 DD, memeached 7 a2 h=/L(9 £
EZE@)ND, F—ZIZBEL T, = A — BT E RO AZ LT TER -T2,

DFEY, TR —TIRITBESN T2V FIHT 747 70N E»>TUIT 7V r—var7a
75 MMUTBNLEDY =Z A ZFE (R T —hE 2T a— N 2 E i3 2 %3030 5,

memcached 7' Bh/W IR, F—L I3 A BT THIUT R WO, A LLDONEEE T
Vir—al Tl 282l o T A TFIE T OLFEERITT D, FRTE LU DOFE
NEFENDHTEEEE T IIT I,

F— AR LT BT LIS EE 1T 2 89570 A EA#EFEIL. Memcached Injection /XY
T —MLELLL THEZIThD,

F7-, Basel6 = 2—F Base64 = =2—RX> URL =2 =—R72L% | Memcached Injection
DXRRELTHERTHLH(9 BEQ),

—J5Cl4.2 Memcached client for java (Java D5 | 2858 "Clf AR— A% [+ |ZE
#i9-25)URL = 2 —RLEE” 3 memcached ZFH L7723 AT LBHFOF TOT 777 AKX
X —RTHHNE LA,

7. REMNGHEREMIC DOV T(FEEDHIZRZT)

PLEDIHIZ, memcached (27 7 EATHT7A7 VLS TIE, TAT7 TVNERCTH =4 A ZALEE
ZFRLTODHDObHILL, FhiL TORNBDHHD,

= XHLERE 4.2 Memcached client for java (Java O355) | D EH1Z URL = 2 —RLEE
LT A — B ORAEL T D5 EbH VT, [4.4 enyim.com Memcached Client
(ASP.NET/CHDOHEZD 1) I DI, F—4 I8 TEE TIBE DR ELLNIDIT N T —]
WP TWD 5 BB 5D,
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A 1%, memcached ZFIH L7 A7 LBAFICHEE 7 KDL IR ENH LG G 1> DOF—
NIFYeT — 2% B2 DA 2E, FIAT D747 TUNRE DLt =2 A XL THDED
DERERT HZEEHELET S,

FTAT TVACTYH =Z A RIBZAT > TCORNG SR, 77— al i TH =2 A A Z 362
729030385 (16 Memcahced Injection D% ),

BISEMEEL T, memcached DF—AI{HYT — 2% B /DM ENHLHEOHTmIL, FEFIC
Hicthorebnsg,

F7-, ALEIT—>D memcached 7 —F D ADEEE CTRAELT=28, BLFERZF A I HE
5@ memcached 7 —FEDEEIL COD 3 HERFE CHOLLMETED, TDIOIRYGE. 7 —
ADX—21%. T —ZDOHEF—(FD IP 7KL A/AR—FD memcached 73:% %457 — X &A%
FFL QWD) O—E L CHRIH SS9, F—4 D Injection 734 [E0D 192 B2 A Al 6E
EIRDIRNATREMED B O (RER S — D3 U T2V esh | 7 — X DO BUS A TER V),

&b1Z, memcached [ZHFF 57 —FZ DL DODEBEMED E LD TRWEA D T NE DT
1372490,

PLEDZEN D, memcached Injection WENBIHEA) 2t 2 T AR EFH~OEH ATEEMEIX
R Ebing,

LUL7235, memcached ZF|H L7V A7 L% BT HBRIZIEL, ASCETHREELTZNAIZ DUV
THETDOZEERDOENDLDTIHRWEAIN,

8. IRAL{ERE

NTT aia=7—ar At
IT v F AP —E AR RS N — 7~ R A —E AR
X2V T AR —ar s —

AR &

9. 8%

1. memcached
http://www.danga.com/memcached/

2.  FiffisEsm+t T'Web+DB PRESS vol.47] P59~
M%EE 2 [EFIMSFES] mixi. —a=JF)[H. livedoor memcached RANTS5HT4X |

3.  Memcached ORIl
http://code.sixapart.com/svn/memcached/trunk/server/doc/protocol.txt

4. Perl CPAN.org — Cache:Memcached (Perl TR TER95A4 T S4T5Y))
http://search.cpan.org/” bradfitz/Cache—Memcached—1.24/

5.  Memcached Client for java (Java CRIRTE3954 754 T75Y))
http://whalin.com/memcached/

6. libmemcached (C THIFTERISATURS(4T3Y))
http://tangent.org/552/libmemcached.html

7.  enyim.com Memcached Client ((Net Framework2.0 THIFATE2954 73547 3Y))
http://www.codeplex.com/EnyimMemcached/
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8. memcacheddotnet _clientlib (Net Framework2.0 THIBTEB395A4 T S4T51))
http://sourceforge.net/projects/memcacheddotnet/

9. Security of HTTPHeader ver1.2 (CrLf Injection)
http://rocketeer.dip jp/secProg/HttpSecurity003.pdf

10. Security of WebAppli&Mail ver1.0 (CrLf Injection)
http://rocketeer.dip jp/secProg/MailSecurity001.pdf

11. RFC4648 "The Base16, Base32, and Base64 Data Encodings”
http://tools.ietf.org/html/rfc4648

10. B

® 20084 12 A 19 H : ver1. 0 R¥ID/AR
® 2009 £ 05 A 26 B : verl.l Web YA FSERIZHE SR EIRAR URL DEE

11. E=FhRD 2B URL

http://www.ntt.com/icto/security/data/soc.html#security_report

12. KLKR—MZBETHEEE%

NTT a2 =r —a kA1t
IT v RV AN —ERF LAY N — < LA M —E 2
X7 TR —ar s —

e-mail: scan@ntt.com

Uk
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