VPN

1. Bi&

VPN &(3 Virtual Private Network QEEFRTHY . 12—y EEZN L TRREDEZED TS
AR—LRZYRT =Y (UT ARV T =D 1 ELET) EER T IRMOETT , bRy
PEBIEOEMCIVRBHEERRERERL. X7 HHARYNT—INDEREREILL
EX R

NTT FaE®DRHT S Android RIX—rIAU/2TLYMZEWNTIEX, TL2TP/IPSec]. lNPSec
Xauth 1O T ARILIZ DN TEMEREREIT>THYET .

HRARYRT—2

: VPNEU L u{j;}é& ,
: ﬁa | ( E— VPNIL—%

\—‘ % :
ClegzFuk ) ¢

3G/LTEH

A=k

©2018 NTT DOCOMO, INC. All Rights Reserved.



2. #ee(REYR—rTOkal)

NTT FaE® Android AX—r 742 /2T L ybTIFBETHELTLNS VPN ORI BHYE
T, AETIE. BEREREEHRLTLAIL2TP/IPSec]. lNPSec XauthlIZ DWW TEEHLET .

€ L2TP/IPSec(Layer 2 Tunneling Protocol/ Security Architecture for Internet Protocol)

L2TP & PPTP & L2F (Layer 2 Forwarding) Z#i5kL1= VPN #fitRAO L5 7O T
T, L2TP (SRS B L REE - =0 BIET — 2 DRSS L REZTF D IPSec LA EHE T
L2TP/IPSec ELTERAENET

L2TP/IPSec L = VPN EHHICDWTUTIZRELET . AH. ATArLTIESRIEE
ﬁi(preshared key) IZCRIEFDRIIZ1TIIL2TP/IPSec PSK . RUT U 42JLEEEAE(RSA)

BELZE1TSTL2TP/IPSec RSAINAEBESINTEYET,

<<{RHtH = - HiEe>>

LUTOAER-#EEICRIELTEYET,

-E—F:FIURR—F

-2BEE A : MS-CHAP v2, MS-CHAP. PAP, CHAP
X Cisco ASA Tl. AAA H—/ 34 TH LOCAL DIFA . CHAP et EAHYET,
g5 7 /LT XL 3DES, AES, AES-256

=Ny a7 ILAY X L SHA-1

-DPD ##8E: 3t it

-NAT FSA—H )L 3
Xsp E—F T T H5EE. VPNIL—2BITNAT FSN—HILDEENDBEELLGYET,

©2018 NTT DOCOMO, INC. All Rights Reserved.



<X FEmE>>
L2TP/IPSec {f KM VPN SR EE®EIILL TO@EY TI,

¢ oE@Ee [N Y. (%1038 QeoBgde RN ™4 7%

VPNZOZ 1 —ILDiRSE

Bl
T A ~_L2TP/IPSec PSK

147
L2TP/IPSec PSK

Y—I—FELX

B WA

L2TPEFa VT RE

(RfER)

IPSec ID

(RER)

IPSecRAIHAR

O #MAToaveERTES

Fv el RiZ

VPNZO 7 1+ —LDiRSE
et
5 A b_L2TP/IPSec RSA

147
L2TP/IPSec RSA

Y=/ —FRLZ
b O A B

L2TPEFa VT 1 {RE

(R{EA)

IPSec1—H —FFEA &

e P

IPSec CATERAE

pra N 0w

IPSectt—/\—iEHR®
(—1—DBFE)

O #MA7v3vzRRID

FrrElL

©2018 NTT DOCOMO, INC. All Rights Reserved.



<<EfRFE>>
L2TP/IPSec M VPN #EHAEIELTDEY TY , #EHEEOREICKY ., PTHOUMER(2—

YRINRD—R)ERFT HENFRETT

@ 0@ @Eh R T 047 @eo@@ad RN G509

< VPN a +

7 A k_IPSec Xauth PSK
HEIFHA R & XauthBBEE(T 2 DIPSec VPN

7 A _L2TP/IPSec PSK
FHIHGHT EDL2TP/IPSec VPN

[T A b _L2TP/IPSec PSK]IZ#&#i

34—

FZ ~_PPTP S
PPTP VPN L b
RAT—R

O 7hoy - ERERETS

el #E

DFEAT S VPN ZEEZZVTILET, @a1—HL&IRRT—KEAAL.
(CZTIHIFR(L2TP/IPSec PSK) 1%5&1R) MEH1E2YTLET,
<<BNEREREREZR>>

[L2TP/IPSec RSAJlE. LT DOHEIFRTEEHRZIT>THYET,

HaRa Cisco ASA 5506
HET DRAAVRT LR EGEEH

FEERIRE ASA Version 9.9(1)

ERAE *FOMA/Xi #8hvi> mopera U 2 H T 5&1E

-FOMA/Xi #8m\5 sp E—R&#REAT S&E(E

AR LAN [2X 5815

X NTT FIETH, LEBFRBEICTHERZERLTEYEI A #BLLTE
ASA Version 8.4(1) LIBZBIEXMRELTHEYET,

©2018 NTT DOCOMO, INC. All Rights Reserved.



[L2TP/IPSec PSKJI&, LA T DB CENMEREZRZITo>THYET,

iR YAMAHA RTX1210

T IRy T
HERRE Rev.14.01.14
BHiAZE -FOMA/Xi #85 5 mopera U & H T 581E
-FOMA/Xi #8m5 sp E—FZEMT 5EIE
B4R LAN (& ZR(E

X NTT FOETIE, LEESFREICTHERZERLTHYET A, #aLLTIE
Rev.14.01.05 UIFEIHERRELTEYET,
X ETOHEET/ Y17 IILTYXLTSHA-256 I3 L TLVET,

€ IPSec Xauth (Security Architecture for Intemet Protocol/eXtended AUTHentication)
IPSec Xauth (& IPSec #¥i5ELI=7AFILTT, IPSec TIEEARMICA—HRIALNEESN
TLVEW=8. Xauth [2&EA—FRIETIETEFR A T(ZEHTLET,
IPSec Xauth ZFL = VPN IS DWTLLFICEELET . 4. KTOFILTIHERIRE
ﬁ(preshared key) IZTRIEHF DRI F1TIMIPSec Xauth PSK |, RUT P 4JLEEBAE(RSA)
TEREI%1T5MIPSec Xauth RSAIMNAEINTEYET,

<<{RHtH = - HEe>>
LUTOAR -#EEICHELTEYET,
“E—F:bORIILE—F
-2BEE A : MS-CHAP v2, MS-CHAP. PAP, CHAP
X Cisco ASA Tl. AAA H—/ 34 TH LOCAL DIFA . CHAP et EAYET,
57 J)L31)XL: 3DES., AES-128, AES-256
Ny a7 )Y X L SHA-1
-DPD ##gE: 3t
‘NAT ;FS5/3—H )L i
Xsp E—F TR T 5EE. VPNIL—2BITNAT FMSN—HILDEENBEELLGYET,

©2018 NTT DOCOMO, INC. All Rights Reserved.



<X FEmE>>
IPSec Xauth KM VPN SR EE@EITLLTOREY TI,

@e o @@E s [ ™ 75 104e @eo @ N Td

VPNZO7 4 —LORE
VPNZO T 1 —LDiRE e

£ 7 A ~_IPSec Xauth RSA
5 2 I~_IPSec Xauth PSK 547
SA4F IPSec Xauth RSA

IPSec Xauth PSK H—I—FRLZ
Y—N—FRLZ LT =
SR E IPSec1—+'—EERAE
IPSec 1D Sl Bl B

(GRER) IPSec CAZERRE
IPSecTRATHAH L LT =

sisaas IPSectt—/{—ZEERE

O B4 7Y 3 VERRTS i s e

[ #4723 vERTTS

ol  ®E
Fe2Il

©2018 NTT DOCOMO, INC. All Rights Reserved.



<<EfRFE>>

IPSec Xauth @ VPN & AEILUTDEY TY, EHGEROERTEIZKY., PTHOUMER(2—

YRINRD—R)ERFT HENFRETT

@ o @@ duh R ™. 1047

< VPN a +

7 A k_IPSec Xauth PSK
HEIFHA R & XauthBBEE(T 2 DIPSec VPN

7 A _L2TP/IPSec PSK
FHIHGHT EDL2TP/IPSec VPN

F A ~_PPTP
PPTP VPN

OFERT S VPN REZHYTLET

(ZCTIEI TR (IPSec Xauth PSK) 1% #E4R)

<<BifFFEERHRRR>>

NPSec Xauth RSAIIE. LA FD#38 TEIERE

Qe oFEEs R ™ 0 521509

[ 2 ~_IPSec Xauth PSK][Z#%
5

I—H—
eIl

O 7A9 Y bBERERET S

Fr Nl iR

@a1—v&/IIRRT—FEABL.
MERIZE2YTLET .

¥ %?TO-CBL)ij-O

HaRa Cisco ASA 5506
HET DRAAVRT LR GRS

TR ASA Version 9.9(1)

ESRAE *FOMA/Xi #8hvi> mopera U 2 H T 5&1E
-FOMA/Xi #8h\5 sp E—RE AT HEE
B4R LAN [2&D581E

©2018 NTT DOCOMO, INC. All Rights Reserved.



3. FEEH

HRICKIYRMSIKRCBREFENERDIEENHYFES .
AEF1AVPOBHEARIIOVNT, BERRRE TOBFET LRI T HHDTIEIEL
FtA

ARF1AVMEBEOY—ERARE, BROLERK-HEEE X, FELLICERTHHELH
VEI,

AREF2AVMEEOTI+ERATO0— URLGEL, FERLICEET HHEEAHYET,
BESIA TSR A. BRI SHOBERFEEFEEHETT,

AREF AV LA GERRE. BT HELEECELET.

4. BEILWEHEE

VPN JL—4A& G DM, BEAEICDOVTIX, VPN IL—E2RFEEF-EIRETAUFIZH
BLEhE<ES0,

B VPN )L—42&L 5 Cisco ASA 5506
[ RV RTFLXERE1])
https://www.cisco.com/web/JP/index.html

B VPN /L—2E & : YAMAHA RTX1210
[/ \RE1t)
http://jp.yamaha.com/

WESOXIGIRR . 8L, BEREZIKRE. RUZOMO CFRBALGRIZDOELELTET
REOFTA—ILIZTERLEHLELESLY,

(NTT FOESEHEDO]

http://www.nttdocomo.co.jp/biz/support/

©2018 NTT DOCOMO, INC. All Rights Reserved.


http://www.cisco.com/web/JP/index.html
http://jp.yamaha.com/
https://www.nttdocomo.co.jp/biz/support/

